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Talk outline

= Security-by-contract
* Introduction

* Key concepts
* Workflow

= Contract/Policy Matching
* Prototype overview
e Specifications language
e Automata Modulo Theory
* On-the-Fly Model Checking with Decision Procedure

= Conclusions
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Motivation

= Mobile devices are increasingly popular and
powerful

= Lack of applications for mobile devices

" Problems of current model based on trust
relationship: mobile code is accepted if it is
digitally signed by a trusted party

e Signature can be either rejected or accepted
* There is no semantic attached to the signature
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Security by Contract
Key Concepts

= The key idea: (Dragoni et al., EuroPKI'07)

* the digital signature should not just certify the origin of the code but rather
bind together the code with a contract

* Model-Carrying Code(Sekar et al.)
= captures the security-relevant behavior of code
= BUT finite-state automata

e Design-by-contract (Meyer)

= Contract carried by application:
e Claimed Security behavior of application;
e (Security) interactions with its host platform
Example: The application only uses HTTPS network connections

= Policy specified by a platform:
* Desired Security behavior of application

Example: The application should use only high-level (HTTP, HTTPS) network
connections
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Security-by-Contract workflow

= One of the key problems in the overall security-by-
contract workflow is the contract-policy matching issue.
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Check __ - Enforce Tough luck
Evidence policies
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Contribution

= The algorithms presented:
* meta-level algorithm (Dragoni et al. EuroPKI’07)

* mathematical structure for algorithm to do the matching
(Massacci & Siahaan, NordSec’07)

= Does it workin practice?

= Qur main contribution of this paper is a proof of
concept that shows that contract/policy matching is
practical.
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Language of contract/policy

= ConSpec — automata-based language

= The specifications in ConSpec is suitable for all phases of
Security-By-Contract lifecycle

e Contract / Policy Matching
* Monitor In-lining

= Contract and Policy are mapped to the specific automata
representation

" Matching = Language inclusion

 all possible traces claimed by mobile code (contract automaton)
all traces allowed by platform (policy automaton)
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What kind of automaton?

= We need “infinite” edges to describe policies

CONTRACT: joc \ uri="https://z"

The application only uses £

HTTPS network connections [ —loc M yr="hitps:/ib
/ f,_,igg{i“ /="https://a”

Abbreviations for JAVA K;;"“' — 5

APIs: ﬁ

joc = io.Connector.open(url) # N g

‘ joc Nurl="smsfl.." ... | joc \ wri="xyz:/]..."
joc A\ urfz"httpzﬁ..."l"\ /;\ /
: i
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Automata Modulo Theory (AMT )

= AMT

* Finite state automata with “infinite” edges

e BUT Finitely represented with Expressions:

p = io.Connector.open(url) &&
(url.startsWith(”http://”) | | url.startsWith(”https://"))

" Matching = Language inclusion can be reduced to an
emptiness test:
" Lpuec B Layep @ Layee N Lyge pup = &

= Search for counterexamples:
= Path allowed by contract but NOT allowed by policy
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Automata Modulo Theory (AMT )
examples

CONTRACT: POLICY:
The application only uses HTTPS The application uses only high-level
network connections (HTTP, HTTPS) network connections
Automaton: Negated automaton:
' oc joc ' joc ' joc
( _____ . \
opened | ===t} opened S L[ o oheq 120 ALY VSTUTT) opened

joc A(p(urh

joc N\ s(urd) S(ur)

jocf\_‘s(ur/] jOC/\ﬁ(D(Uﬁ]V

() joc \ 7 (plurh V

s(urh)

=  Abbreviations for JAVA APIs:  joc = io.Connector.open(url)
p(url) = url.startsWith(”http://”)
s(url) = url.startsWith(”https://")
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Architecture of Matching

Prototype

-

OFF-DEVICE

<

[Co niract.co nspec}\

| Contract

automaton

ConSpec Parser

ContractAuto maton.java}\

[Policy.conspec

ConSpec Parser

automaion

[NEG Policy

PolicyAutomaton.java

/ ///

ON-DEVICE

V

match succeeded/fail [ ¢—__|

Contract matching
algorithm

Java source file

import org.s3ms.copy.automaton
import org.s3ms.copv.expressio
Lnport org.sdug.copyv.matcher.®
P class PolicyRules|
olicyRules () {

//--------- Initialization of the states --------
HashSet<State> states_1 = new HashSet<State>(2,1);
//--------- Btate errorftate_1 initialization --------

HashMap<String, Object> fiel&errorstatej} =
ew HashMap<String, Object>(0,1);

FROM STATE ERRORSTATE_]****%#x* ==
from_errorftate 1 =
new HashSet<Pransition>(1,1);
SpecificBoolBxp ¢ 0 1 = new SpecificBoolExp(false);
from errorState_l.add(new Transition(e 0_1, errorState 1));
transitionsMap 1.put (errorftate 1,
new ftateDef(false, true, from erroritate_1));

Off-line: mapping to
automaton —
expensive operation
complementation —
for optimization
On-line: On-The-

Fly algorithm
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On-the-Fly Model Checking

= The search space for counterexample (a trace that satisfies the
Contract and violates the Policy)

I ( l0.Connector.open(url) A lurl.startsWith("https:/ )N

I (io.Connector.open(url) A
| (urI startsWith("http://") \/ url.startsWith("https 1))

( joc A = surl)) A
(joc I\
= (plurl) V s(url)

( joc /A = s{url)) A
{joc I\
= (plurl) V s{url

(joc A~ s(url)) A . TAT

(joc A
(plurl) V s(url)))y

=(p(url)y \/

({ joc A = s(url))y A
s(urly)

{joc A
(p(url) V s(url)))

On-the-Fly Algorithm with
decision procedure for SMT
Interaction with the solver of
math expression NuSMV

for satisfiability checks.

T A~ joc

(joc A s(url)) A\
(joc A
(p(url) V s(url)))

opened,
' opened

(joc A = s(urlh)) N\
(joc A
(p(url) VV s(url)))

(joc A s(url)) A ;r{l}lrlj)o\cff\
{ joc A T joc A 2(url))
(p(url) V s(url))) - joc

(joc A= s(url)) A
(joc A
- (p(url) V s(url)))
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On-the-Fly Model Checking with
Decision Procedure

: OFF-DEVICE \

ConSpec Parser

{Co ntract.co nspec}\k Contract 1_;,[
automaton ContractAutomaton. Javah

ConSpec Parser
, Policy , ,
{Pollcy.conspec t i PolicyAutomaton.java
duiomalon { NEG Policy
automaton / /
I

4 ON-DEVICE L/{\

Contract matching

match succeeded/fail +—. algorithm

- OﬁTheFIy
Decision Procedure (+— emptiness check
\ |
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Conclusions

= The main goal is to provide a concrete answer:

* given a contract that an application carries with itself and a policy that
a platform specifies, how can we check whether or not the contract is
compliant with the policy?

= A prototype implementing a matching algorithm based on a well-
defined automata theory was proposed.

= Both the theory and the Desktop prototype as well as several
illustrative examples were presented.

= Future work:
* Device version
e Richer policy mechanisms
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Thank you!

Questions?..
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Related work

= Sandboxes limit the instructions available for use

= Code signing ensures that code originates from a
trusted source

= Security automata proscribes execution of mobile
code containing violations of the security policy

" Proof-carrying code (PCC) carries explicit proof of its
safety

" Model-carrying code (MCC) carries security-relevant
behavior of the producer mobile code
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Benchmark Contract and

Policies

= USE of Costly functionalities

= NETwork connectivity

= PRIvate information management
= |NTeraction with other applets

Example 1D Matural Language description Coverage
hitpHitps The applicafion only uses high-Tevel network conneclions. [NET
hitps The application only uses HI TPS network connections. NET, PRI
maxkbsle I'he data received by application 1s bounded by 512Kb Usk, NEI
maxkKB1024 The data received by application 1s bounded by 1024Kb UsSE, NET
noPushHegistry The application does not use the push registry mechanism |USE
oneConnPushBHegistry [Only one connection registered to the Push registry at a time|[USE, NET
notCreate st The policy allows to open record stores, but it 1s not allowed [INT

to create new record stores.
notLreatesharedbs [ The application aoes not create shared record stores. INT, PRI
noShS Mo messages are sent by the application USE
TOOSMS Maximum 100 fexf messages can be sent by The applicafion [USE
pimNoConn After PIM was opened no connections are allowed USE, PRI, NET
pimoecl.onn Atter FIM was accessed only secure connections (HI1 TFs)  [Usk, PRI, NE|

can be opened
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Problems suit

= —SC: Number of States Contract

= —SP: Number of States Policy

= —TC: Number of Transitions Contract

= —TP: Number of Transitions Policy

Problem|Contract Policy SC|ITC|SP|TP
Pl size_100512_contract.pol  |size_10_1024_policy.pol 2141214
P2 maxKB312_contract.pol max KB 1024 _policy.pol 2141214
P3 noPushRegistry _contract.pol joneConnRegistry_policy.pol | 2|3 | 3 | 9
P4 notCreate RS _contract.pol  |notCreateSharedRS_policy.pol| 2 | 4 | 2 | 4
P35 pimNoConn_contract.pol  [pimSecConn_policy.pol 317139
P6 Zhard_contract.pol 2hard_policy.pol 317137
P7 httpl_contract.pol httpsl_policy.pol 3|7 137
Py 3hard_contract.pol 3hard_policy.pol 3|7 137
P100 noSMS _contract.pol [00OSMS_policy.pol 2 (4 1102(304
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Running Problem Suit

ART: Average

Problem | ART (5)|SV [TV | Result Runtime for 10 runs
Pl 2.4 216 Match
B W > T6 Match S\/:_Number of
- : - : Visited States
P4 24 |2 16| Match Visited Transitions
P35 4.7 3111 Match
P6 2.9 4 | 4 |Not Match
P7 2.8 5 | 7 |Not Match
P& 2.9 5 | 7 |Not Match
P100 0.3  |102(307| Match
; UNIVERSITA DEGLI STUDI Nataliia Bielova 19



