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Abstract

Securityof multimediacommunicationss regarded by both academyand in-
dustryreseach as one of the mostimportantand urgent problemsof the last
decadeslIn orderto improve existing solutions we proposea frameavork based
on Birkhoff polynomialinterpolation. Su¢ new mathematicakool basedon
thistheoryimprovesthe classicalsecet sharingschemebasedon Lagrange in-
terpolationwidely usedfor securityissuesand underliesthat the utilization of
sophisticateanathematicatheoryadvancementallowsto createmore exible
andefcient frameavorks. Fir st of all we extendsomefundamentatheoemsto
generic nite elds, which allow usto designa thresholdsecetsharingscheme
which is consistentwith hierarchical structues, works on both real numbes
and nite elds and outperformsthe other schemesin literature. For appli-
cation of such mathematicatool, we selecttwo relevantreseach areasin the
eld of telecommunicationdual applicationfrom the point of view of power
constainedcommunicatiorwith sideinformationat theencoderandat thede-
coder Watermarking where the power constaints directly derivesfrom the
imperceptibility constaints of watermarking and ad hoc networkscommuni-
cation,whee all nodesof the networkare powerconstained,respectivelyWe
access goodsecuritylevel for someclassef watermarkingtedniques pre-
sentinga distributedmanaemenbftheoriginal image andbotha deterministic
andan asymmetriavatermarkingscheme Thelast methods alsoprovedto be
secue underprojectionattad. In the context of ad hocnetworkswe proposea
novel routing algorithmwhich is the r st movementbasedprotocol for ad hoc



networks. Purely connectedwvith securityissues,we presenta new methodo-
logy for compleity analysisof blod ciphers, whidh is independenfrom the
platformthey are workingon. Dueto thefactthat no certi cates authority can
be exploitedto achieve securityandall nodesare subjectto powerconstaints,
application of Birkhoff polynomialinterpolationis proposedto ensue con -
dentiality.

Keywords
Security MultimediacommunicationsBirkhoff polynomialinterpolation,Thre-
sholdsecretsharing Watermarking Ad hocnetworks.
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Chapter 1

Intr oduction

In theICT eld securityissuesareregardedby both academyandindustryre-
searchas one of the mostimportantand urgentproblemsof the last decades.
Securityof multimediacommunicationsiasbecomea majorresearchopic, in-
volving numerousacademigapers,conferenceshbooks,projects,etc. In this
emeging areathereare mary challengingissuesthat desere high level re-
search. Mathematicalinstrumentsare the basisto creategood securitytools,
independentlypn theapplicationandon the OSl level we areworking on.

We considerthe communicatiorproblemdescribedn Figure 1.1, whereS
and n are Gaussianrandomvariablesand S is known to the encoderi.e a
power constraineccommunicationwith sideinformationat the encoder The
mostpopularresultaboutsuchanissueis dueto Costa. In [34] Costashowns
that the power constrainedencodercan reliably transmitall rateslessthan
Jlog 1+ P= 2 bits/symbol,whereP is the pawer constraintand 2 is the
varianceof the unknavn noise. Therefore,this capacitydoesnot dependon
the varianceof the known noiseS andthe achiezablerateswould not change
if this noisewas not present. In fact, this capacityis the sameof a corven-
tional AWGN channelhereonly the secondsourceof noiseis present.What
doesit mean?Intuitively, this resultdiscloseshe possibilityto exploit the side
informationS without decreasinghe channelkapacity

1



CHAPTER1. INTRODUCTION

m X Y r/r\l
ENCODER (+) DECODER

+)

Figurel.1l: Variationof Gaussian-Shannarhannel

For a conventional AWGN channelchanneland sourcecoding problems
have beentraditionally handledas information theoreticduals of eachother
[107] - in 1959 Shannonwrote about”duality betweenthe propertiesof a
souice with a distortion measue and thoseof a channel” - but only in 2003
sucha duality wasmathematicallfformulated.Let usrecallthata channekod-
ing problemis solved whenthe input distribution which maximizesthe mutual
informationbetweennput andoutputis found, givena speci ¢ channelinput-
output conditional distribution and speci ¢ power constraints. On the other
hand,a sourcecoding problemis solved whenwe nd the conditionaldistri-
bution betweenalphabetof sourceandits reconstructiorwhich minimize the
mutualinformationbetweennputsourceandits reconstructiongivenaspeci ¢
sourcedistribution anda speci c distortionconstraint.

Suchaduality is valid alsoin the communicatiorscenariahatwe consider
(Figurel.1).In [107] aprecisecharacterizatioof functionaldualityis givenfor
theclassicakourceandchannekodingandfor sourceandchannekodingwith
sideinformation(SCSlandCCSI,respectrely). Theencoderdecoderrespec-
tively) of SCSlandthedecodeKencodefrespectrely) of CCSlarefunctionally
identical:



ENCODER

DECODER

S

Figurel.2: Sourcecodingwith sideinformation(SCSI)

3>

m X Y
— = ENCODER CHANNEL DECODER |———

Figurel.3: Channekodingwith sideinformation(CCSI)

8 9

2 sourcenput X I Y channebutput =
SCSI S sideinformation S ' S sideinformation> CCSlI

sourcereconstruction® ! X channelinput '

In sourcecodingwith sideinformation (SCSI)(Fig. 1.2), X is the source
andsS is the sideinformation. In channelkodingwith sideinformation(CCSI)
(Fig. 1.3)the encodermasaccesdo sideinformationS aboutthe channel:m
representthemessageX andY aretheinputandtheoutputof thechannel.

The applicationof distributed codingwith sideinformationarenumerous:
SCSlcanbe appliedin distributedsensometworks, communicationn ad hoc
networks, video over wireless,multiple description,etc. while CCSI can ex-
ploited for datahiding, watermarking broadcaststeganograpl, etc. Indeed,
side information can be exploited at encoder/decodedependingon the con-

3



CHAPTER1. INTRODUCTION

straintswe have to dealwith. In SSClthe decodercanusemore powver and
thereforetakes S into consideration.In CCSIthe encodemalesuseof S in
orderto achieve betterperformances.

1.1 Birkhoff polynomial interpolationin ICT

In orderto improve existing solutionsfor the securityin the alreadydescribed
scenariowe proposeo exploit someadwvancedmathematicatools. In particu-
lar, we focus on Birkhoff polynomialinterpolationtheory ([40], [78], [82]),
which is not far from the widely usedLagrangeinterpolationbut can be ex-
ploited to achieze much more e xible tools. Birkhoff interpolationis more
generabecausd alsouseghevaluesof thepartialderivativesattheknotpoints
to approximateanunknavn function(seeChapter2 for details).

Runninganadwancedsearclhon IEEE Xplore only 1 itemis foundincluding
Birkhoff interpolation([48], whereimagedecompressiois basedn a new so-
lution for theHermite-Birkhof interpolationproblem).Onthecontraryrunning
theanalogousearchwith Lagranganterpolationl 75resultsarefound. Theex-
ampleunderlineghe novelty of the Birkhoff theoryin the ICT communityand
thereforeof our work.

This dissertatiortries to improve the classicalsecretsharingschemebased
on Lagrangeinterpolationwidely usedfor security issues,de ning a more
sophisticatedchemdasedn Birkhoff polynomialinterpolation.In orderto do
that,we addressometheoreticaproblemsproviding anextensionof important
knownresultgo nite elds, whichallow usto prove fundamentatheoremsand
designsucha new framework.

We test our new mathematicaframenork in two different contets, dual
applicationdrom the point of view of power constraineccommunicatiorwith
sideinformation:

At theencoderwatermarkingwherethe power constraindirectly derves

4



1.1. BIRKHOFFPOLYNOMIAL INTERPOLATION IN ICT

from theimperceptibilityconstrainiof watermarkind9];

At the decoder:ad hoc networkscommunicationwhereall nodesof the
network arepower constrained[59], [106]).

Both of themarecrucialandrelevantapplicationsn theseyears.Fromone
point of view, via global networks informationis becomingwidely available
([86]) andan enormousamountof digital datais currently availableto Inter
net usersall over the world. Everyonecan make copiesof digital dataand
suchcopiesareindistinguishabldrom the original data. Thereforeit is dif -
cult to guaranteecopyright and relatedrights to the ownersof digital dataif
they give free accesdo their works, and ef cient techniquesare requiredto
guaranteentellectualproperty rst of all againstnonauthorizedcopying. The
termdigital watermarkingappearedn the early 1990s,with the aim to protect
the intellectualpropertyof digital data. In 1996the rst InformationHiding
Workshop(IHW) includeddigital watermarkingasone of the mostimportant
topics. Since 1998 and 1999 respecirely, ACM and SPIE organize confer
encegoncerningsecurityandWatermarkingpf MultimediaContentsandsince
2001thereis alsoa speci c InternationalWorkshopon Digital Watermarking
(IWDW). Moreover, in the last yearsthe mostimportantinternationalconfe-
rencegoresentsession®n this topic (for instancethe InternationalConference
on ImageProcessindICIP)). Signi cant amountof scienti ¢ journal propose
specialissuenthistopics- ACM/SpringerMultimediaSystems|EEE Trans-
actionson SignalProcessingupplemenbn SecureMedia, SignalProcessing,
EURASIP Applied Signal Processingetc. - andsince2005a speci ¢ IEEE
Transactioron Information Forensicsand Securityis devotedto digital rights
managemertechnology

On the other hand, ad hoc networks are appliedin more and more areas
becausef their characteristicsuchasinfrastructurelesand mobility make it
easyto deplogy in mary contets. Actually, ad hoc networks andtheir security

5
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arethe coretopicsof mary internationalworkshopsandconferences Interna-
tional Workshopon Mobile andWirelessAd Hoc Networking (MWAN), IEEE
InternationalConferencen Mobile Ad-hocandSensoiSystemgMASS), Mili-
tary CommunicatiorConferencdMILCOM), InternationalConferencen AD-
HOC NetworksandWireless(ADHOC-NOW), ACM Workshopon Securityof
Ad Hoc and SensorNetworks (SASN), Symposiumon Mobile Ad Hoc Net-
working and Computing(MobiHoc), WirelessOn-DemandNetwork Systems
(WONS), EuropeanWorkshopon Securityin Ad-Hoc and SensorNetworks
(ESAS),etc- andjournals- WirelessAd Hoc Networks (IEEE Journalon Se-
lectedAreasin Communication) Ad Hoc Networks Journal(Speciallssueon
GeneralizedAd Hoc Networks), etc.

1.2 Innovative aspects

Main innovation pointsof thedissertationnclude:

Utilization of Birkhoff interpolationtheoryin the eld of multimediacom-
municationswhichis indeedanextremelyunusuaimathematicalool (see
Sectionl.l).

The usualBirkhoff polynomialinterpolationtheoryis built on real num-
bers. We prove somefundamentatheoremsalsoon a generic nite eld

(seeSection2.2.2). In fact, if we considerthe scenariopresentedat the
beginning of this Introduction,it is clearthatnot all applicationsve can
take into accountare madeon realnumbersput alsoon nite elds with
different(andoftenlittle) characteristics.

Designof a new hierarchicalsecretsharingschemeworking on bothreal
numbersand nite eld with no constraintson the characteristi¢seeSec-
tion 2.2.3).
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Smoothingof the main dravback of non blind watermarkingtechniques
througha distributedmanagemenf the originalimage(seeSection3.4).

Designof a novel deterministicwatermarkingschemebasedon polyno-
mial interpolation(seeSection3.5), which exploits the alreadymentioned
hierarchicajoint ownershipof the originalimage.

Designof an asymmetricwatermarkingschemebasedon linear algebra
which improvesthe stateof the art andusesthe hierarchicathresholdse-
cretsharingschemen orderto enforcesecurityin anorymous ngerprint-
ing applicationsor in scenariosvhereinvertibility is required(seeSection
3.6). Suchawatermarkingnethodis alsoprovedto be secureunderpro-
jectionattack,the mostcrucialattackto asymmetricschemes.

Designof a novel routing protocolfor ad hoc network which exploits the
positionandthedirectionof motionof mobilehostsjn orderto favor stable
paths(seeSectiord.2.1).

De nition of anew methodologyfor compleity analysisof block ciphers,
which is not dependenfrom the platform they areimplementedon (see
Sectiord.2.2).

Applicationof Birkhoff polynomialinterpolationto ensurecon dentiality

in the context of ad hoc networks communicationwhereno certi cates

authoritycanbe exploitedto achiere securityandwhereall nodespresent
power constraint§seeSection4.3).

1.3 Structure of the thesis

A new mathematicaframewnork basedon Birkhoff polynomialinterpolationis
presentedn Chapter2 wherethe constructiorof a hierarchicakthresholdsecret
sharingschemas described.In Section2.1thede nition of athresholdsecret

7
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sharingschemas given andthe classicalShamirs schemebasedon Lagrange
interpolationis introducedn Section2.1.1.Hierarchicalvariantsof this mathe-
maticalframavork aredescribedn Section2.2 presentinghe currentstateof
theart. In Section2.2.1we introducesomepreliminarynotationandde nitions
concerningBirkhoff polynomialinterpolationandin Section2.2.2we present
our improvementson this theory With the new resultswe designin Section
2.2.3a new hierarchicalsecretsharingschemeand concludethe Chapterin
Section2.2.4with someconsiderationaboutthe numericalstability of the pro-
posedalgorithm.

In ChapteB we presenthreedifferentapplication®f secresharingschemes
in the watermarkingcontext. First of all we introducethe conceptof digital
watermarkingn Section3.1, pointingoutits requirementgndclassi cationin
Section3.2and3.3,respectrely. In Section3.4wetry to accesa goodsecurity
level for a speci c classof watermarkingtechniquespresentinga distributed
managemenof the original imagevia the hierarchicalsecretsharingscheme
designedn Chapter2. In Section3.5we proposeawatermarkingschemevhich
exploits the previously presenteghrocesof Section3.4. Consistentlythe new
methodis basedn polynomialinterpolation.We describahewatermarkgene-
rationin Section3.5.1,its embeddingroceduranto a digital imagein Section
3.5.2andits reconstructionn Section3.5.3. Experimentalesultsarereported
in Section3.5.4. Finally, in Section3.6 an asymmetriovatermarkingscheme
Is presentedwhich is basedon linear algebraandexploits our hierarchicalse-
cretsharingschemeo beappliedin anorymous ngerprinting applicationsaand
alsoto managdnvertibility. Embeddinganddetectionphasesredescribedn
Section3.6.1. Fingerprintingapplicationsare presentecinddiscussedn Sec-
tion 3.6.2,while in Section3.6.3invertibility and securityof the methodare
analysed.In particular the schemas provedto be secureunderprojectionat-
tack. Experimentalesultsaredescribedn Section3.6.4.

In Chapte#, afterabriefintroductiononadhocnetworksin Sectiord.1,ma-

8
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jor challenge®f theadhocnetwork ervironmentarepresente@nddiscusseh
Section4.2. In particular existing solutionsto both routing andsecurityprob-
lems are describedand two improvementswith respectto the stateof the art
arepresentedn Section4.2.1,wherewe introducea movementbasedrouting
algorithmfor mobileadhocnetworks,andin Section4.2.2,wherewe give just
anoverview onour novel methodologyfor numericalanalysisof block ciphers.
In Section4.3 we usethe thresholdsecretsharingschemedesignedn Chap-
ter 2 in orderto achiase con dentiality securityin ad hoc networks, exploiting
disjoint multiple paths(possiblyfound with our routing algorithmof Section
4.2.1).Finally in Sectiond.4 a givenadhocnetwork scenarias examinedand
experimentakesultsarereported.

In Chapter5 we nally drav someconclusionsaboutour work, Moreover,
possiblefuture researctdirectionsbothin watermarkingandad hoc networks
applicationsareoutlined.
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Chapter 2

Mathematical framework

Theideaof secetsharingis to considera secretanddivide it into piecescalled
shareswhich are distributed amonga setof users([88]). Let U be a given
setof n usersand x a collection of subsetof U, which is monotonein

thesensehatif | 2 thenary setcontainingl alsobelongsto . A secret
sharingschemewith accessstructue is a methodof sharinga secretamong
the membersof U, in suchaway thatonly subsetsn canrecover the secret,
while all othersubset$iave no informationaboutit. In therealworld thereare
plenty of scenariosvheresuchatechniquecanbe exploited. For examplein a
bankwith mary employeeswherea vault canbe openedonly by givengroups
of tellers,andnoindividual teller canaccesst.

2.1 Thresholdsecret sharing

Letk; n bepositveintegers,k  n. A(k; n) thresholdsdhemeallows to divide
acon dentialmessag@to n sharesandrequiregheknowledgeof atleastk out
of n sharego reconstructhe original content. Eachsharedoesnot carry ary
meaningfulpartialplaintext of theoriginalmessagand,if thenumberof shares
availableis lessthank, a potentialattacler cando no betterthanguessingeven
with in nite computingtime andpower.

In thecaseof a(k; n) thresholdaccesstructureghesetof minimalauthorized

11
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subset®f consistof all subsetof exactly k participants.

2.1.1 Shamir schemebasedon Lagrange interpolation

Thebasicsecretsharingschemeproposedy Shamir([110]) relieson standard
Lagrangepolynomial interpolationand the fact that a univariate polynomial
p(x) of degreek 1lisuniquelyde nedby k points(x;; p(x;)) with distinctx;.
His ideaconsistssimply to identify a secretS 2 R with somecoefcients of a

polynomial
x1
p(x)=  ax (2.1)
i=0

assignto thej -th participantheshare
x1
pv)= &V (2.2)

i=0
In orderto reconstructhe secret,a subsewf participantswith associatedeal
numbersfv; ;i vigwith 1 ip < ip < 110 < g n, hasto solwe the
following linearsystem:

0 1 O 1
Ao p(vil)
VO : K= : X (2.3)
a 1 p(Vi,)
where
0 1w, 0!
V= . X (2.4)
1w, 0!

Is a so-calledvVandermondematrix ([78], p. 155). It follows that the linear
system(2.3) is determinatedi.e., it admitsa uniquesolution, if and only if

12
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s k. In particular atleastk outof n sharesaareneededo reconstrucs, since
thesede ne k linearly independengequationsn k unknavns, hencewe obtain
a(k; n) secretsharingscheme.
An alternatve way for k usersis to computep (x) exploiting the Lagrange
interpolationformula
X YooV oy

pv) = p(v) —
. . e Vi J
i=1 1) k;i6j

(2.5)

With the two methodsabove the whole polynomialis reconstructedTo re-

coverjustthesecretS onecancompute
Y v

G = (2.6)
1 kisj Vi
and

XK
S=a=  ¢p(v): (2.7)
i=1

In the stateof the artit is possibleto nd otherthresholdschemessuchas
Blankely's ([14]), Bloom's ([15]) andKarnin-Greene-Hellmagr'([73]), which
arefoundedon commonprinciplesderived from linear algebra.For additional
detailswe referto [77] wherethey are proved to be equivalentand subsume
Shamirs scheme.

2.2 Hierar chical thresholdsecret sharing

In mary applicationghereis a hierarcly amongthe usersto whomthe shares
aredistributedandit is worth creatingsharesof differentpoteny ([77]). Re-
calling the scenarioof a bank, let us considerthe casewherea banktransfer
shouldbe signedby a given numberof employees,at leastone of whommust
be a departmentmanager Suchapplicationsrequirea thresholdschemewith
sharef differentlevelsandathresholdor eachlevel.

13
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Shaminntroducesahierarchicabpproactby simplyassigningahighernum-
berof sharedo higherlevel users.The dravbacksof suchanobvious solution
are: i) the moreimportantis a userthe highernumberof shareshe gets,with
consequentlgtorageproblem;ii) thereareno qualitative distinctionamongthe
levels, becausemary usersof the lower level are equivalentto a higherlevel
user This approachsuffers from severe constraintdor practicalimplementa-
tion.

A ratherinvolved hierarchicalkecretsharingschemevasproposedy Ito et
al. ([68]). Let beanaccesstructureandk = j * jwhere * isthefamily
of maximalsetsin . Themethodutilizesa Shamir(k; k) thresholdschemeo
generatek sharesandfor any unauthorizedsetX it assignsa distinct shareto
all userswhoarenotin X . In thisway for every setin  thenumberof distinct
sharegjivento its memberss equalto k, while for everyunauthorizedetis less
thank. In orderto doso,all subsein mustbeclassi edanddescribedy the
list of participants.The compleity of suchanapproachncreasesandcannot
be handledwith the growing of the cardinality of the setof users. Moreover,
alsoin this schemehe problemof sharestoragds relevant,evenworsethanin
Shamirs hierarchicalcheme.

Someother methodsare proposedn the stateof the art (seereferencen
[115]) but in all caseghe recovery of the secretis allowed for any sufciently
large subsebf lowerlevel users.Therearemary reallife examplesvheremore
importantparticipantscould be replacedby lower level ones,but a minimal
numberof higherlevel usersmustbeinvolvedin ary recovery of thesecret.

More recently a re ned hierarchicalschemecapableof imposingsuchre-
strictions, was obtainedby Tassa([115]) from subtlerpropertiesof Birkhoff
polynomialinterpolation. As in Shamirs schemethe secretis identi ed with
thefreecoefcient of apolynomial. Theinnovative aspectonsistin theuutiliza-
tion of polynomialdervatives, which guaranteeghe generatiorof lessshares
for lower level users. Whena setof usersin the accessstructureattemptsto

14
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recoverthesecretthey needto solve a Birkhoff interpolationproblem(seenext
Section).Ontheotherhand,Tassas algorithmworksonly onlarge nite elds
(se€g[115], Theoremy).

Asin Tassasapproachin theproposedchemeairkhoff interpolationtheory
is applied but with somecrucialimprovementsin particular randomallocation
of participantenablego exploit strongemathematicaloolsanddrasticallyre-
ducethesizeof thebaseeld (seeSection2.2.2).Furthermoregachparticipant
recevesonly oneshare- overcomingthe maindravbackof Shamirs hierarchi-
cal schemeandlto's scheme andthe secretis identi ed with a sequencef
elementsf the eld. We proposea schemewhich is moreef cient, assigning
justoneshareio eachmembeyandrealistic,attributing a qualitatve ratherthan
aquantitatve differencebetweerdistinctlevels.

2.2.1 Birkhoff interpolation

Besided_agrangepolynomialinterpolationtherearetwo othertypesof interpo-
lation, whichbothinvolve polynomialderiatives.Let usconsidettheequations
(‘fo(xi) = Bij. In Hermiteinterpolation consecutie derivatives at interpo-
lation points are prescribedandthe problemalways admitsa uniquesolution
p(x).

The more generalcaseoccurswhenthe datais lacunaryat somesample
points: the sequencef orderof derivatives presentssomegaps. This caseis
referredto asBirkhoff interpolation sinceit hasbeenstudiedfor the rst time
by G.D. Birkhoff in 1906. In contrastto Hermite interpolation,for Birkhoff
interpolationproblema solutionmay not exist or may not be unique([115]).

LetE = (Eij),i= L:::;m;j = 0;:::k 1, beanm K interpolation
matrix, includingk elementequalto oneandall remainingelementsetto zero.
Let X = Xq1;:::;Xm, X1 < X2 < :::< Xm, beasetof m distinctinterpolation
points For polynomialsof degree k 1 suchas(2.1),for E;; = 1 we
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considerthek interpolationequations

P (xi) = By (2.8)
wherepl) denoteshe j -th derivative of p andBj; aregiven data. Herethe
straightforvard to deducethat a Birkhoff interpolationproblemcanadmitin-

nitely mary solutionsevenif the numberof equationsqualsthe numberof
unknavns. Indeed,for instance let us considerthe casein which E;.o = 0

dervatives of the polynomialp, henceit keepsno track of the constantterm
ag, which remainsundetermined.More generally elementarylinear algebra
considerationshav thatif a Birkhoff interpolationproblemadmitsa unique

hasto satisfythefollowing P6lya condition
#fEy; =1:) hg h+1 0 h k 1 (2.9)

(seefor instancep. 126 of [40]).
Moreover, Theoreml0.1in [40], p. 128,canberephrasedsfollows:

Proposition 1. A Birkhoff interpolationproblemadmitsa uniquesolutionfor

almostall choicesof interpolationpointsxy;:::;Xm, I. € outsideof a subset
of R™ with m-dimensionalmeasue ze, if and only if it satis esthe Pblya
condition.

2.2.2 Theoretical improvements

Herewe demonstratéhe validity of the previous mainresultof Birkhoff inter-
polationtheoryona nite eld andstressafew otherremarks.
Thefollowing resultis elementary:
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Lemma 1. If a Birkhoff interpolationproblem,de nedovera eld F of char-
acteristicp = Oor p > k 1, admitsa uniquesolutionthenits associated

interpolationmatrixE = (e )ik:l jkzol satis esthe Polya condition.

Recallthatashift of E is atranslationof aonefrom aplace(i; j ) into the
place(i; j + 1), assuminghatthisis possiblej.e.j + 1 < k andthate;;j +1 = 0;
suchoperationproducesanev matrix ( E). We saythattwo rows of E have a
collisionif they have onesin thesamecolumn.

De ne to bethe minimum numberof shifts ¢;:::; suchthat

1 .. 1(E) hasnocoallisionsin rows 1 and2. With this notationwe can
demonstrat¢hefollowing:

Lemma 2. Let M x = c be a Birkhoff interpolation problemwith associated
interpolationmatrix E = (e ):‘:1 jk:01 de nedover a eld F of characteristic
p=0orp> maxfk 1; !g. Thendet(M) is notidenticallyO if andonly if

E satis esthe Pblya condition.

Proof. The caseof characteristi® is Theorem10.1in [40]. In the othercase,
following verbatimthe sameproofwe obtain(seeequation(10.4)):

d n
Eolet(lvl) = "CD

where" = 1, D is notidentically0 andC is the numberof differentrepre-
sentation®f 1 ... 1(E) asacompositionof shifts. Ourassumption
on the characteristiof F impliesthat"CD (hencedet(M)) is notidentically
O for every C I In orderto prove that this is always the case,we may
argue by inductionon . If = 1 theresultis trivial. For 2, X ary
compositionof  shifts. We claim thatin orderto determinea representa-
tion = 1 i1 p1wehaveatmost choicesfor 1. If it is true,
thenfor every choiceby inductionwe have at most( 1)! choicesto com-
plete 1 ... 1, hencewe obtainatmost ! representationsAssume
by contradictionto have at least + 1 choicesfor 1, sayes ! €s:+1;
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i =1::1; + 1 LetNi(G) = #fgsy = 1:) tigforeveryk Kk square
matrix G with entriesg;; 2 F andlet F := 1 .7 1(E). Then
Ni(F) < N;(E) foreveryi = 1;:::; + land 1 :: 1 wouldbe
composedy + 1 shifts,contradiction. ]
Lemma 3. Let p(X1;:::;Xx) bea notidentically 0 hommeneouspolynomial

2.2.3 The proposedscheme

Let U be agivensetof n usersand x anaccessstructure of subsetf U.
AssumethatU is dividedinto levels,i.e. U = [ ., Uy with Uj\ U; = ; for every
1 6 . If 0< kg < :::< k¢ isastrictly increasingsequencef integers,then

shareof agivensecretS, in suchaway that
= V. U:#V\ [l,,U k 8i=0:::;t

Roughlyspeakingasubsebf participantscanreconstructhesecreif andonly
if it containsat leastko membersof level 0, at leastk; membersof level O or
level 1, atleastko memberdrom levelsO, 1, and2, andsoon.
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The secretsharinghastwo algorithms: the distribution algorithm (dealer)
andthe recovery algorithm (combinej. The dealerassignssharesto all the
users. The sharesare submittedto the combinerwhena groupof participants
wantsto recoverthesecret.

Theideanow is to exploit this necessargonditionin orderto ensurethat
only authorizedsubsetscan reconstructthe secret. Intuitively speaking,an
evaluationof the polynomialitself carriesmoreinformationsthananevaluation
of ary of its dervativessinceit involvesmorecoefcients; thereforeit sounds
reasonableéo assignto a participantof higherlevel the evaluationof a lower
orderderiative.

For sharesgenerationwe proposethe following algorithm, called dealer
algorithm:

1. Selecta nite eld F with characteristip  k; andcardinalityq w

0 z k 1landS 2 F (R, respectrely)for everyi.

2. Letk = k; andpick apolynomial

Xt
p(x)=  ax
i=0
( |
S 0 1 z
whereg; = _ : ,
randomin F (R; respectrely) z+1 i k 1

3. Identify eachparticipantof level | with a randomelementu 2 F (R, re-
spectiely) andassociatéo u the sharep® ) (u), wherep™ denoteghe
h-th derwvative of pandk ; := O:

Note that Shamirs schemes a specialcase(U = Up). We stressthat for
z = 0 ourschemes ideal, i.e. the size of the shareds equalto the size of
the secret([88]). We alsopoint out thatthe abore schemebecomesreri able
afterthe following additionalprocedurejnspiredby [100]. The dealerselects
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anappropriateelliptic curve E overthe eld F in suchaway thatthe discrete
logarithm problemfor E is hard(seefor instancg75], x 5.2), choosesa point

Q onE andbroadcast® andQ; .= Q,0 i k 1. Any new shareholder
receving thesharep™ (u) canverify its integrity by simply checking
K 1
P (u)Q= h! h u' "Q::

i=0
FixnovV = fug;:::;;ung U withm k. Up to reorderingwe may
assumehatu; 2 Uygy with I (i) 1(j) foreveryi j (I (i) indicatesthelevel
in thehierarcly of thei-th memberof V). Considethesquarek k matrixMy
whosei-th row is givenby
dkia) 1

In orderto reconstructhe secretS, the combinerhasto solwve the following

LD () (2.10)

linearsystem:

0 0 1
2 ph + (uy)
Wwe : K= : K (2.12)

A 1 piw 1 (uy)

This amountgo the Birkhoff interpolationproblemwith associatedhterpo-

lation matrixEy = (e )!‘zl j"=01 de ned asfollows:

6 = 1ifj = lf|(i) 1
’ 0 otherwise
In orderto applyourresultsof Section2.2.2(or thegeneralesultsof Section
2 for real numbers)in our contet, rst of all noticethat Ey satis es Pblya
conditionif andonly if V 2  (essentiallyby de nition). As a consequence,
we canprove thata subsebf participantsanreconstructhe secretf andonly

If it belongsto the accessstructure. In particular for z = 0 our schemeis
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perfect i.e. if aunauthorizedubsebf participantgool their sharesthenthey
candeterminenothingaboutthe secret([112]).

Theorem1.1fV Z thendet(My) isidenticallyO, henceV cannotreconstruct
thesecket.

Proof. SinceV Z , Ey doesnot satis esPblya conditionandit follows that
the correspondindirkhoff interpolationproblemadmitsin nitely mary solu-
tions. ThusV cannotreconstructhesecret. ]

Theorem2 (on nite elds). IfV 2 thendet(My)(uy;:::;ux) 6 0, hencev
canreconstructhesecet.

Proof. If t = 0, thenour schemeaeducedo Shamirs one([110]) andthereis
nothingto prove. If insteadt 1, up to reorderingthe rows of My we can

assumehatthereareno collisionsin rows 1 and2, hencewe have = 0. By
Lemmaz2, det(M\) doesnot vanishidentically and by [82], Propositionl.2,
it is a homogeneougpolynomial of total degree @ Sinceus;:::;ug are
random the conclusionfollows from Lemmas. ]

In the caseof R we canapplyPropositionl, andour randomselectiorof the
interpolationpointsallows usto deduceheanalogousesult:

Theorem3 (onR). If V 2 thenV recoversthesecetS.

Proof. SinceV 2 , Ey satis esPolya conditionandwith a randomselection
of interpolationpointsit is possibleto apply Propositionl. Thusthe unique
solutionof the Birkhoff interpolationproblemcorveys the secret:S; = a; for
Iz k L ]

2.2.4 Considerationson numerical stability

Numericalstability of polynomialinterpolationis a problem,dueto the errors
introducedby computerarithmetic.
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If we consideralinearsystemAx = b, we cande ne the conditionnumber

of matrix A

K (A) = jiAjii A ] (2.12)
whichis always 1. In fact, consideringthe identity matrix | we have 1 =
it = 1AA Y JiAdiITA i = K(A); 8A ([108], p. 31).

If K(A)t 1thematrix A is well conditionedandthereforethe correspond-
ing linearsystems well conditioned:smallperturbation®n A andbdetermine
smallperturbationgn the solutionof the system.

If K(A) >> 1thematrixandthecorrespondingystemarecalledill condi-
tioned i.e. very unstable:smallperturbation®n A and/orb cancauseelevant
errorson thesolution.

We obsene thatonecanimprove the numericalstability of thelinearsystem

nomialinterpolation,unlessthe degreeof the polynomialis low, the choiceof
uniformly spacednterpolationpointsit is nota goodidea([13]). Indeed,it is
well known thatinterpolationproblemsareusuallyill conditionedandCheby-
shey pointsrepresenthe optimalchoiceasinterpolationrnodeq[13], x5). They
areclusteredattheboundaryof theintenal of approximatiorandobtainedasa
projectionof equallyspacedpointson the unit circle down to the unit interval
[ 1;1]. Therearetwo typesof Chebyshe points:

e ¢ [ ) N
Xj = cosm, j=0;:::;n (2.13)
and :
Xj = coéﬁ; j=0;:::;n (2.14)

In orderto obtainrandompoints,asrequiredin our schemejust considera
smallrandomperturbatiorof Chebyshe points.
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Chapter 3

Application to digital watermarking

3.1 What'sdigital watermarking?

Watermarkingis the art of imperceptibleembeda messagento a work. 700
yearsagoin Fabriano(ltaly) papemwatermarksappearein handmadeaperin
orderto identify its provenanceformatandquality ([72]).

Thetermdigital watermarkingappearedn the early 1990s,whentwo tech-
niquesbasedon modi cation to theleastsigni cant bit of the pixel valuewere
presentedo hide datain images([86]). In fact, via global networks informa-
tion is becomingwidely available ([86]) and an enormousamountof digital
datais currently availableto Internetusersall over the world. Everyonecan
make copiesof digital dataandsuchcopiesareindistinguishabldérom the orig-
inal data. Thereforeit is dif cult to guaranteeopyright andrelatedrightsto
the ownersof digital dataif they give free accesgo their works and ef cient
techniquesare requiredto guarantedntellectualproperty rst of all against
nonauthorizedcopying. Intuitively a possiblesolutionto this problemconsists
of usingcryptographigrimitivesandalgorithms. In this way only authorized
userscanaccesshedata,but whenauthorizedusersdecryptthe datathe owner
doesnot have furthercontrolonit.

In the lastdecadedigital watermarkingechniquesave raiseda greatdeal
of interestin thescienti c communitysincethe pioneeringcontrikbution by Cox
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etal. ([35]). Digital watermarkingtechniquesaim to protectthe intellectual
propertyof digital data: indeedthe practiceof imperceptiblealterationof a
documento embedamessagéto it playsakey rolein thechallengingeld of
ownershipright protection.

After the explosion of interestin digital systemsfor the watermarkingof
variouscontentin the late 1990s,much progresshasbeendone (seefor in-
stance[36] and [43]), but no generalsolution hasbeenreachedso far. This
canbe explainedby several differentfactors,amongwhich the heterogeneity
of the requirementsmposedby eachapplicationcontect and the clearde -
nition and the operationalmechanism®f the authority that would deal with
the ownershipveri cation process.In otherwords, currently proposedvater
markingtechniquestronglydependntheapplicationscenario:copyright pro-
tection,contentveri cation, authenticationmonitoringof broadcasthannels,
copy preventing,copy control,device controletc. In [86] we have thefollowing
classi cationbasedon applications:

Copyright protection: electroniccommercecopy control, distribution of
multimediacontent;

Imageauthenticationforensicimages ATM cards;
Datahiding: medicalimagescartograply, broadcastnonitoring;
Covertcommunicationdefenseapplicationsjntelligenceapplications.

Suchaclassi cationis justoneof the possiblefor watermarkingechniques.
They canbedistinguishedn termsof hostdata- imagesyideos,audios etc. -,
or availability of the original datain the detectionphase- nonblind in Figure
3.1or blind in Figure3.2 -, or watermarkembeddinglomain- spatialdomain,
discretecosinetransformdomain,wavelettransformdomain,fractaltransform
domain,etc. ([86], [36].

As illustratedin Figures3.1and3.2,in awatermarkingscheme
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1. thewatermarksignalis createdrom theinputmessagandthewatermark

key
W = fw(m; k) (3-1)

In the so calledinformedwatermarkingthe watermarkingsignaldepends
alsoontheoriginalwork into whichit is inserted

W = fy (M K: X) (3.2)

2. thewatermarkingsignalis embeddeah theoriginal work creatingthewa-
termarledwork
Xw = fem(X; W) (3.3)

3. the recaovery of the watermarkinvolvesthe original work andthe water
markkey (in caseof nonblind detection)

M = fae(X; Xw;K) (3.4)

or justthelatter(blind detection)

M = fae(Xw; k) (3.5)

To beprecisethewatermarkdetectioncanrecoserthemessager justcalcu-
late a con dencemeasureébetweerthe recoreredwatermarkingsignalandthe
givenwatermark([65]).

By adoptinga communicatiomperspectie a formal de nition wasgiven by
Kalkerin [70]:

"Watermarkingis a mehanismto createa communicatiorchannelthat is
multiplexedinto the original content.

3.2 Watermarking requirements

Themostimportantrequirement®f a digital watermarkingechniquesre:
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~ NOls
' WATERMARK EMBEDDER | ' WATERMARK DETECTOR'!
| I : : N
m . | WATERMARK | W o~ Xiw ) (7). WATERMARK |, m
INPUT | | ENCODER Yo DECODER |! quTPUT
MESSAGE | | ' MESSAGE
WATERMARK  ORIGINAL ORIGINAL  WATERMARK
KEY Kk WORK X WORK X KEY Kk
Figure3.1: Communicatiorbasednodelof nonblind watermarking
~ NOlsE
' WATERMARK EMBEDDER | ' WATERMARK DETECTOR'!
| ! : : N
m ' | WATERMARK | W X | WATERMARK om
s (H——(— ‘
MESSAGE | | ' MESSAGE
WATERMARK ~ ORIGINAL WATERMARK
KEY k WORK X KEY k

Figure3.2: Communicatiorbasednodelof blind watermarking
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Imperceptibility:thewatermarkshouldbe perceptuatransparent;

Rolustnesswatermarked dataprocessingannotdamageor evendestry
theembeddednessagevithoutrenderingthe processedatauseless;

Security:theembeddednessageanbedetectedif justayes/noresponse
Is given),decodedif the messagés reconstructed)and/ormodi ed only
by authorizedparties.

Watermarkingschemeslevelopmentnvolvesseveraldesignradeofs ([65]).
For example,messagembeddingshouldnot introduceperceptiblemodi ca-
tionsinto theoriginal work, but atthe sametime to achiese high robustnesshe
amplitudeof the watermarkshouldbe ashigh aspossible.Thereforeit is clear
thatimperceptibilityis strictly connectedo the power constrainof theencoder
if we seethe watermarkingprocedureasa power constraineccommunication
with sideinformationat the encoder(seelntroduction). Moreover, somevery
recenttheoreticalresultson this eld seemto discover atradeof alsobetween
robustnesandsecurity([11]).

Thelevel of robustnessequiredin the selectedapplicationaffect the design
of the method. Spatialdomaintechniquesare more suitableif the watermark
shouldberesistanto geometriaistortions while transformdomaintechniques
shouldbe selectedf robustnessagainst JPEGcompressiorwith high quality
factoris claimed.The maintypesof distortionsconsideredre:

Additive andmultiplicative noise;
Linear ltering;

Nonlinear ltering;
Lossycompression;

Localandglobalaf ne transforms;
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Datareduction.

Notice that not all watermarksaneedto be robustto all possibleoperations:
fragile (notrobustat all) andsemifragile watermarkings neededor authenti-
cationandtamperproo ng applications.

The applicationscenarioimpactsalso the third importantcharacteristicof
thewatermarkingln fact,therearemary differentwaysto attacka schemeand
in particulareachapplicationrequiredts own level of security

Thecritical role of securityhasalwaysbeenrecognizedlueto theutilization
of watermarkingnethodsn hostilescenarioswherethepresencef anattacler,
trying to fool the system,hasto be considered. Security attacksexploit the
knowledgeof the watermarkingalgorithm. In fact, following the Kerckhof's
principle([88]) "a systenshouldbe secue evenif everythingaboutthe system,
exceptthekey, is publicknowled@”. It constituteshebaseof cryptanalysiand
henceof analysisof watermarkingsecurity([10]).

A completeclassi cationof securityattackds givenin [24]:

Watermarlked Only Attack (WOA);

Known Messageittack (KMA): theembeddedanessagen is known;
Known Original Attack (KOA): theoriginalwork is known;
EstimatedOriginal Attack (EOA): anestimateof theoriginalwork is known.

As well ascryptographialgorithms,watermarkingschemesplit into sym-
metricwatermarkingwherethe embeddinganddetectionkey is the sameand
asymmetricschemesyherethekey to embedhewatermarks keptsecrewhile
the detectiorkey is public. Thedif culties with symmetricmethodsenlagein
asymmetricalgorithms([10]). In fact, in this secondscenaricthe knowledge
of thealgorithmandthe public key makesthe boundaryof the detectionregion
known. Thereforesuchasymmetricschemesuffer underthe projectionattack,
which is their mostcrucial problem([10]). The projectionattacktriesto nd
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thefeaturevectorwithoutawatermarkhatis closesto thewatermarkedfeature
vector

Securityhasbeenlongconfusedvith robustnesg[11]) (the rst papersvhich
distinguishthe two conceptsare[23], [129], [91]). On onehand,robustness
aquinstthe alreadylisted distortionsis quite easyto measurewhile thereis no
adequatéool to evaluatesecuritysofar. Partof currentlyresearchs addressed
to solwe this problem(seefor instance[102], [24], [25]). Preliminaryresults
werepresentedyy Barni (University of Siena,ltaly) andPerez-Gonzale@Jni-
versity of Vigo, Spain)in thetutorial "Securityissuedn digital watermarking”
heldin thelastInternationalConferencen ImageProcessingICIP 2005).

It is very importantto noticethata widely acceptedle nition of watermark
security (and watermarkrobustnessyespectrely) it hasnot beenreachedso
far. ThecommonKalker's de nition as”the inability by unauthorizedisesto
accesshecommunicatiorthannel” givenin [70] wasrevisedin thelastyearsn
severalpaperdy Furonetal. in [57], [10], [24], [25], [56]. In [57] theintention
of anattackis provided asthe key to distinguishrobustnesgrom security but
sucha distinction seemsnot to be exhaustve ([24], [25]). Therefore,Barni
and Perez-Gonzalepresentedn their tutorial a nenv de nition of watermark
robustnesandsecurity(preliminarypresenteadn [32], [33], [135]):

"Attacksto robustnessre thosetargetis to increasethe probability of error
of thedatahiding channel.

"Attacksto securityare thoseaimedat gainingknowled@ aboutthe secets
of thesysten(e.g. theembeddin@nd/ordetectiorkeys):

Moreover, they accessa way to measurethe security of a watermarking
methodreferringto their de nition.
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3.3 Classeof schemes

The stateof the art on watermarkings too wide to presenta completesuney
over all proposedalgorithms.Thetwo mostpopularclasse®f schemesre:

SpreadSpectrumWatermarking:non informedadditive or multiplicative
spreadspectrum;

Quantizationndex Modulation(QIM) Watermarking.

After the recentintroductionof QIM algorithms(seefor a detailedsur
vey [43]) it is currentlyunderevaluationthe performanceomparisorbetween
spreadspectrumand QIM watermarking([101], [93]). In QIM watermarking
a codebooks randomlygeneratedndsplit into a propernumberof subcode-
books,eachof whichis associatetb adifferentmessageThesideinformation
Is exploitedin the codingprocesgo choosebetweenseveral alternatve code-
wordsfor the given messageembeddinghe onethatrequiresthe leastdistor
tion of the original work ([36]). This kind of new algorithmsexploit the result
of Costa([34]) in orderto achieve the highercapacity(seelntroduction).

Coxetal. haveveryrecentlyproposedo applythisprinciplealsoto steganog-
raphy. In [37] thecoverwork is chosersuchthatit is correlatedvith thehidden
message.

3.4 Hierar chical joint ownership of the original image

As alreadypointedoutin Section3.1themainproblemof nonblind watermark-
ing methodss thatthe original work is neededn thereconstructiorphase.
Here,we proposeto managethe original work, in this caseanimage,in a
distributedway, in orderto achieve securityat leastin somespeci ¢ scenarios
([17]). Let usconsiderthe speci c casewherea public or privateorganization
needsto keepcontrol on internal resourceglistributed to a numberof users.
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Figure3.3: Structureof the authoritygroup

In sucha contet, the organizationcanbe regardedasan authoritywhich has
free accesdo the original dataand assignsvatermarled copiesto users,who
ignorethe presencef the watermark.A realisticexampleof suchan applica-
tion scenarids provided by thedistribution of uniquelyidenti able copiesof a
con dential British cabinetdocumento eachministerby MargaretThatchetin

1981.Hence whenthe documentvasprintedin the nevspapersthe sourceof

theleakcouldbediscovered([36], p. 4).

As aconsequenc@nauthoritygroup(seeFigure3.3) managinghis process
hasto memorizethe cover image, preferablystoringit in a distributed (e.g.,
hierarchical)wvay for securityreasonsin orderto dothatit is naturalto applya
secretsharingprocedure As describedn Chapter2, a (k; n) thresholdsharing
schemallows to divide a secretinto n sharesandrequireshe knowledgeof at
leastk out of n sharedo reconstructhe original content. Eachsharedoesnot
carryary meaningfulpartial plaintext of the secretand,if the numberof shares
availableis lessthank, a potentialattacler cando no betterthanguessingeven
with in nite computingtime andpower. GuoandGeoganasproposedn [62]
to uselto's generalizedsecretsharingprocedure(see Section2.2), but their
solutionhasthe anng/ing dravbackthatthe procedureof sharedistributionis
expensve in termsof storageandcompleity, sincea hugenumberof sharess
assignedo eachparticipant.For a critical analysisof this algorithmwe referto
[122].

We proposeto adaptthe dealeralgorithm describedn Section2.2.3 (see
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Figure 3.4), which is basedon Birkhoff polynomialinterpolationand hasthe
main advantagethat the secretsharingis simpli ed by assigningust a single
realnumberto eachmemberof thegroup.

1. A secretkey S is associatedo the original imagein orderto storeit in a
secureway. Letthesecretkey S asequencdSy;:::;S;) with0 z
1 andS; 2 R for everyi.

K

2. Letk = k¢ andpick apolynomial

whereg; =

K1

p(x) = ax!

S O
randomnR z+ 1 |

i=0

Iz

k 1

3. ldentify eachmemberof the authoritygroupof level | with arandomele-
mentu 2 R andassociaté¢o u thesharep® ) (u), wherep™ denoteghe
h-th dervative of pandk , := O:

In orderto reconstructhesecrekey S andafterwordsaccessheoriginalim-
age thememberof asubgrouphaveto solve thelinearsysten.11(seeFigure
3.5). Asaconsequencef Theoremsdl and3 of Chapter2, asetof membersan
reconstructhe original imageandverify the presencef the watermarkif and
only if it is authorized.

Original
Image

—= Key

I

Setting of
polynomial
coefficients

I

Computation
of
derivatives

points assigned to
each member of the
authority

Evaluation on random

Shares
distibution

Figure3.4: Block diagramillustratingthe hierarchicadistribution proces®f theoriginalimage
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Collection of Polvnomial

shares of an Linear system coe);ficients Original
authorized resolution . Key image
subgroup reconstruction

Figure3.5: Block diagramillustratingthereconstructiorof theoriginalimageby anauthorized
subgroupf membersf theauthoritygroup

3.5 A deterministic watermarking schemebasedon polyno-
mial interpolation

In orderto exploit the distributed managemenof the original imagealready
describedyve presentereits utilization combinedwith anenv nonblind water
markingschemewhichis alsobasedon polynomialinterpolation.

We proposea novel deterministicapproacho steganographidmagewater
marking(i. e. whoseexistences hiddento usersaccordingio theterminology
of [36]), requiring exact reconstructiorof the signature(watermark)assigned
to eachuser Insteadof consideringalong randomsequencaswatermarkand
just a correlationmeasureor its detectionasin [35], herea short meaning-
ful or randomsignaturas embedde@ndthe watermarkdetectionconsistsn a
perfectrecovery of the insertedsignature.The watermarkingsignalis embed-
dedinto the frequenyg coefcients of the original imagetransformednto the
DCT domain- excludingthe DC componentasin [35] - andit is distributed
in a redundantvay over mary samplesjn orderto achiese robustnessandsi-
multaneoushbe imperceptiblgseeSection3.2), asdiscussedn the following
experimentakesults.

Let us recall the consideredscenario:an authority A, hierarchicallyorga-
nized into several levels, distributesa given image| amonga set of users

In particular for any copy of | , thatmayundego someimageprocessingpe-
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rations,ary subsel A inthegivenaccesstructure shouldbeabletoiden-
tify without ambiguitythe userthis copy comesfrom. A securemanagement
of | canbe providedby thefollowing procedurgsimilarly to the proceduran
Figure3.4):

1. Fix d 2 N notexceedinghenumberof pixelsof | .

2. Apply the DCT to | andconsiderak k submatrixJ = (Jj;) corre-
spondingo the lowestfrequeng DCT coefcients.

k? 1 (theDC components notusedin thewatermarkingprocedure).

4. Distribute S amongall membersof the groupaccordingto the rulesde-
scribedin the Section3.4, in sucha way that only certaindistinguished
subgroupganrecover S in orderto usel in thewatermarkingeconstruc-
tion phase.

3.5.1 Watermark generation

The watermarkconsistsin a sequencef lettersassignedo eachuser Such
a signaturecanbe eitherrandomor meaningfulaccordingto the authorityre-
guirements.Sincewe assumehatthe authoritydesiresa full reconstructiorof
thewatermarkwe exploit again a polynomialframework asit will bedescribed
in thenext Sectionsln orderto avoid numericalstability problemgseeSection
2.2.4),that may appeain the watermarkreconstructiorphaseif polynomials
presenbig coefcients, we minimizethe moduli of thenumberganvolved. Ac-
cordingto a statisticalanalysisof the lettersin the Englishdictionary([132]),
we constructa look-up table basedon the principle that the more frequenta
letterin the setof Englishwords,thesmallertheintegerassociatedbo it, sothat
the norm of the signatureis keptassmall aspossible.Speci cally, the signa-
turewrittenin Englishalphabeis rst translatednto a sequencef integersby
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Table3.1: Alphabetcoding
Aph.la|b|c| d| e | f|g]| h |

Code(-1|9|-5|/6|1|]-9|-8] 8 -2

Aph.| j k|l | m|{njo|p]| q]|Tr
Code|13|11| 5| -7 | 4 | 3|7 |-13]| 2
Aph.| s |t ju| v |w | X |Yy]| z|._
Code| -4 |-3|6|-11|-10|12|10|-12| 0

meanf Table3.5.1.

3.5.2 Watermark embedding

As illustratedin Figure 3.6, for all usersuf, 1 q n, with signature

::;s(, anauthorizedsubsety 2  performsthe following variantof the

dealeralgorithmof Section2.2.3:

1. Considerthetrigonometricpolynomial

|
pi(t) = X s sin(i! ot) (3.6)

i=1
where! o 2 R is a constantradianfrequeng. Notice that the choice
of a trigonometricpolynomial is due to the fact that standardpolyno-
mial interpolationis ill conditionedaspointedoutin Section2.2.4,while
trigonometricfunctionsallow to solwe linearsystemswith conditionnum-

bercloserto theoptimalvaluel.

. Computaghesamplingnstantgakenuniformly overtherang€gO; T] where

T=%2
L) .

t = 21
" o(k? 1)
let N = max; ; 2 1jp9(ti)j and put the normalizedevaluationsof the

trigonometricpolynomial at the samplinginstantsinto thek  k square

i=1:::k* 1 (3.7)
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matrix W9 = (Wi?j ) de ned asfollows:

8 . . -
20 ifi=j=1
Wi = S PG DN ifi=1j =2k (3.8)
Pt ke 1)=N otherwise

3. Watermarkl by substitutingevery Ji; with J;; (1 + Wi‘fj' ), where 2
R is a scalingfactor small enoughto make the watermarlked imagel ¢
perceptuallyindistinguishabldrom | .

Original :
g DCT Eusion Inverse Watermarked
Image DCT Image
: Trigonometrig Polynomial
Signature —— I ]
polynomial samplematrix

Figure 3.6: Block diagramshawving the variousstepsoccurringin the watermarkembedding
process

3.5.3 Watermark reconstruction

Lettheimagel 9 bethewatermarledcopy of | giventotheuseru9,1 @ n,
possiblydecayed. In orderto identify u9, an authorizedsubsetV 2 rst
reconstructsS by solvingthe linear system(2.11) (following the schemepre-
sentedn Section3.4), putsit into amatrixandrecoversJ. Then,for eachuser
ud, 1 g n,with signatures];:::;sl, V performsthefollowing procedure
(seeFigure3.7):

Apply the DCT transformto | 9 andconsiderits k  k submatrix J9 =
(ij'- ) correspondingo thelowestfrequeng DCT coefcients.
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Dene = ( i) bysetting
i = Jit;:} Ji;j (1+ Wﬂ)
whereW 9 is computedasin 3.1.2.

De ne thesetK (t) = f(a;b) 2 N N suchthatj .. < tjJag corre-
spondingo theleastcorruptedentriesandlett = 1.

If # K (t) < |, concludethatthe signatureof u® is not presenin | 9. Oth-
erwise,computeN againasin 3.1.2andsolve thefollowing linearsystem

XI
sisin(i! ot 1keb 1) = (3.9)
i=1
_ 10 _ N :
in the unknowvns sﬁ; T slq androundthe obtainedsolutionto the closest

stringof integers.

If the signatureof u is recoreredwith 100%of accuray, thenstopthe
procedurekeepingtrack of the number# K (t). Otherwise,reducethe
threshold of a2%factorandgoto Step4. Noticethatonly a nite number
of repetitionsof Step4 is neededn orderto concludeoneway or another
since# K (t) decreasewith t.

Finally, V 2  associate$ ¥ to the useru® for which the signaturehas

beenfully reconstructedin caseof con icts, i.e., whenit comesout that

several differentsignaturesare fully reconstructedrom 19, V compares
the differentvaluesof # K (t) of the correspondingisersand associates
| 9 to theuseru® shaving the highest? K (t).

It is worth mentioningthat,in [30] and[81] ananalogousinusoidalpattern
hasalreadybeensuccessfullyexploited to embeda pseudo-randomnsequence.
In theseworks, however, the detectionof the watermarkwasjust limited to a
correlationmeasurement.
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Original
Shares— image
recomposition

: :

Received
image

, Watermarked .
Signature |—= —= Comparison

original image

Sample
Selection

:

Signature Reduce threshol
reconstruction value

:

COMPARISON

|

DECISION

Figure3.7: Block diagramof thewatermarkreconstructiormprocess
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3.5.4 Experimental results

As customaryn watermarkingapplicationsye requireour schemeo berobust
acuinststandardmageprocessingperatorssuchasvarious lters, geometric
distortionsandcompressiorfseeSection3.2). In orderto obtaina reliablede-
terministic polynomial reconstructionywe needto facethe problemof image
degradationsiueto the applicationof suchoperators Despitethe preseration
of theglobalquality of theimage thedegradatiormaydrasticallycorruptsome
entriesof the DCT imagewherethe watermarkis inserted.We overcomethis
issueby a suitableselectionof the DCT samplesonveying the watermark.

We implementedour watermarkingapproachsetting! ¢ = 2 , d = 16,

= 0:1 andtestedit on a setof 70 imagesof different natureto deduce
meaningfulconclusions. In general,the watermarkinsertedin the imageis
imperceptiblesinceon averagePSNR= 43 dB (seeFigures3.9and3.11). The
attackswe consideredo verify the methodrobustnessarethe following stan-
dardimagedegradationoperations:additive white Gaussiamoisewith powver
10dB; additve uniformnoisewith varianceequalto 12;3 3 moving average;
Gaussiarlowpassltering of size3 3 with standardieviation 0:5; rotationin
a counterclockwisedirectionof at most1:5 degreeusingthe nearesneighbor
interpolationmethod;resizingto variousdimensiongdown to one per centof
theoriginalimagearea)usingthe nearesheighborinterpolationmethod;,JPEG
compressiorwith quality factordown to 25% For all theseattacks,we tried
to reconstructhe insertedsignaturewith 100%of accurag accordingto two
differentexperimentalkcenarios.

The rst scenariantendsto testthe possibility of applyingthe methodin-
dependentlyf theimagecharacteristicsThis wasdoneby insertingthe same
signatureon the 70 available differentimages. The obtainedresultsare sum-
marizedin Table 3.2 with the signaturechosenasbiTUNITN. In this table,we
report the averageprobability of succesgPS), the averageand the minimal
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Figure3.8: Original Lenaimage

Figure3.9: WatermarlkedLenaimage(PSNR= 43.09)
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Figure3.10: Original Baboonimage

Figure3.11: Watermarlked Baboonimage(PSNR= 4299)
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Table3.2: Resultsobtainedfor the rst experimentalscenarid x ed meaningfulsignatureem-
beddednto 70 differentimages)

attack PS | mean# K | min# K
add.gauss.noise| 100% 205 96
add.unif. noise | 100% 194 84
moving average | 100% 103 51
gaussiaripf 100% 206 124
resizing(0.1) | 100% 134 80
rotation(1.5) | 100% 67 46
JPEG(25%) | 100% 154 69

numbersof sampleselectedor watermarkreconstructiorfmean# K andmin
# K, respectrely). The obtainedresultsdemonstrat¢hatthe methodis image
independentThe embeddedignaturas recoreredwith 100%of accurag for
eachimagewith avery highnumberof samples.

The secondscenarioaims at assessinghe sensitvity of the methodto the
choice of the signatureusedto watermarkthe image. This was carried out
by consideringtwo imagesof differenttypologieslike the Lenaand Baboon
iImages(seeFigures3.8 and 3.10, respecirely) distributedamong70 usersto
which randomsignaturesvereassociatedfor thetwo imagesthe quantitatve
resultsarereportedin Table3.3 and 3.4, respectrely. The watermarkedLena
andBaboonimagegespondrerywell to all attacksor every signaturanserted.
In addition, we reportfor eachattackalso the plots shaving the numberof
sampledoundfor eachsignaturg(seeFigures3.12- 3.15). In all casesa peak
identi es thetrueinsertedsignaturecorrespondingo position35in theplots.
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Table3.3: Resultsobtainedn the secondexperimentalscenaridor the Lenaimageby embed-
ding 70 differentrandomsignatures

attack PS | mean# K | min# K
add.gauss.noise| 100% 201 46
add.unif. noise | 100% 201 181
moving average | 99% 126 61
gaussiarpf 100% 200 192
resizing(0.1) | 100% 178 87
rotation(1.5) 99% 54 8
JPEG(25%) | 100% 175 27

Table3.4: Resultsobtainedin the secondexperimentalscenaridfor the Baboonimageby em-
bedding70 differentrandomsignatures

attack PS | meank | mink

add.gauss.noise| 100%| 170 41
add.unif. noise | 100%| 163 32
moving average | 100% | 120 16
gaussianpf 100% | 193 191
resizing(0.1) | 100% | 86 11
rotation(1.5) 99% 55 11
JPEG(25%) | 100% | 82 10
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Figure3.12: Numberof samplegoundversussignaturdor Lenaimageatfter: (a) additive white
Gaussiamoise;(b) additive uniform noise;(c) moving average;(d) Gaussiatowpassltering
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Figure3.13: Numberof sampledoundversussignaturgor Lenaimageatfter: (e) scalingwith
afactorof 0.1; (f) rotationof 1.5 degrees;(g) JPEGcompressiorwith quality factorequalto
25%
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Figure3.14: Numberof sampledound versussignaturefor Baboonimageatfter: (a) additve
white Gaussiamoise; (b) additive uniform noise;(c) moving average;(d) Gaussiarlowpass
ltering
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Figure 3.15: Numberof sampledound versussignaturefor Baboonimageatfter: (e) scaling
with afactorof 0.1; (f) rotationof 1.5degrees;g) JPEGcompressionvith quality factorequal
to 25%
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3.6 An asymmetricwatermarking schemebasedon linear al-
gebra

Here, we investicate a novel asymmetricwatermarkingschemebasedon ele-
mentarylinear algebrawhich, besidestandardobustnessequirementssatis-
es nontrivial securityandinvertibility propertieq[16]).

As pointedoutin Section3.1, watermarkingsecurityis arisinga greatdeal
of interestin both academyandindustry The analogywith public key cryp-
tograply suggestso considerasymmetricstructuresjnvolving a private key
for embeddinganda public key for detection(see[58] for a detailedsuney).
However, this propertyis by no meanssufcient in orderto make a watermark-
Ing schemesecure:asremarledin [10], x 5, almostall availableasymmetric
watermarkingschemesan be defeatedby a standardclosestpoint or projec-
tion attack(seeSection3.6.3belav for details). On the contrary the proposed
methodis de nitely secureunderprojectionattack,aswe bothmathematically
prove andexperimentallyverify.

We stresghatourapproactsubstantiallymprovespreviousasymmetrische-
mesapplyinglinearalgebra.Indeed the eigervectorwatermarkingscheman-
troducedn [45] hasbeendefeatedy aneffective attack(see[44], Sectiond.4)
andthe methodpresentedn [31] is subjectto maliciousdisabilitationof pub-
lic detection(see[31], Sectionlll.B). Onthe otherhand,the schemeproposed
in [117] is prove to be secureunderprojectionattack. Unfortunately in order
to achieve sucha property the watermarkcannotbe chosenarbitrarily, but it
turnsoutto beheavily dependentnthehostimage(seein particularstatement
c) of the Theoremon p. 787, which shavs that the watermarkis forcedto be
a suitablemultiple of a sequencaleterministicallyextractedfrom the original
image).As aconsequencehemethodof [117] is appropriatgustfor copyright
protection,whereonly onekey is assignedo eachimage,but de nitely notfor
ngerprinting or copy protectionwhereevery recipientis identi ed by its own
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key. Onthe contrary our approachs suitablealsofor ngerprinting, allowing
theinsertioninto ary imageof anarbitrarywatermarkingsequence.

In thiskind of asymmetriavatermarkingschemeheencodinganddecoding
algorithmsaswell asthe detectionkey areknown, while theembeddingkey is
keptsecret.Let us x anintegern 1 anda featurespaceX (for instance,
the spacecorrespondingo the entriesin the top left cornerof the DCT) and
decomposé into two orthogonalsubspacegV of dimension2n andV. Next,
we split W into two orthogonalsubspaces andH of dimensionn andwe
choosematricesG andH whosecolumnsform anorthonormalbasisof G and
H, respectiely. Finally, we pick anarbitrarywatermarkingsequencev 2 R".

3.6.1 Embeddingand detection

Let ,2 X bethefeaturevectorassociatedo theoriginalimage.We write

o= ot o (3.10)
where 2 W and ,2 V, and

o= Gs+ Ht (3.11)
Thewatermarkembeddings de ned by

w= ot Gw (3.12)

whereG is theembeddindey (seeFigure3.16).
Next we choosea symmetricmatrix A (i.e.,AT = A) satisfying

A(s+w)=s+w (3.13)
andanorthogonaimatrixB (i.e.,BT = B 1) satisfying

Bt= (s+ w) (3.14)
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with = ktk=ks + wk andwe de ne
D=AG"+ BHT (3.15)

which is releasedo the public andis the crucial ingredientin the detection
phase(seeFigure3.17). As far asB is concernedyve point out the following
easyfact.

Lemmad4. If s+ w 6 0, thenwe canconstructan orthogonal matrix B satis-
fying (3.14).

Proof. If t = 0, justtake B equalto theidentity matrix. Fort 6 O, leta; := ﬁ
andb; := =% andcompletethemto orthonormalbaseqa;; ay;:::;a,) and

apply the standardGram-Schmidtorthonormalizatiorprocess). If M (resp.,
N) is the matrix with a' (resp.,i’) asthei-th column(i = 1;:::;n), then
M(1;0;:::;0)T = a] andN(1;0;:::;0)" = b]. ThematrixB := NM T is
orthogonalsinceit is productof orthogonalmatricesandBa] = NM Ta] =
N (1;0;:::;0)" = bf, so(3.14)holds. O

Noticethattheassumptiors + w 6 0Ois trivially satis ed sinceimpercepti-
bility of thewatermarkmplieskwk << ksk.

Theexistenceof A is ensuredy thetrivial choiceA=I (theidentity matrix).
However, in orderto obtain higherdetectionperformancesve proposea dif-
ferentchoicefor A. Namely x anintegerk 3, take N asin the proof of

Lemma4 andlet 0 1
1 0 ::: O
0 10¢ ::: 0 T
A=N _ _ _ N':
0 ::: 0 1

HenceA keeps(s + w) x edandrescalesiormsof vectorsin all otherdi-
rectionsin orderto minimizefalse-positre probability

50



3.6. AN ASYMMETRIC WATERMARKING SCHEMEBASED ON LINEAR ALGEBRA

ORIGINAL IMAGE

WATERMARKED IMAGE
AND
PUBLIC KEY

WATERMARK

EMBEDDING KEY

Figure3.16: Watermarkembedding

WATERMARKED |
IMAGE
WATERMARK
DETECTION
PUBLIC KEY ¢

Figure3.17: Watermarkdetection
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Letnow beanextractedfeature.Thewatermarkdetectionsaccomplished
by thedecisionfunction

1 if jsim(s+w;D ¢) "
(o= Jsim( o) (3.16)
0 otherwise

where0 " << 1isasuitablethresholdand

( !
(S+W) D e 1
: === f D 60
Slm(S+ w:D e) — ks+wkkD ¢k . e (3.17)
0 if D =0
De nitions (3.16)and(3.17)for thedetectoraremotivatedby thefollowing
result,which shavsthatthewatermarks perfectlydetectedn thefeaturevector

associatedb thewatermarkedimage.

Proposition 2. We havesim(s+ w;D ) = 1.

Proof. From de nitions (3.15), (3.12), (3.10), (3.11) it follows thatD , =

(AGT+ B H™)(Gs+ Ht+ o+ Gw) = A(s+w)+ B t= (1+ 2)(s+w)by
conditions(3.13)and(3.14)(noticethatG'TG=HTH = 1,G'TH = H'G =0
sincethe columnsof G andH are orthonormalbasesof mutually orthogonal
spaces)Hencefrom (3.17)we deduce

1+ A(s+w)(s+w) _

1
(1+ ?)ks+ wk?

sim(s+ w;D ) =

[]

Noticethatthedetectomeedonly thematrixD andthevectors+ w. There-
fore,if wetake (G;H;A; B) asasecrekey and(D;s+ w) asapublickey, we
obtainanasymmetriovatermarkingscheme.

3.6.2 Fingerprinting applications

In ngerprinting applicationsa uniquewatermarkis embeddednto eachcopy
of awork: the watermarkidenti es the legal recipientof the copy andcanbe
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usedto tracethesourceof illegally redistributedcontent.With theusual nger-
printing schemeshe contentprovider knows the client's identity andtherefore
canobtainproof againsthim alsoif heis innocent. Anonymous ngerprinting
schemegpreventsthe contentprovider from framing the client by makingthe
ngerprinted versionknown to the client only. The buyer canprovide a n-
gerprintedcopy without revealing his identity to the contentprovider andthe
provider canlearn his identity only if he obtainthe purchasedopy andwith
help of anauthority[126]. In orderto adaptour scheme&o anorymous nger-
printing, let us introducean authority a client anda sener. The role of the
authorityis to provide a safebridgebetweerclientandsener ensuringooththe
privagy of the rst andthe securityof the latter More explicitly, the author
ity recevesfrom a givenclienttherequesof animageandfrom the senerthe
correspondingriginalimage.Next, theauthorityassociatet thatclientacon-
ventionalwatermarkwv andproduceshewatermarkedimageby usingthesecret
key (G;H; A; B). Finally, it distributesto theclientthewatermarlkedimageand
to the sener the public key (D;s + w). As a consequencedhe sener is able
to recognizea nonauthorizeduseof theimagewithout violating the privacy of
theclient. Suchascenarias notfar from reality. Let usthink to photoarchves
- for exampleAlinari's - andto their both needto keepcontrol on copiesand
needto statehonesty

We stressthat, in orderto be surethat a given client and not anotheruser
is responsibleof a violation, it is essentiathatthe watermarlkedimageis kept
secretandthe proposednethodenjoys sucha property Ontheotherhand,both
the embeddingkey andthe original image can be managedoy the authority
groupin a hierarchicalway in orderto ensurethe accessonly to authorized
subgroupgseefor instancg41] for the caseof precisioncritical images).

As far astheoriginalimageis concernedve referto the rst watermarking
applicationof Section3.4. Here,we are going to adaptand simplify this last
approactor the hierarchicamanagemenaf theembeddingey, exploiting our
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hierarchicalkecretsharingschemeof Section2.2.3.As in Section3.4we adapt
thedealeralgorithmof Chapter2:

foreveryQ |

Z.

2. Letk = k¢ andpick apolynomial

p(x) =

whereg, = S for every O

z+ 1

Ik

1

K1

i=0

a X

i z and g arbitraryelementsof R for

3. ldentify eachmemberof the authority of level | with a randomelement
u 2 R andassociat¢o u theshareP & 1) (u), wherep™ denotesisabove
theh-th derivative of pandk 1 := O:

A subgroupof the authority canreconstructhe secretsequences, hence
accesghe matrix G and nally remove the watermark(seeSection3.6.3)- or
similarly accesghe original image- if andonly if it belongsto the prede ned
accesstructure(Theoremsl and3 of Chapter2).

3.6.3 Invertibility and security analysis

Standardwatermarkingtechniguesasedon lossy compressiorsuchas least
signi cant bit watermarkingoresenta possibledravback. Indeed the manipu-
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lation of the imageintroducea small amountof distortionwhich irreversibly
impactsits integrity. Althoughthe changesareimperceptiblethey needto be
avoidedin someprecisioncritical applications. Watermarkinginvertibility is

crucial for several applicationswherethe imageintegrity shouldnot be irre-

versibly corruptedby the watermarkinsertionandthe distortiondueto authen-
ticationcanberemovedto obtaintheoriginaldata.This new paradignmhasbeen
the subjectof bothdeeplytheoretical[71]) andapplicationorientedinvestica-

tions ([49]-[55]), andis still a very actve researcharea([26], [94]). Specic

applicationgncludeattribution of medicalimagesor clinical purposes where
evensmallmodi cationsarenot acceptabldor obviouslegal reasonsanda po-

tential risk of a physician misinterpretingan image- copyright protectionof

biological or satelliteimages,personaldenti cation via ngerprinting (asal-

readypointedoutin Section3.6.2)or iris matching.

The designedschemeallows to completelyremaove the watermarkandre-
cover a distortion free image by exploiting the knowledge of the embedding
key. In orderto ensurethe accesdo precisioncritical imagesonly to autho-
rized groups,we proposeto managethe embeddingkey in a distributed way
asalreadydescribedn Section3.6.2andsummarizedn Figure3.18,allowing
on/off accesdgor authorizedbr nonauthorizedgroups.

The knowledgeof the embeddingkey G andthe watermarkingsequencev
allows to remove the watermarkandthereforeto recover the original imagein
adistortionfreeway asfollows

o= w Gw (3.18)

(seeFigure3.19). Extensvetestsof watermarkremoval con rm thattherecove-
redimageis identicalpixel perpixel to the original one.

We pointoutthat,eventhoughit is not partof the public key of the method,
w can be publishedwithout occurringin additionalsecurityproblems. Here
securityof the watermarkrefersto the inability by not authorizedusersto de-
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WATERMARKED
IMAGE

WATERMARK ORIGINAL IMAGE

EMBEDDING KEY

Figure3.19: Watermarkremoval

codetheembeddedequenceAs discussean [10], x 5, thecrucialproblemfor

asymmetriovatermarkingsecurityis representedby the projectionattack. As

explainedin [117], lll.B., p. 786,a projectionattackreplaceghefeaturevector
w associatedo thewatermarkedimagewith afeaturevector ~ satisfying

k= wk= mink wk? (3.19)

underthe constraint
()=sim(s+w;D )=0 (3.20)

Hence, ~ is the non-watermarlked featurevector closestto ,,. By de nition

(3.17), condition (3.20) saysthat(s + w)'"D = 0, i.e.,, hasto lie onthe

hyperplanethroughthe origin of the featurespacehaving normalvectora =

DT(s+ w). As aconsequencehe featurevector ~ satisfyingcondition(3.19)

Is theprojectionof , ontothis hyperplanewhichis givenby
T

w S _Ya

Themainresultof [16] is thefollowing:

~ —

(3.21)

Theorem 4. For every choiceof thewatermarkw, our schemeis secue under
projectionattack.
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Proof. By (3.15)wehavea= DT(s+ w) = (GAT+ H BT)(s+ w) = G(s+
w)+ Ht sinceAT(s+w) = A(s+w) = s+wby(3.13)and B T(s+w) = t by
(3.14).Ontheotherhand,f welet = o, from(3.12),(3.10),(3.11)it
followsthat w = o+ Gw (= Gs+Ht+ +Gw = G(s+w)+ Ht.
Hencewe seethata = |, andfrom (3.21)we deduce

T
~ w W

= W T35 w— w W= o
k k2

by de nition of . Since , 2 V is the fragile part of the original feature
vector we concludeasin [117], Ill.B., p. 786, that the imagereconstructed
from ~hasa high probability of beingperceptuallydistorted. ]

Figures3.22,3.25and3.38shaw theeffectof aprojectionattackon 3 sample
images(Figures3.20, 3.23 and 3.36). The resultingdegradationis apparent
(PSNR159, 17:0 and16:4, respecittely).

We stresghatthe correspondingesultin [117] impliesthatw is a multiple
of s (seestatement) of the Theoremon p. 787). On the contrary the security
of our schemaloesnotdependnaspeci ¢ watermarkthusmakingit suitable
alsofor ngerprinting.

3.6.4 Experimental results

Althougha perfectrecovery of the originalimageexcludedistortionattackson
thewatermarkedimage,neverthelessheapplicationof awatermarkingscheme
for copyright or copy protectionrequiresrobustnessagainst standardimage
degradationoperators.

Rolustnes®f ourasymmetriavatermarkingschemegainststandardmage
degradationoperatorscanbe evaluatedby simulations.In orderto implement
theembeddingprocedure,rst we chooseX asthe subspace&orrespondingo
a32 32submatrixin theupperleft cornerof the DCT of the originalimage.
Next, wesplit X into W, correspondingo theuppereft 20 20submatrix,and
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Figure 3.20: Original imageof a tension/compressiot@ston a cylindrical specimerof white
matter harnestedrom the parietallobe of a humanbrainin the saggitaldirection

Figure3.21: Watermarkedimage(PSNR= 44:6) of atension/compressiceston a cylindrical
specimenof white matter harwestedfrom the parietallobe of a humanbrain in the saggital
direction
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Figure 3.22: Imageof a tension/compressioteston a cylindrical specimenof white matter
harnestedfrom the parietallobe of a humanbrainin the saggitaldirection underprojection
attack(PSNR15.9)

Figure3.23: Originalimageof aniris
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Figure3.24: Watermarlkedimageof aniris (PSNR= 45.4)

Figure3.25: Imageof aniris underprojectionattack(PSNR17:0)
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its complementargubspac®/. Finally, we de ne G by randomlyselectinghalf

entriesof W andH by takingtheremainingones.In orderto construcimatrices
G andH we simply orthonormalizeandombasisof GandH , respectrely. The
testingis performednadatabasef 20imagesjncludingbiomedicaldata(uni-

axialtension/compressiogxperimenton braintissuessamplespandbiometric
images(iridesfor identi cation purposes)We alwayssetk = 3 andconsider
randomlygenerateavatermarksequencesf lengthn = 200 suitablyscaledo

meetimperceptibility(seeFigures3.21and3.24).

First, a coupleof images(Figures3.20and 3.23) arewatermarked and de-
tectionresponsefor 100differentwatermarksareinvesticatedafterthefollow-
ing attacks:additive white Gaussiamoisewith power 15 dB; additive uniform
noisein theintenal [ 20,20} 3 3 moving average;Gaussianowpasslter -
ing of size3 3 with standardleviation 0:5; median ltering usingthe 3-by-3
neighborhoodresizingof alinearfactorof 0:6 usingthenearesheighborinter-
polationmethod;JPEGcompressionvith quality factor25% andcombination
of the above attacks. Despitethe differenttypology of the testedimagesand
operationsdetectiorworks perfectlyin all caseslndeed thereally embedded
watermarkis alwaysidenti ed by a peakin the plot of sim values(seeFigures
3.26-3.31).

Next, " = 0:06 is setandthe probability of detectionis evaluatedafter a
JPEGcompressiomsafunctionof thequalityfactoronadatabasef 20images
and10differentwatermarkgerimage.Theresultssummarizedn Figure3.32
shaw thatthedetectiomprobabilityequalsl for JPEGcompressiomuality factor
down to 20. Suchperformanceshouldbe comparedwith thosereportedin
[58], Figure 6, wherethe detectionprobability for quality factor20 is always
lessthan0:3. A similaranalysidor white Gaussiamoiseadditionasafunction
of its poweris reportedn Figure3.33andin Figure3.34for resizingwith factor
from 1 down to O of eachside.

Finally, thefalsepositive probabilityis measuredby considerind2Ounwater
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Figure3.26: Sim valuesversuswatermarkfor the brainimageafter the following attacks:(a)
no attack;(b) additve white Gaussiamoisewith power 15dB; (c) additve uniformnoisein the

intenal [ 20; 20} (d)3 3 moving average
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Figure3.27: Sim valuesversuswatermarkfor the brainimageafter the following attacks:(e)
Gaussiariowpassltering; (f) median ltering; (g) scalingwith afactorof 0.6; (h) JPEGcom-
pressiorwith quality factorequalto 25%
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Figure 3.28: Sim valuesversuswatermarkfor the brainimageafter the following attacks: (i)
3 3 moving averageand additive uniform noisein theintenal [ 20; 20} (I) additve white

Gaussiamoisewith power 15 dB andJPEGcompressionvith quality factorequalto 25%
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Figure3.29: Sim valuesversuswatermarkfor theiris imageafterthefollowing attacks:(a) no
attack;(b) additve white Gaussiamoisewith power 15 dB; (c) additive uniform noisein the
intenal [ 20,20} (d)3 3 moving average
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Figure 3.30: Sim valuesversuswatermarkfor the iris imageafter the following attacks: (e)
Gaussiarowpassltering; (f) median Itering; (g) scalingwith afactorof 0.6; (h) JPEGcom-
pressiorwith quality factorequalto 25%
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Figure3.31: Simvaluesversusvatermarkfor theiris imageafterthefollowing attacks:(i) 3 3
moving averageandadditive uniformnoisein theintenal [ 20; 20} (I) additve white Gaussian
noisewith power 15dB andJPEGcompressionvith quality factorequalto 25%
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Figure3.32: Detectionprobability versusJIPEGcompressiomuality factor
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Figure3.33: Detectionprobability versusadditive white Gaussiamoisepower
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Figure3.34: Detectionprobability versusresizingfactorof eachimageside
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Figure3.35: Falsepositive probability versusthreshold

markedimagesand10 differentwatermarkgperimageandletting thedetection
threshold' vary down to O (seeFigure3.35). Evenin theabsencef distortions
the probability of detectinga watermarkwhereit doesnot exist mustbe very
small. In this casefalsepositive probabilityis de nitely O for every"  0:18,

thusimproving the performanceslescribedn [117], Figure6.

Thesamesetof testsarealsorun consideringnuchsmallerbiometricalima-
gesrepresentingaces(seefor instanceFigure 3.36). In this casewe should
resefall parameterandwe chooseX asthesubspaceorrespondingoal5 15
submatrix in the upperleft cornerof the DCT of the originalimage.Next, we
split X into W, correspondingo the upperleft 10 10 sub matrix, andits
complementansubspacé/. Finally, we de ne G by randomlyselectinghalf
entriesof W andH by takingtheremainingones.G andH areconstructeds
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Figure3.36: Originalimageof aface

Figure3.37: Watermarkedimageof aface(PSNR= 40.5)
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Figure3.38: Imageof afaceunderprojectionattack(PSNR16:4)

in previousexperimentaketting, by simply orthonormalizingandombasisof G
andH andthetestingis performedon a databasef 40faces.We setk = 3 and
considerrandomlygeneratedvatermarksequencesf lengthn = 50, suitably
scaledo meetimperceptibility(seeFigure3.37).

Figures3.39- 3.41reportsdetectionresponsesonsidering-igure 3.36 wa-
termarled with 100 differentwatermarksand the following attacks: additive
white Gaussiamoisewith power 15 dB; additive uniform noisein the intenal
[ 20,20} 3 3 moving average;Gaussiarowpassltering of size3 3 with
standarddeviation 0:5; median Itering usingthe 3-by-3 neighborhoodresiz-
ing of a linear factor of 0:6 usingthe nearesineighborinterpolationmethod;
JPEGcompressiorwith quality factor25% andcombinationof the above at-
tacks.Also with sucha differentdatabaseanddespitethe differenttypology of
thetestedmagesandoperationsgetectionvorksperfectlyin all casesindeed,
thereallyembeddedvatermarks alwaysidenti ed by a peakin the plot of sim
values.

Figure3.6.4reportsdetectionprobabilityafter JPEGcompressiomsa func-
tion of thequality factoronadatabasef 40imagesand10differentwatermarks
perimage(" = 0:035. A similar analysisfor white Gaussiamoiseadditionas
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Figure3.39: Simvaluesversuswvatermarkfor thefaceimageafterthefollowing attacks:(a) no
attack;(b) additve white Gaussiamoisewith power 15 dB; (c) additive uniform noisein the
intenal [ 20; 20} (d)3 3 moving average
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Figure 3.40: Sim valuesversuswatermarkfor the faceimageafter the following attacks:(e)
Gaussiarlowpassltering; (f) median ltering; (g) scalingwith afactorof 0.6; (h) JPEGcom-
pressiorwith quality factorequalto 25%

75



CHAPTER3. APPLICATION TO DIGITAL WATERMARKING

09F

081

0.7

06

05F

041

031

021

0.1F

09F
0.8F
0.7F
06F
05F
0.4r
0.3F

021

0.1

0

10 20 30 40 50

()

60

70

80

90

Figure3.41: Sim valuesversuswatermarkfor the faceimageatfter the following attacks: (i)
3 3 moving averageand additive uniform noisein theintenal [ 20; 20} (I) additve white

Gaussiamoisewith power 15 dB andJPEGcompressionvith quality factorequalto 25%

76

100



3.6. AN ASYMMETRIC WATERMARKING SCHEMEBASED ON LINEAR ALGEBRA

Detection probability
o o o o o o o
w =N [$2] (=2} ~ [ee] [{e)

o
[N

0.1

| | | | |
0 10 20 30 40 50 60 70 80 90 100
JPEG compression quality factor

Figure3.42: Detectionprobability versusIPEGcompressiomuality factor(facesdatabase)

afunctionof its poweris reportedn Figure3.43andin Figure3.6.4for resizing
with factorfrom 1 down to O of eachside(" = 0:035).

Finally, thefalsepositive probabilityis measuredby consideringtOunwater
markedimagesand10 differentwatermarkgperimageandletting the detection
threshold' varydown to O (seeFigure3.6.4).Evenin theabsencef distortions
the probability of detectinga watermarkwhereit doesnot exist mustbe very
small.
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Figure3.43: Detectionprobability versusadditive white Gaussiamoisepower (facesdatabase)

78



3.6. AN ASYMMETRIC WATERMARKING SCHEMEBASED ON LINEAR ALGEBRA

09 b

0.8 b

0.7F b

o
(2]
T
!

Detection probability
I~ o
£ (3]
| |

o
w
T
!

=}
N
T
|

0.1f b

0 ! ! ! ! ! ! ! ! !
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Linear resizing factor

Figure3.44: Detectionprobability versusresizingfactorof eachimageside(facesdatabase)
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Figure3.45: Falsepositive probability versusthreshold(facesdatabase)
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Chapter 4

Application to ad hoc networks

4.1 What are ad hoc networks?

Nowadays,ad hoc networks represent relevant researchopic in the eld of
telecommunicatiometworks. In an ad hoc network wirelesshostscommuni-
catewith eachotherin the absenceof a x ed infrastructure(seeFigure4.1).
They canbe usedin several applicationsrangingfrom tactical operationsto
establishquickly military communicationgluring the deploymentof forcesin
unknavn and hostile terrain, to rescuemissions,for communicationn areas
without adequatavirelesscoverage;from exhibitionsor conferencesr virtual
classroomgo sensonetworks,for communicatiorbetweenntelligentsensors.
In the lastapplication,mobile ad hoc networks arelikely to achieve wide de-
ploymentin the nearfuture becausehey greatly extendthe ability to monitor
andcontrolthe physicalernvironmentfrom remotelocations.

Exampleof applicationsaremicro climatecontrolin buildings,ervironmen-
tal monitoring,homeautomationinteractve museumgistributedmonitoringof
factoryplants,chemicalprocessegollutionlevel ([63]), trackingof radioactve
material§g[98]), etc. Currentlymary systemdgocuson ervironmentalmonitor
ing applicationsfor exampleonthecoastof Maineon GreatDucklIsland ocks
of seabirdsareobsenedin summeyor in Californiainformationon the micro
climatessurroundingredwoodsare collected([89]). In fact, sensometworks
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arebecominganimportantpartof everydaylife andnew technologieandnew
applicationsareemepging ([63]). Due to the continuousdemandfor more so-
phisticatedapplications,low cost, smartsensorswhich are easyto use,are
producedoy theindustries.

Ad hocandin particularsensonetworksareusuallybuilt with alarge num-
ber of small devices with limited battery enegy, memory computationand
communicatiorcapacitieg[99]). Suchresourcdimitationsrepresenhew chal-
lengesin protocoldesign.

Figure4.1: Ad hocnetworks

4.2 Ad hocnetworks challenges

Theuniquecharacteristicef adhocnetworks (andthereforesensorsetworks)
present new setof nontrivial challenges:

frequenttopologychanges;
sharedwvirelessmedium;
resourceconstraints.

"Wirelessnetworkingcomplicatesrouting as well as security and ad hoc
networkingincreaseshat compleity by an order of magnitude” ([42]). The
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nodesin ad hoc network function asroutersthat discorer and maintainpaths
to othernodesin the network. The primary goal of anad hoc network routing
protocolis to establisha correctand ef cient route betweena pair of nodes.
Not all hostsarewithin the transmissiorrangeof eachotherandcommunica-
tion is achieved by multihop routing, whereintermediatenodescooperateby
forwarding paclets betweentwo hosts(seeFigure4.2). Due to the hostsmo-
bility, thetopologyof the network canchangewith time andno assumptiorcan
be madeabouttheinitial con guration. As a consequencajodeshave to build
andupdatetheir routingtablesautomaticallyandeffectively.

Figure4.2: Multihop routingin adhocnetworks

Dedicatedrouting algorithmshave to contendwith the alreadydescribed
characteristicandto scalewell with a large numberof nodesin the network.
Traditionally multihop routing for mobile ad hoc networks can be classi ed
into proactve andreactve algorithms.

In proactve routing algorithms,eachnodein the mobile ad hoc network
maintainsa routing table that containsthe pathsto all possibledestinations.
Nodesperiodicallyrefreshthe existing routing informationso that every node
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canimmediatelyoperatewith consistentand updatedrouting tableswheneer
he needso senddata. If the network topologylocally changesall routing ta-
blesthroughouthenetwork have to beupdated Thiskind of routingalgorithms
(suchasthe Destination-Sequencdiistance-\éctorRoutingProtocol(DSDV)

([103]) or the WirelessRouting Protocol(WRP) ([97])) is ef cient only if the
ratio mobility over communications low. If the nodesin the network arerea-
sonablymobile, the overheadof control message# updatethe routing tables
becomegprohibitive. In addition,storinglargeroutingtablesin low costmobile
nodesmightbetoo expensve.

Reactve routingalgorithms,on the otherhand, nd routesonly ondemand.
Routesare designedvhenthey areneededjn orderto minimize the commu-
nicationoverhead.Whena nodeneedso senda messagé¢o anothemode,the
sendemeedsto ood the network in orderto nd therecever anddetermine
a pathto reachit. The ooding processcanstill usea signi cant amountof
the scarceavailabletransmissiomresources.They areadaptve to sleepperiod
operation,sinceinactive nodessimply do not participateat the time the route
Is established.Two widely usedreactve routing protocolsare the Dynamic
SourceRouting (DSR) ([69]) and Ad-Hoc on-demandistanceVector Proto-
col (AODV) ([104]). DSR builds routeson demandusing ooded queriesthat
carrythesequencef nodeshey passedhrough,whichis copiedatdestination
in thereply paclet. A variationof distancevectorprotocolsis AODV, which
maintainsa routingtablein all intermediatenodeson the route. For additional
information,a detailedreview of routingalgorithmsin mobileadhocnetworks
canbefoundin [21] and[109].

The scarceavailability of resourcesn termsof bandwidthcapacityrequires
areductionof traf c dueto controlinformationasmuchaspossible Dueto the
limited batterypower, communicatioroverheadmustbe minimizedwhile the
numberof routingtableswith up-to-dateroutinginformationor globalnetwork
informationateachnodearefor surenotasatisfictorysolution,especiallywhen
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nodemobility is high with respecto actualdatatrafc. For example,shortest
path basedsolutionsare too sensitve to small changesn local topology and

actvity status.On the otherhand,a reactve protocolencounterexcessve de-

lay in the ooding of the network with routingqueries.So,bothschemesnay

not performbestin a highly dynamicnetworking ernvironment,suchasin ad

hoc networks. A hybrid approachto addresghe routing problemis through
the hierarchicalprotocolswhich incorporatesomeaspect®f the proactve and

someaspectof thereactve algorithms.The hierarchicalprotocolsutilize spe-
cializednodessuchastheclusterheadsor the groupleadersio coordinatethe

disseminatiorof locallink information.

An interestingapproachs representedly positionbasedoutingalgorithms,
whichrequireinformationaboutthephysicalpositionof theparticipatingnodes.
The forwarding decisionby a nodeis primarily basedon the position of the
paclet's destinationandthe positionof the nodes immediateone hop neigh-
bors,typically learnedhroughonehopbroadcastsThedistancéetweemeigh-
boringnodescanbe estimatedn the basisof incomingsignalstrengthor time
delayin direct communications.Alternatively, the location of nodesmay be
available directly by communicatingwith a satellite,using GPS,if nodesare
equippedwith a smalllow power GPSrecever. In ary casethe positionis af-
fectedby somelevel of approximation.A detailedsurwey of protocolsthatdo
usegeographidocationin the routing decisionis presentedn [87] and[113]
but the two principalalgorithmsarethe DistanceRouting Effect Algorithm for
Mobility (DREAM) ([12]) andthe Location Aided Routing (LAR) ([74]). In
bothDREAM andLAR asenderforwardsthe pacletto all neighboran alim-
ited zone(restricted ooding) which containsthe expectedregion containing
thedestination.

Noneof the existing approachegsakesinto accounthathostsin adhocnet-
work canmove in directionswhich canintroduceunpredictableehangesn the
network topology Moreover, modi cationsin the network con guration ham-
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perthe stability of the links androutes.In [18] and[19] we proposedcan alter

natve movementbasedoutingalgorithm(MORA) is presentedwhich exploits
notonly the position,but alsothedirectionof motionof mobilehosts.Theidea
Is to favor relatively stablepathsandnot necessarilghosewith smallernumber
of hops.Thisnewv methodwill bebrie y describedn Sectior4.2.1.

AD HOC ROUTING PROTOCOLS

Proactive Reactive Hierarchical Position based Movement based

Figure4.3: Categyorizationof ad hocroutingprotocols

Securityis the secondmportantissuefor ad hoc networks, in particularfor
thosesensitve applications. Due to the basicdifferencefrom the x ed net-
works, securityin theadhocnetworks hasto be reconsidere@ndreexamined.
A wirelessadhocnetwork presents largerspectrunof securityproblemshan
corventionalwired andwirelessnetworks, dueto the broadcasnatureof the
transmissioomediumandvulnerabilitybecaus@odesareoftenplacedin ahos-
tile or dangerou®rvironmentwherethey arenot physically protected.As in
ary wirelesservironment,the nodesare easyto capture,compromiseand hi-
jack. An attacler canlistento andmodify all thetrafc on the wirelesscom-
municationchannelandmay attemptto masqueradasoneof the participants.
Due to the absencef any centralsupportinfrastructure authenticatiorbased
on public key cryptograply andcerti cation authoritiesmay be dif cult to ac-
complish.

To secureanad hoc networksthe following attributesshouldbe considered
([127],[123], [114]):

Con dentiality ensureghat certaininformationareaccessiblenly to au-
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thorizedentities;
Authenticationenablesa nodeto ensuretheidentity of thesender;
Integrity guaranteethata messag®eingtransferreds never altered;

Availability makes surethat the systemis availableto authorizedparties
whenneeded;

Non repudiationensureghe origin of a messageannotdery having sent
themessage.

More robust routing protocols(for a surney see[92] or [67]) areonesolu-
tion to the concernof end-to-endsecurity An alternatve solutionis to divide
the messagever multiple disjoint pathsand reassembl¢hem at the destina-
tion ([27], [111]). Concerningspeci cally sensorsietworks, a setof Security
Protocolsfor SensoMetworks (SPINS)are presentedn [105]. They include
the micro versionof the Timed, Ef cient, Streaming,Loss-tolerantAuthenti-
cationProtocol( TESLA) whichprovidesbroadcastauthenticatiomndSecure
Network EncryptionProtocol(SNEP)which providesdatacon dentiality (for
detailsseealso Chapter7 of [63]). Therehasbeena urry of researchand
developmenteffort in the eld of securityin ad hoc networks, but resultsare
still incomplete.Dueto the severe hardwareandenegy constraintsselecting
appropriatecryptographigrimitivesandsecurityprotocolsin ad hoc networks
Is aproblematicpoint.

In sensonetworksthedeviceshave no sufcient computationapowerto run
expensve cryptographigrotocols([83], [111]). In fact,cryptographidransfor
mationsare computationallyintensve andthereforestronglyin uence perfor
manceof the design. Ef cient hardwareimplementatiorwasthereforeone of
the evaluatingcriteria of the new AdvancedEncryptionStandard AES) ([38],
[39]). The stateof the art offers several performanceevaluations,but all of
them (being basedon actual hardware/softvare implementationspare strictly
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connectedo the selectedblatforms(seefor instanceg120]). Someresultsare
provided alsoby the New EuropearnSchemesgor Signature Integrity andEn-
cryption (NESSIE)in [133]. We proposea methodologyfor the evaluationof
the complity and computationakostof differentblock ciphers,in orderto
achieve independenc&om the platformsthey areimplementedbn, which will
bebrie y describedn Sectiorn4.2.2.

The standardapproachio keepsensitve datasecretis to encryptthe data,
henceachieving con dentiality. Thelimited enegy suppliesmposeto achieve
securitywith limited processingoower. Therefore,we try to achieve con -
dentiality without involving encryptionalgorithmaswe'll discussin the next
Sectiord.3. Theideaof the paperis to exploit the speci ¢ characteristicef an
adhocnetwork - multinopdatadelivery, absenc®f x edinfrastructuredecen-
tralizedarchitecture in orderto enforcesecurity

4.2.1 A movementbasedrouting algorithm

The desirablepropertiesof ary routing protocolinclude simplicity, loop free
operationcorvergenceaftertopologicalchangessmall storage reducedcom-
putationaland transmissioroverhead. In a position basedrouting algorithm,
eachnodemakesa decisionto which neighborto forward the messagdased
only on the location of itself, its neighboringnodes,and destination. In our
approachthis decisionis taken consideringalsowhich directionneighborsare
maoving in. Moreover, the systemis mademorerobustby avoiding centralized
informationmanagemengndeasierto setup andoperate.

Most routing schemesusehop countasthe metric, wherehop countis the
numberof transmission®n a routefrom a sourceto a destination.However,
differentmetricsfor choosinghebestforwardingneighboringhodein position-
basedoutingprotocolswvererecentlyconsideredThemetricusedn movement
basedoutingalgorithm(MORA) is alinearcombinatiorof thenumberof hops,
arbitrarily weighted,andatargetfunctional,which canbe calculatedndepen-
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dentlyby eachnode.

Sincemobileadhocnetworks changeheir topologyfrequentlyandwithout
prior notice,thelife time of connectionvetweerhostsvary appreciably

Thegoalis to exploit theknowledgeaboutthedirectionsneighboringnodes
aremoving in to optimize datapath. Generallyspeakingthereare different
stratgyiesa nodecanuseto decideto which neighbora given paclket shouldbe
forwardedMostForwardwithin RadiusMFR), Nearestvith ForwardProgress
(NFP),...)([87]). Noneof thesdakesinto consideratiorthathostsn adhocnet-
work aremoving in directionsthat canintroduceunpredictablechangesn the
network topology Moreover, changesn the network con guration hamperthe
stability of thelinks androutes(asalreadypointedoutin Section4.2). Notice
thatthe impactof errorsin the estimationof the positionof the nodeswill be
neglected.

Theideais to createafunctionalthateachnodecanindependentlyalculate,
which dependson how far the nodeis from the line connectingsourceand
destinationsd, andonthedirectionthenodeis moving in. Thetargetfunctional
shouldreachits absolutemaximain the casethe nodeis moving on sd andit
shoulddecreasasthe distancefrom sd increasesMoreover, the morea node
movestowardsd, thehighershouldbeits value,i.e. for a x eddistancdrom sd
thefunctionalshouldhave amaximumif thenodeis moving perpendiculariyo
sd.

Let dy beareferencealistancemetric,choseron the basisof the application
contt (e.g.1 meteror 10cm). Letx = d% betheadimensionatlistanceof the
currentnodefrom sd andy = d'—o the adimensionatlistancerom destinatiorof
thepointof intersectiorbetweersd andits perpendiculastartingfrom thenode
currentposition(seeFigure4.4). ThefunctionalF is afunctionofx 2 [0;1 ]
and 2 [ ; ],where representtheanglebetweertheline of directionand
the perpendiculaline to sd (seeFigure4.4).

We proposeto de ne the functional F asfollows, in orderto ensurethe
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alreadyde ned properties

F.(x )= s:inj—jej Mt cos—e
P 3 3

where and aretwo parameterseton the basisof the application. The
functionalF is nota functionof y. With suchde nition of F, moreweightis
givento nodesmaoving on sd, andalsoto nodesmoving toward it (seeFigure
4.5)asrequiredaborve. In fact

for x = Othereare2 absolutemaximumsfor = 5 respectiely;
forO< x < ( arbitrarily small) thetrendis thesameasabove;
forx ! 1 thefunctiondecreases;

for x = thereis arelatve maximumcorrespondingo = O;

forx2[ a.; +b.](a. andb. constantsle nedwith thechoice
of and ) thereisamaximumcorrespondingo = 0.

source

& o)

dei destinatior
noae | node j

Figure4.4: De nition of d, | and

The ideais to favor relatvely stablepathsand not necessarilythosewith
smallernumberof hops. Moreover, by carefully setting and , it is possi-
ble to modify the in uence of nodes directionof movementandthereforethe
curvatureof functionalF .
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ThefunctionalF will be sampledandputinto alook up table. In this way,
eachnodedoesnot needto calculateF for any computationput it caneasily
obtainthe valuecorrespondingo a givencombinationof x and with atable
lookup.

Anotherdegreeof freedomof the metricemployedin MORA is the weight
assignedo eachnode,which canbe usedto representrafc conditions,appli-
cationconstraintsetc. The goal of the weightingfunctionis to obtaina fair
distribution of the availableresourceshroughthe overall network.

For the purposeof the paper the functionW, de nedfory 2 [O; Ysource], IS
givenby

1 forO w(x;y)< 01

W (X;y) =
x:y) logiow (X;y) forO:1 w(x;y) 10

wherew (x; y) 2 [0; 10]is theweightof nodei with coordinatex, y.
Now thefollowing metriccanbede ned, fory 2 [0; Ysource]

MGGy )= W) FF L (6 )

wherebothW (x;y) andF . (x; ) 2 [ 1,1] andthereforem . (X;y; ) 2
[ 1;1]. Duetothefactthatx andy arethecoordinate®f nodei and depends
on the nodet, in following sectionswe refertom . (x;y; ) andm; without
distinction.

Notice that, by choosingsuchmetric, the higherthe value of m; the higher
the probabilitynodei is selectedor the pathfrom sourceto destinationMore-
over, if nodei is congesteéndthereforew (x;y) ! 10, thenW (x;y) ! 1.

In positionbasedrouting algorithms,usuallya shortprobemessagés used
for destinationsearch,that collects routing information from destinationto
sender and nally dataare sendfrom sourceto destination. Our approach
exploits this small paclet, not only to localize the destination but alsoto get
informationaboutthe bestpathbetweersourceanddestinatiorat thatmoment
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andfor the nearfuture. In this algorithma similar shortprobemessageysed
to localize the destination,onceit is receved, it is sentbackfrom the desti-
nationnodebackto source. Every hop the currentnodereceving it polls for
informationits neighboringnodes consideringonly thosewith biggervalueof
y in orderto avoid loops.Eachnodereceving the pacletknows its coordinates
(xi;y;) aswell astheseof source(Xs;ys) anddestination(xy; yq) andconse-
quentlyalsosd: mgy = yg iss andogg = Vs yg issxs. Thereforejt calculatesd

X X
and in thefollowing way

d = Yi g sdXi qzd (4.1)
(1+ msd)
d
= cos ! Jist (4.2)

wheredist is thedistanceof thenodefrom sd alongthemoving direction. Then
the nodecomputeghe value of the functionalandsendsbackthe paclet. The
probemessages thenforwardedto the neighborwith the highervalue of m,

attachingpathinformation.Noticethatconsideringll nodesequallyweighting
(W (Xi;yi) = w(xj;y;) foralli; j) if two neighborswithin transmissiommange
presenthesamevalueof F , thefollowing con gurationshaveto beconsidered:
(@di=dand ;= ;(b)di=djand ; = ;.Incasga)thenodemoving

toward the destinationwill be selectedj.e. presenting > 0; in case(b) the

node closestto destinationwill be selected. In thesespecialsituationsit is

interestingto take into consideratiorthe rate asvariablefor the choiceof the

next hop. In particular a nodeforwardsthe paclet at highestrateto neighbor
closestto destination(which is obviously not always the neighborclosestto

destinatioratall). For additionaldetailssee[18] and[19].
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4.2.2 A novel methodologyfor numerical analysisof block ciphers

As we mentionedin Section4.1 performanceevaluationis an essentialpart
in determiningthe practicality of a cryptographicalgorithm. We presenta
methodologyfor the evaluationof the compleity and computationakost of

block ciphers,thusbridging the gap betweernthe mathematicastudiesandal-
gorithmsimplementation.The approachin fact, allows compleity evaluation
andeffective comparisorof block cipherswithoutbeingdependendntheactual
platformthey areimplementedon. The methodis presentedn [20], [60] and
[61] for the analysisandcomparisorof the block ciphersselectedoy NESSIE
with highsecuritylevel ([130], [131]) - Rijndael([38], [39]), Camellia([3], [4])

andShacal-2[64]). The New EuropearSchemedgor Signatureslntegrity and
Encryption(NESSIE)projectis anopencompetitionfor the cryptoalgorithms
of the 215t century whichaimis to selectastrongportfolio of cryptoalgorithms
thatwill protecttheinformationsociety(on-linebanktransactions;reditcards,
personalnformations,e-commerceetc.).

First,thestructureof all cipherss describedsoasto emphasizéhedifferent
kinds of transformationsequired.Then,the schemesrecomparedn termsof
basicoperationgor eachstep,in suchaway to evaluatetheir compleity andto
provide effective guidelinesregardingtheirimplementation.

The coreideais to consideronly the amountof relevantoperationgequired
for theimplementatiorof thealgorithms reducingall involvedtransformations
to bytewise-AND, bytewise-OR and shifts. Costand working of communi-
cationandlogical circuits dependon technologicaprogressandconsequently
suchamethodologyemainsvalid overtime andcouldalsoprovide suggestions
onthebestplatformto implementa givencipher

Despitethe fact that Rijndael, Camelliaand Shacal-zhave differentstruc-
tures,it is still possibleto reducethesethreealgorithmsto a setof successie
logical operations bytewise-AND, bytenise-ORandshifts of bytes- in order
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to enableeffective comparisoramongthemandto verify the effective contritu-
tion of themethodology

Thecostof thealgorithmsis estimatedhrougha stepby stepanalysis.Since
Rijndael,Camelliaand Shacal-2areiteratedblock chipers,it is possibleto re-
constructhe costof thebodyalgorithmthroughtheanalysisof only oneround.
Eachround of a iterative block cipheris a function over GF (2 Plockength) and
consistof compositaransformations.

A similar analysisis reportedin the recent[118], Chapter4, p. 35. A big
differenceconcernthe MixColumn transformatiorof Rijndael,which involves
multiplicationsover a GaloisField [80]: we reducealsothis operationto the
basicbytewise-AND, bytewvise-ORandshift operationsthanksto a mathemat-
ical investigation on the involved Galois Field. The multiplicationis de ned
modulox®+ x*+ x3+ x + 1. We considebytesaspolynomialsandtherefore
the polynomialassociatedvith 02 is x. Sinceall elementsof GF (28) canbe
written asa sumof powersof 02, the compleity of multiplicationby any con-
stantvalue canbe calculatedeasily oncethe multiplication by the value 02 -
andits powers- is describedisingthe selectedasicoperationslf we multiply
anelementz 2 GF (28) with 02, or its squaregpower, or its cubicpower, we get:

Z X = zgX'+ z5x8+ 24x%+ (25 Z7)x* (2o Z27)x3+ 21x%+ (20 Z7)x+z7 (4.3)

zx2 = z5x"+ zx®+ (z3 )X+ (2o 75 z7)x*+

+z1 z)X+ (20 Z)X°+ (26 Z7)X + Z6 (4.4)

3= zx"+ (zz3 z)x%+ (o 2z z)X°+ (z1 25 zZg)X*+
(20 75 z)XP+ (26 Z7)X°+ (zs Zg)X+ Z5! (4.5)
andanalogougalculationcanbe provide for all powersof 02 if needed.

In [20], [60] and[61] theglobalamountof basiclogical operationgequired
for encryptionand decryptionof the consideredlock ciphersare computed
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Rijndael
Shacal-2

Camellia

shift (bytes)

Figure4.6: Rijndael,CamelliaandShacal-2
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andsomecomparisonare presented For examplein Figure4.2.2the amount
of bytewise-ANDs, bytewise-ORs shifts of bytesand 32-bit additionsneeded
by a256-bitencryptionandkey schedulavith thethreealgorithmsis presented.
It is importantto noticethattheachieredresultssatisfyNESSIEconsiderations
about nalists performancesasreportedn [134]: Camelliaturnsoutto beclose
to Rijndael,Shacal-2s quitegood, while Rijndaelis "very goodandtherefore
it caneffectivelyserveasa bendimark” for otherblock ciphers.

4.3 Hierarchical secret sharing in ad hoc networks

As describedn previous Sectionsrelevanteffort wasmadeto developapplica-
ble securitysolutionsdedicatedo theadhocnetworksernvironment,but results
arestill incomplete.In generalthe attacksareclassi ed aspassve andactwe.
Ononehand,in passve attackshe attaclerstry to discover informationwithin
their transmissiorrange. On the otherhand,active attacksattemptto disrupt
the operationof routing protocols([79]). We focuson passve attackswhich
area seriousproblemin ad hoc wirelessnetworks dueto their characteristics
(seeSection4.2). Defendingagainstsuchattacksis in factdif cult, becausat
Is usuallyimpossibleto detectearesdroppingn awirelesservironment.

We proposeo exploit multiple disjoint pathsin ad hoc networksin orderto
achiare con dentiality security In adhocnetworkstwo nodescommunicateia
multihop. Dueto frequentchangesn the network topologyon demandouting
protocolaremoresuitable(asreportedn Sectiord.2). Exploiting multiple path
routingprotocolsit is possibleto nd disjoint pathsbetweerthetwo nodesthat
wantto communicatéseefor instancg119], [121], [95], [6], or therecen(96]
which presentsa protocolcalled AODVM with Path Diversity (AODVM/PD)
that nds multiple pathswith a desireddegree of correlationbetweenpaths
speci ed as an input parametetto the algorithm). A methodwhich exploits
multiple pathsavoiding messageetransmissioms to transmitredundaninfor-
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mationthroughadditionalroutesfor errordetectiorandcorrection([127], [28]):
partof thedisjointroutesareusedto transmitdataandpartfor redundantnfor-
mation. In sucha way if certainroutesare compromisedthe recever is able
to recover the messageln our methodthe transmissiorexploits multiple paths
but improving the conceptof redundaninformation. In the previous example
con dentiality canbeachievedonly by addingencryption.We pretendo avoid
theuseof cryptographialgorithmsfor thealreadymentionedeasonsThekey
point of our schemeis that a non trustednodeinterceptinga paclet getsno
informationaboutthe transmitteddata. This is achiezed with a secretsharing
schemeln [84] and[85] disjointpathsareutilizedin combinatiorwith theclas-
sical thresholdsecretsharingschemebasedon Lagrangenterpolationtheory
As describedn Chapter2, (k; n) thresholdsharingschemeallows to divide a
con dential messagénto n sharesandrequiresthe knowledgeof atleastk out
of n sharedo reconstructhe original content. Eachsharedoesnot carry ary
meaningfulpartialplaintext of theoriginalmessagand,if thenumberof shares
availableis lessthank, a potentialattacler cando no betterthanguessingeven
with in nite computingtime andpower.

Usually thresholdsecretsharingschemesare usedfor key or certi cates
managemenfsee[127], [22], [90], [46], [128], [76]). However, the process
Is not ef cient for resourceconstrainedlevices([90]) andmoreorer becomes
scalabilitybottleneck([111]). Thereforewe usethis methodto exchangedata
andachieve end-to-endsecurity

Dueto thedifferentlength([121]) anddifferentcharacteristicsf thedisjoint
routes,it seemamoresuitableto usea hierarchicalsecretsharingschemejn-
steadof consideringall routesequallyimportantandsecure.Considerindink
signal-to-noiseatio, interferencenodesreliability, userstrustworthinessetc.,
we retainthatdifferentpathsin generalpresentifferentsecuritylevels. There-
fore, we proposeto de ne pathshierarcly - for instancethe protocol Security
Aware Ad Hoc Routing (SAR) proposeshe Quality of Protectionbit vector
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to classifyroutes([125]) - anduseour hierarchicalsecretsharingschemede-
signedin Chapter2. In fact, previousapproachesuffer from severeconstraints
for practicalimplementatioras describedn Section2.2. Namely efciency
of Shamirs proposals compromisedy the systematicatlelaydueto multiple
assignmentsOn the otherhand, Tassas algorithmworks only on large nite
elds (see[115], Theorem4), makingit unsuitablefor an ad hoc nodewith
limited computationatesources.

Theideais to exploit the hierarchicalthresholdsecretsharingschemepre-
sentedn Section2.2.3in orderto facethe problemof end-to-endad hoc net-
workssecurity([7]). In particular randomallocationof participantsenabledo
exploit strongemathematicatools anddrasticallyreducethe size of the base

eld asprovedin Section2.2.2.Furthermoreeachparticipantrecevesonly one
shareg(overcomingthemaindravbackof Shamirs hierarchicaschemepandthe
secretis identi ed with a sequencef elementsof the eld (re ecting the nat-
ural structureof a messagasa sequencef paclets). As a consequencdyoth
thedelayandthe overheadaresigni cantly reduced.

More in detail,our approachaimsatidentifying a suitablehierarcly of inde-
pendenfpathsfrom sourceto destinationin sucha way to spreadalongthe ad
hoc network the differentshareggeneratedy the algorithm. The selectionof
a pathhierarcly is a nontrivial taskin suchan ervironment. In the next para-
graphsa generalmodelis proposedwhich is basedon both global andlocal
propertiesof the paths.

Let usidentify a pathfrom a source(dealer)A to a destination(combiner)

nding a maximumcardinalitysetof nodedisjoint pathsin a network (thought
asa digraph)canbe solved in polynomialtime (seefor instance[29], Propo-
sition 2.4 (i)). Choosea maximumcardinalitysetU of independenpaths- or
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moregenerallyary sufciently bigsubset and x n = # U.

We canassumehat neighboringnodescan easily exchangesecuritykeys,
in orderto establisranauthenticate@ndsecurechannelon alink basis([84]).
Therefore the problemto solwe is relatedto grantsecuretransmission®n an
end-to-endasis.

Let pioss(X) bethe paclet loss probability of the pathx. Its valuedepends
on several propertiesof the path(for instance signal-to-noiseatio, numberof
hops,interferenceetc.).

It is possibleto de ne psni (X) astheprobabilityfor a paclet traveling on x
to beearesdroppedAs a functionof x, psnj canbeexpressedisthe algebraic
sumof severalcontritutionsof differentnature:

X X
Psni (X) := Fi () G;j (%)
j i
normalizedin suchawaythatO psy (X) 1. ThetermF; includesthe po-
tential aws relatedto the whole path,suchasthe total numberof hops,while
G; takesinto accountsecurityrobustnes®f eachnode,suchasterminal's reli-
ability andusers trustworthiness. It is clearthatthe functionalsF; contrikute
to psni With positive sign (in particulay if the numberof hopsis higher thena
pathis morelikely to be subjectto externalattacks) while the functionalsG;
areconsideredvith the oppositesign.

The setof valuesassumedby ps,i  inducesa naturalhierarcly on the setof
paths.Namely if pspi (U) = fpo;:::;pgwithO  pp < :::<p; 1 then
we cande ne:

U =fx2 U :psi (X) = pog:

Finally, we have to determinea strictly increasingsequencef threshold;.
It is clearthathigherthresholdgproducea saferschemepn the otherhand,by
de nition, in orderto recover the secret,the recever needsat leastk; shares
from [ }:0 U;. Hence,it seemgeasonabléo x k; asthe expectednumberof
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sharegeachingthe destinatiorvia pathsof level i or less. More precisely we

de ne: X

ki==b (1 Pposs(X)C (4.6)

X2U|
ol

wherebr c denotesghebiggestinteger r.
Theproposedchemesanbeimplementedxploiting thedealeralgorithmof
Section2.2.3assummarizedn Figures4.7 and4.8:
SourceA:

1. nds asetU of nodedisjoint pathsto destinatiorB with a multipathrout-
ing procesgseefor instancg121] and[124]) andfor eachx 2 U collects
all relevantpropertiesf x (signal-to-noiseatio, numberof hops,interfer
ence terminalsreliability, userstrustworthiness...);

2. computegioss(X) andpsni (X) for every pathx 2 U;

4. selectsa nite eld Fwith characteristip ~ k; andcardinalityq %)
andidenti es thesecretwith anelementS 2 F;
5. picksapolynomial
X1
p(x)=  ax
i=0
wherek = k¢, ap = S anda; arbitraryelementof Fforl i k 1;

6. identi es eachpathx 2 U, with arandomelementu 2 F andassociates
to u the sharep®™ ) (u), wherep™ denoteshe h-th derivative of p and
k 1:=0;

7. transmitsevery sharealongan independenpaththroughsourcerouting,
exploiting privatecommunicatiorbetweemeighboringhodes.
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Collection of info Insertion of the ,

L L] . . Evaluation on random
about disjoint paths secret into a polynomial oints assianed to Sahres
and definition of the— and computation of its 2ach ath g distribution
thresholds derivatives P

Figure4.7: Flow diagramof SourceA

DestinationB::

1. recevesm n sharessayfromthesubsebdf pathsV = fuy;:::;ung
U;

2. constructghematrix My asin (2.10);

3. recoversthesecreby solvingthelinearsystem(2.11)in theindeterminates

— solution of the reconstructed
shares )
— linear system secret

Figure4.8: Flow diagramof DestinationB

Any intrudereavesdroppingup to ki 1 sharesdrom [ o | iU; hasno in-
formationaboutthe con dential messageentover the network (accordingto
Theoreml of Chapter2). Notice that, an eavesdropperthasno information
aboutthe plaintext, evenif it seesmultiple encryptionsof the sameplaintext,
achiezing semanticsecurity([63]).

4.4 Experimental results

Let usassuméo have anad hoc network of N nodesuniformly distributedin
a planarregion of areaR, for examplesensorglisseminatedh a terrainwhich
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needto communicaterotectingdata. In this situation,the problemof nding
independenpathsbetweerapair of nodeshasbeenaddresseth severalpapers.
In [84] amodi ed Dijkstraalgorithmis used:however, thissolutionassumeghe
knowledgeof thegraphassociateavith the network, whichis not alwaysavail-
ablein asucha network. Differentapproacheareproposedlike[121] (Selec-
tive Broadcastand[124] (AODVM), justto quotesomerecentcontributions.In
particular simulationresultsareavailablefor N = 50andR = 1500 500m?
([121], x V1) andfor N = 25Q 35Q 500andR = 250G m? ([124], x IV).

Hereinsteadwe aregoingto determinea suitablechoiceof parameters$or
the implementatiorof our schemen this contet, providing alsoa numerical
example(seeTable4.4). Wedenoteby = N=Rthenodespatialdensityandby
r theaveragedistancebetweenary pair of neighboringnodes.As motivatedin
[47] and[116], Il.A, therelationshipbetween andr is approximately — gL:
As a consequencédhe expectednumberof hopsin the shortestpathbetween
two nodesA andB having mutualdistanced is givenby hg := & ~de, where
dse denoteghe smallerinteger s. Henceanarbitrarypathx betweenA and
B is a sequencef h(X) ho hops,andit is possibleto split the setU of
independenpathsbetweenA andB asfollows:

Vi:=1fx:h(x) = hpg+ig: (4.7)
Moreover, if p is the probabilityfor eachnodeto beactive, it is naturalto set
Poss() = 1 p'® (4.8)
In orderto implementthe progosedschemewe introduc%heinteger
2 X =
ig:= min>i ; (1 pross(X)) 1 (4.9)

X2V| 1
01

andwe de ne a hierarchicaktructurebasedn lengthof paths:
Uo == [oi i\M
U = [ Wi
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HencethesetU naturallysplitsaccordingo two priority levelsinto Uy, cor
respondingo pathswith lower numberof hopsandthereforelower probabil-
ity of eavesdroppingjntrusionandcapturing,andU,, collectingall remaining
ones. Thediscriminantnumberof hopsis chosenasthe minimum valuecom-
patible with the condition that the thresholdky de ned in (4.6) is a positive
integer.

In this simpli ed scenariowe have psni (Ug) = fpog andpsni (U1) = fp1g
withO pg p: 1, buttheproposedschemagivesthefreedomto establish
thepathhierarcly accordingo differentparameters for instancehigh priority
couldbegrantedo pathswith high performancehigh signal-to-noiseatio, low
delay etc.-aswell asa combinationof theabove.

In Figure4.9 we reporta setof 70 nodesuniformly distributedin a 1000
1000 metersterrain. We nd 5 independenpathsbetweenthe x ed source
A anddestinationB. The numberof hopsin the shortesipathxs is equalto
5, asexpectedfrom the generaltheory and 3 setsof pathsVy; Vs; V5 are de-
ned. Now it is possibleto computep,oss for eachpath and calculateiy by
applying (4.9). The path hierarcly is now completelydeterminedseeTable
4.4). In orderto quantifythe securityenforcemenproducedy our hierarchical
approachwe comparethe probabilitiesof reconstructinghe secretafter cap-
turing r nodesin threedifferentcases:Shamirs standardscheme wherejust

2 sharesareassignedo pathsxo; X3; X4 andjust oneto pathsxs; Xs, soat least
4 shareshaving probability 1 to reachthe destinationarerequestedo recover
the secret- and our hierarchicalscheme(where at least2 nodesare needed

sourceA anddestinationrB cannotbe captured.Theremainingn = 68 nodes,
having the sameprobability of beingcapturednaturallysplit into 6 subsetsb

dinalitiesn; = 9;n, = 7;n3 = 4;n4 = 7;ns = 9) andthelastarexg collecting
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externalnodes(with cardinalityns=n n; n, nz ng ns= 32.In

capturingexactlyr = r1+ ro+ rg+ rg+ rg+ rg nodeds givenby theformula

Q 6 n;
i=1 I

n

r

P =

Hence by addingthecontritutionsof all relevantcaseswe obtainthe probabil-
ity of reconstructinghe secretasa functionof r asreportedin Figure4.10. It

Is apparenthat Shamirs hierarchicalschemas unsuitablefor this application,
while our approachoutperformshe standarchon-hierarchicascheme For in-

stanceaftercapturingl0%of nodesthe probability of secretreconstructions

32%for our methodagainst49%for Shamirs one.

1000 -
900
800
700
600
500
400 -
300
200 o

1001

0 J
0 100 200 300 400 500 600 700 800 900 1000

Figure4.9: Disjoint multiple pathsbetweernsourceA anddestinatiorB in anad hoc networks
of 70 uniformly distributednodes
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T
— birkhoff
— - shamir
h-shamir

09

probability of secret reconstruction

o o o o o o

w = (3] (o] ~ oo
T T T T T T

o
)
T

. | |
0 5 10 15 20 25 30 35
number of captured nodes

Figure 4.10: Probability of reconstructinghe secretafter capturingr = 0;:::;34 nodesin
Shamirs standardscheme(shamir), Shamirs hierarchicalscheme(h-shamir)and our hierar
chicalschemdbirkhoff)
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R = 100¢ m?
N =70
=7 10°
r 1195m
ho=5
Vo = X309, Va = fX2;X40, Vs = fX1;Xs50
p= 0;95
Poss(X3) 0;23
Ploss (X2) = Pross (Xa)  0;34
Pross (X1) = Pross(Xs) 0,4
ip=3
Uo= Vol V3, U= Vs
ko= 2,k; =3

Table4.1: Parametergoncerningoathhierarcly in Figure4.9
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Chapter 5

Conclusion

In orderto improve existing solutionsfor multimediacommunicationsecurity
in this dissertatiorwe presentech new mathematicatool basedon Birkhoff
polynomialinterpolation,underlingthat the exploitation of more sophisticated
mathematicalheoryallowsto createmore e xible andef cient frameworks.

We designed thresholdsecretsharingschemewhich is consistentvith hi-
erarchicalstructuresand outperformsthe other schemesn literature,while it
canbereducedo theclassicalShamirs oneif the applicationdoesnot present
a leveled structure. Its de nition requiressometheoreticalimprovementson
theBirkhoff polynomialinterpolationtheorywhich we discusse@ndprovedin
Chapter2.

For applicationof suchmathematicalool, we selectedwo relevantresearch
areagn the eld of telecommunicationdualapplicationfrom the point of view
of power constrainedommunicatiorwith sideinformationattheencoderwa-
termarking(presentedn Chapter3); andatthe decoderadhocnetworkscom-
munication(seeChapter).

We accesse@ good securitylevel for someclasseof watermarkingtech-
niques,presentinga distributed managemenof the original imageandboth a
deterministicandan asymmetriovatermarkingschemesFutureworks on the
topic will addresgwo actualmajorissues:legacy problemsandgeometricat-

109



CHAPTERS. CONCLUSION

tacks. On one hand,mucheffort muststill be put into researchheforedigital

Image watermarkingcan be widely acceptedas legal evidenceof ownership
([86], [1], [8]). Ontheotherhand,geometricattacksdesere intensestudying.
Using geometricinvarianttransformscould be possibleto createa variant of

the methodpresentedn Section3.6 which is resistantto this kind of attacks
andthereforecanbe usedalsofor remotesensingmagewatermarking.

In the context of ad hoc network communicationsapplicationof Birkhoff
polynomialinterpolationwasproposedo ensurecon dentiality. Furtherappli-
cationof ourmethodwill considetheveryrecentmeshnetworks,whichconsist
of meshroutersandmeshclients. Meshroutershave minimal mobility andno
power constraintswhile meshclientsaresimilarto adhocnetwork nodes.Due
to suchadifferentiationamongthe nodescreatingthe network, it seemgpossi-
ble to adaptour hierarchicalthresholdsecretsharingschemeo be usedin this
contet. In fact, key managemenis oneof the mostimportantproblemto be
addressedh this contet, whereall solutionsfor wired, wirelessand an hoc
networksarenotappropriate[2]).
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