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Abstract

Securityof multimediacommunicationsis regardedby both academyand in-

dustryresearch as oneof the mostimportantand urgent problemsof the last

decades.In order to improveexistingsolutions,weproposea frameworkbased

on Birkhoff polynomialinterpolation. Such new mathematicaltool basedon

this theoryimprovestheclassicalsecretsharingschemebasedonLagrange in-

terpolationwidelyusedfor securityissuesandunderliesthat theutilization of

sophisticatedmathematicaltheoryadvancementsallowsto createmore �exible

andef�cient frameworks.First of all weextendsomefundamentaltheoremsto

generic�nite �elds, which allow usto designa thresholdsecretsharingscheme

which is consistentwith hierarchical structures,workson both real numbers

and �nite �elds and outperformsthe other schemesin literature. For appli-

cationof such mathematicaltool, weselecttwo relevant research areasin the

�eld of telecommunication,dual application from the point of view of power

constrainedcommunicationwith sideinformationat theencoderandat thede-

coder. Watermarking, where the power constraints directly derivesfrom the

imperceptibility constraints of watermarking, and ad hoc networkscommuni-

cation,where all nodesof thenetworkare powerconstrained,respectively. We

accessa goodsecuritylevel for someclassesof watermarkingtechniques,pre-

sentinga distributedmanagementof theoriginal imageandbotha deterministic

andanasymmetricwatermarkingscheme. Thelastmethodis alsoprovedto be

secureunderprojectionattack. In thecontext of adhocnetworks,weproposea

novel routingalgorithmwhich is the �r st movementbasedprotocol for ad hoc



networks. Purely connectedwith securityissues,we presenta new methodo-

logy for complexity analysisof block ciphers, which is independentfrom the

platformthey are workingon. Dueto thefact that no certi�catesauthoritycan

beexploitedto achievesecurityandall nodesare subjectto powerconstraints,

applicationof Birkhoff polynomialinterpolation is proposedto ensure con�-

dentiality.
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Chapter 1

Intr oduction

In the ICT �eld securityissuesareregardedby bothacademyandindustryre-

searchasoneof the most importantandurgentproblemsof the last decades.

Securityof multimediacommunicationshasbecomeamajorresearchtopic, in-

volving numerousacademicpapers,conferences,books,projects,etc. In this

emerging areathereare many challengingissuesthat deserve high level re-

search.Mathematicalinstrumentsare the basisto creategoodsecuritytools,

independentlyon theapplicationandon theOSI level weareworkingon.

We considerthecommunicationproblemdescribedin Figure1.1, whereS

and n are Gaussianrandomvariablesand S is known to the encoder, i.e a

power constrainedcommunicationwith side informationat the encoder. The

mostpopularresultaboutsuchan issueis dueto Costa. In [34] Costashows

that the power constrainedencodercan reliably transmit all ratesless than
1
2log

�
1 + P=� 2

n

�
bits/symbol,whereP is the power constraintand � 2

n is the

varianceof the unknown noise. Therefore,this capacitydoesnot dependon

the varianceof the known noiseS andthe achievablerateswould not change

if this noisewasnot present. In fact, this capacityis the sameof a conven-

tional AWGN channelwhereonly thesecondsourceof noiseis present.What

doesit mean?Intuitively, this resultdisclosesthepossibilityto exploit theside

informationS withoutdecreasingthechannelcapacity.

1



CHAPTER1. INTRODUCTION

ENCODER

S

m X
DECODER

Y m̂
++

n

Figure1.1: Variationof Gaussian-Shannonchannel

For a conventionalAWGN channelchanneland sourcecoding problems

have beentraditionally handledas information theoreticdualsof eachother

[107] - in 1959 Shannonwrote about ”duality betweenthe propertiesof a

source with a distortion measure and thoseof a channel” - but only in 2003

suchadualitywasmathematicallyformulated.Let usrecallthatachannelcod-

ing problemis solvedwhentheinput distribution which maximizesthemutual

informationbetweeninput andoutputis found,givena speci�c channelinput-

output conditionaldistribution and speci�c power constraints. On the other

hand,a sourcecodingproblemis solved whenwe �nd the conditionaldistri-

bution betweenalphabetsof sourceandits reconstructionwhich minimize the

mutualinformationbetweeninputsourceandits reconstruction,givenaspeci�c

sourcedistributionandaspeci�c distortionconstraint.

Sucha duality is valid alsoin thecommunicationscenariothatwe consider

(Figure1.1). In [107] aprecisecharacterizationof functionaldualityis givenfor

theclassicalsourceandchannelcodingandfor sourceandchannelcodingwith

sideinformation(SCSIandCCSI,respectively). Theencoder(decoder, respec-

tively) of SCSIandthedecoder(encoder, respectively) of CCSIarefunctionally

identical:

2



ENCODER DECODER

S

X m m X
^

Figure1.2: Sourcecodingwith sideinformation(SCSI)

ENCODER

S

m X
DECODERCHANNEL

Y m̂

Figure1.3: Channelcodingwith sideinformation(CCSI)

SCSI

8
><

>:

sourceinput X  ! Y channeloutput

sideinformation S  ! S sideinformation

sourcereconstruction bX  ! X channelinput

9
>=

>;
CCSI

In sourcecodingwith sideinformation(SCSI)(Fig. 1.2), X is the source

andS is thesideinformation. In channelcodingwith sideinformation(CCSI)

(Fig. 1.3) the encoderhasaccessto sideinformationS aboutthe channel:m

representsthemessage,X andY aretheinputandtheoutputof thechannel.

Theapplicationsof distributedcodingwith sideinformationarenumerous:

SCSIcanbeappliedin distributedsensornetworks,communicationin adhoc

networks, video over wireless,multiple description,etc. while CCSI canex-

ploited for datahiding, watermarking,broadcast,steganography, etc. Indeed,

side information can be exploited at encoder/decoderdependingon the con-

3



CHAPTER1. INTRODUCTION

straintswe have to dealwith. In SSCI the decodercanusemorepower and

thereforetakesS into consideration.In CCSI the encodermakesuseof S in

orderto achievebetterperformances.

1.1 Birkhoff polynomial interpolation in ICT

In orderto improve existing solutionsfor thesecurityin thealreadydescribed

scenario,we proposeto exploit someadvancedmathematicaltools. In particu-

lar, we focus on Birkhoff polynomial interpolationtheory ([40], [78], [82]),

which is not far from the widely usedLagrangeinterpolationbut canbe ex-

ploited to achieve much more �e xible tools. Birkhoff interpolationis more

generalbecauseit alsousesthevaluesof thepartialderivativesattheknotpoints

to approximateanunknown function(seeChapter2 for details).

Runninganadvancedsearchon IEEEXploreonly 1 item is foundincluding

Birkhoff interpolation([48], whereimagedecompressionis basedonanew so-

lution for theHermite-Birkhoff interpolationproblem).Onthecontraryrunning

theanalogoussearchwith Lagrangeinterpolation175resultsarefound.Theex-

ampleunderlinesthenovelty of theBirkhoff theoryin theICT communityand

thereforeof ourwork.

This dissertationtries to improve theclassicalsecretsharingschemebased

on Lagrangeinterpolationwidely usedfor security issues,de�ning a more

sophisticatedschemebasedonBirkhoff polynomialinterpolation.In ordertodo

that,weaddresssometheoreticalproblems,providing anextensionof important

known resultsto �nite �elds, whichallow usto provefundamentaltheoremsand

designsuchanew framework.

We test our new mathematicalframework in two different contexts, dual

applicationsfrom thepoint of view of power constrainedcommunicationwith

sideinformation:

� At theencoder:watermarking, wherethepowerconstraintdirectlyderives

4



1.1. BIRKHOFFPOLYNOMIAL INTERPOLATION IN ICT

from theimperceptibilityconstraintof watermarking[9];

� At the decoder:ad hoc networkscommunication, whereall nodesof the

network arepowerconstrained([59], [106]).

Both of themarecrucialandrelevantapplicationsin theseyears.Fromone

point of view, via global networks information is becomingwidely available

([86]) andan enormousamountof digital datais currentlyavailable to Inter-

net usersall over the world. Everyonecan make copiesof digital dataand

suchcopiesareindistinguishablefrom the original data. Thereforeit is dif�-

cult to guaranteecopyright and relatedrights to the ownersof digital dataif

they give free accessto their works, and ef�cient techniquesare requiredto

guaranteeintellectualproperty�rst of all againstnonauthorizedcopying. The

termdigital watermarkingappearedin theearly1990s,with theaim to protect

the intellectualpropertyof digital data. In 1996the �rst InformationHiding

Workshop(IHW) includeddigital watermarkingasoneof the mostimportant

topics. Since1998 and 1999 respectively, ACM and SPIE organizeconfer-

encesconcerningSecurityandWatermarkingof MultimediaContentsandsince

2001thereis alsoa speci�c InternationalWorkshopon Digital Watermarking

(IWDW). Moreover, in the last yearsthe most importantinternationalconfe-

rencespresentsessionson this topic (for instancetheInternationalConference

on ImageProcessing(ICIP)). Signi�cant amountof scienti�c journal propose

specialissuesonthis topics- ACM/SpringerMultimediaSystems,IEEETrans-

actionson SignalProcessingSupplementon SecureMedia,SignalProcessing,

EURASIPApplied SignalProcessing,etc. - andsince2005a speci�c IEEE

Transactionon InformationForensicsandSecurityis devotedto digital rights

managementtechnology.

On the other hand,ad hoc networks are appliedin more and more areas

becauseof their characteristicssuchasinfrastructurelessandmobility make it

easyto deploy in many contexts. Actually, adhocnetworksandtheir security

5



CHAPTER1. INTRODUCTION

arethecoretopicsof many internationalworkshopsandconferences- Interna-

tional Workshopon Mobile andWirelessAd Hoc Networking (MWAN), IEEE

InternationalConferenceonMobile Ad-hocandSensorSystems(MASS),Mili-

taryCommunicationConference(MILCOM), InternationalConferenceonAD-

HOCNetworksandWireless(ADHOC-NOW), ACM WorkshoponSecurityof

Ad Hoc andSensorNetworks (SASN), Symposiumon Mobile Ad Hoc Net-

working andComputing(MobiHoc), WirelessOn-DemandNetwork Systems

(WONS), EuropeanWorkshopon Security in Ad-Hoc and SensorNetworks

(ESAS),etc - andjournals- WirelessAd Hoc Networks(IEEE Journalon Se-

lectedAreasin Communication),Ad Hoc NetworksJournal(SpecialIssueon

GeneralizedAd HocNetworks),etc.

1.2 Innovativeaspects

Main innovationpointsof thedissertationinclude:

� Utilization of Birkhoff interpolationtheoryin the�eld of multimediacom-

munications,which is indeedanextremelyunusualmathematicaltool (see

Section1.1).

� The usualBirkhoff polynomialinterpolationtheoryis built on real num-

bers. We prove somefundamentaltheoremsalsoon a generic�nite �eld

(seeSection2.2.2). In fact, if we considerthe scenariopresentedat the

beginning of this Introduction,it is clearthat not all applicationswe can

take into accountaremadeon realnumbers,but alsoon �nite �elds with

different(andoftenlittle) characteristics.

� Designof a new hierarchicalsecretsharingschemeworking on bothreal

numbersand�nite �eld with no constraintson thecharacteristic(seeSec-

tion 2.2.3).

6



1.3. STRUCTUREOFTHE THESIS

� Smoothingof the main drawbackof non blind watermarkingtechniques

throughadistributedmanagementof theoriginal image(seeSection3.4).

� Designof a novel deterministicwatermarkingschemebasedon polyno-

mial interpolation(seeSection3.5),whichexploits thealreadymentioned

hierarchicaljoint ownershipof theoriginal image.

� Designof an asymmetricwatermarkingschemebasedon linear algebra

which improvesthestateof theart andusesthehierarchicalthresholdse-

cretsharingschemein orderto enforcesecurityin anonymous�ngerprint-

ing applicationsor in scenarioswhereinvertibility is required(seeSection

3.6). Sucha watermarkingmethodis alsoprovedto besecureunderpro-

jectionattack,themostcrucialattackto asymmetricschemes.

� Designof a novel routingprotocolfor adhocnetwork which exploits the

positionandthedirectionof motionof mobilehosts,in orderto favorstable

paths(seeSection4.2.1).

� De�nition of anew methodologyfor complexity analysisof blockciphers,

which is not dependentfrom the platform they are implementedon (see

Section4.2.2).

� Applicationof Birkhoff polynomialinterpolationto ensurecon�dentiality

in the context of ad hoc networks communication,whereno certi�cates

authoritycanbeexploitedto achieve securityandwhereall nodespresent

powerconstraints(seeSection4.3).

1.3 Structur eof the thesis

A new mathematicalframework basedon Birkhoff polynomialinterpolationis

presentedin Chapter2 wheretheconstructionof ahierarchicalthresholdsecret

sharingschemeis described.In Section2.1 thede�nition of a thresholdsecret

7



CHAPTER1. INTRODUCTION

sharingschemeis givenandtheclassicalShamir's schemebasedon Lagrange

interpolationis introducedin Section2.1.1.Hierarchicalvariantsof thismathe-

maticalframework aredescribedin Section2.2 presentingthecurrentstateof

theart. In Section2.2.1weintroducesomepreliminarynotationandde�nitions

concerningBirkhoff polynomialinterpolationandin Section2.2.2we present

our improvementson this theory. With the new resultswe designin Section

2.2.3 a new hierarchicalsecretsharingschemeand concludethe Chapterin

Section2.2.4with someconsiderationsaboutthenumericalstabilityof thepro-

posedalgorithm.

In Chapter3wepresentthreedifferentapplicationsof secretsharingschemes

in the watermarkingcontext. First of all we introducethe conceptof digital

watermarkingin Section3.1,pointingout its requirementsandclassi�cationin

Section3.2and3.3,respectively. In Section3.4wetry to accessagoodsecurity

level for a speci�c classof watermarkingtechniques,presentinga distributed

managementof the original imagevia the hierarchicalsecretsharingscheme

designedin Chapter2. In Section3.5weproposeawatermarkingschemewhich

exploits thepreviously presentedprocessof Section3.4. Consistently, thenew

methodis basedonpolynomialinterpolation.Wedescribethewatermarkgene-

rationin Section3.5.1,its embeddingprocedureinto a digital imagein Section

3.5.2andits reconstructionin Section3.5.3. Experimentalresultsarereported

in Section3.5.4. Finally, in Section3.6 an asymmetricwatermarkingscheme

is presented,which is basedon linearalgebraandexploits our hierarchicalse-

cretsharingschemeto beappliedin anonymous�ngerprinting applicationsand

alsoto manageinvertibility. Embeddinganddetectionphasesaredescribedin

Section3.6.1. Fingerprintingapplicationsarepresentedanddiscussedin Sec-

tion 3.6.2,while in Section3.6.3 invertibility andsecurityof the methodare

analysed.In particular, theschemeis proved to besecureunderprojectionat-

tack.Experimentalresultsaredescribedin Section3.6.4.

In Chapter4,afterabrief introductiononadhocnetworksin Section4.1,ma-

8
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jor challengesof theadhocnetwork environmentarepresentedanddiscussedin

Section4.2. In particular, existing solutionsto bothroutingandsecurityprob-

lemsaredescribedandtwo improvementswith respectto the stateof the art

arepresentedin Section4.2.1,wherewe introducea movementbasedrouting

algorithmfor mobileadhocnetworks,andin Section4.2.2,wherewe give just

anoverview onournovel methodologyfor numericalanalysisof blockciphers.

In Section4.3 we usethe thresholdsecretsharingschemedesignedin Chap-

ter 2 in orderto achieve con�dentiality securityin adhocnetworks,exploiting

disjoint multiple paths(possiblyfound with our routing algorithmof Section

4.2.1).Finally in Section4.4a givenadhocnetwork scenariois examinedand

experimentalresultsarereported.

In Chapter5 we �nally draw someconclusionsaboutour work, Moreover,

possiblefuture researchdirectionsboth in watermarkingandad hocnetworks

applicationsareoutlined.
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Chapter 2

Mathematical framework

Theideaof secretsharingis to considerasecretanddivide it into piecescalled

shares,which are distributed amonga set of users([88]). Let U be a given

set of n usersand �x a collection � of subsetsof U, which is monotonein

the sensethat if I 2 � thenany setcontainingI alsobelongsto � . A secret

sharingschemewith accessstructure � is a methodof sharinga secretamong

themembersof U, in sucha way thatonly subsetsin � canrecover thesecret,

while all othersubsetshave no informationaboutit. In therealworld thereare

plentyof scenarioswheresucha techniquecanbeexploited. For examplein a

bankwith many employeeswherea vault canbeopenedonly by givengroups

of tellers,andno individual teller canaccessit.

2.1 Thr esholdsecret sharing

Let k; n bepositive integers,k � n. A (k; n) thresholdschemeallows to divide

acon�dentialmessageinto n sharesandrequirestheknowledgeof at leastk out

of n sharesto reconstructthe original content.Eachsharedoesnot carry any

meaningfulpartialplaintext of theoriginalmessageand,if thenumberof shares

availableis lessthank, apotentialattackercandonobetterthanguessing,even

with in�nite computingtimeandpower.

In thecaseof a(k; n) thresholdaccessstructurethesetof minimalauthorized

11



CHAPTER2. MATHEMATICAL FRAMEWORK

subsetsof � consistsof all subsetsof exactlyk participants.

2.1.1 Shamir schemebasedon Lagrange interpolation

Thebasicsecretsharingschemeproposedby Shamir([110]) relieson standard

Lagrangepolynomial interpolationand the fact that a univariatepolynomial

p(x) of degreek � 1 is uniquelyde�nedby k points(x i ; p(x i )) with distinctx i .

His ideaconsistssimply to identify a secretS 2 R with somecoef�cients of a

polynomial

p(x) =
k� 1X

i =0

ai x i (2.1)

wherefor instancea0 = S anda1; : : : ; ak� 1 arearbitraryrealnumbers.In order

to distribute S amongn users,just �x n distinct real numbersv1; : : : ; vn and

assignto thej -th participanttheshare

p(vj ) =
k� 1X

i =0

ai vi
j (2.2)

In orderto reconstructthe secret,a subsetof participantswith associatedreal

numbersf vi 1; : : : ; vi sg with 1 � i 1 < i2 < : : : < i s � n, hasto solve the

following linearsystem:

V

0

B
@

a0
...

ak� 1

1

C
A =

0

B
@

p(vi 1)
...

p(vi s)

1

C
A (2.3)

where

V =

0

B
@

1 vi 1 : : : vk� 1
i 1

... ...

1 vi s : : : vk� 1
i s

1

C
A (2.4)

is a so-calledVandermondematrix ([78], p. 155). It follows that the linear

system(2.3) is determinated,i.e., it admitsa uniquesolution, if and only if

12



2.2. HIERARCHICAL THRESHOLDSECRETSHARING

s � k. In particular, at leastk outof n sharesareneededto reconstructS, since

thesede�ne k linearly independentequationsin k unknowns,hencewe obtain

a (k; n) secretsharingscheme.

An alternative way for k usersis to computep(x) exploiting theLagrange

interpolationformula

p(v) =
kX

i =1

p(vi )
Y

1� j � k;i6= j

v � vj

vi � vj
: (2.5)

With thetwo methodsabove thewholepolynomialis reconstructed.To re-

cover just thesecretS onecancompute

ci =
Y

1� j � k;i6= j

vj

vj � vi
(2.6)

and

S = a0 =
kX

i =1

ci p(vi ) : (2.7)

In thestateof theart it is possibleto �nd otherthresholdschemes,suchas

Blankely's ([14]), Bloom's ([15]) andKarnin-Greene-Hellman's ([73]), which

arefoundedon commonprinciplesderivedfrom linearalgebra.For additional

detailswe refer to [77] wherethey areproved to be equivalentandsubsume

Shamir's scheme.

2.2 Hierar chical thr esholdsecret sharing

In many applicationsthereis a hierarchy amongtheusersto whomtheshares

aredistributedandit is worth creatingsharesof differentpotency ([77]). Re-

calling the scenarioof a bank, let us considerthe casewherea banktransfer

shouldbesignedby a givennumberof employees,at leastoneof whommust

be a departmentmanager. Suchapplicationsrequirea thresholdschemewith

sharesof differentlevelsanda thresholdfor eachlevel.

13



CHAPTER2. MATHEMATICAL FRAMEWORK

Shamirintroducesahierarchicalapproachbysimplyassigningahighernum-

berof sharesto higherlevel users.Thedrawbacksof suchanobvioussolution

are: i) the moreimportantis a userthe highernumberof shareshe gets,with

consequentlystorageproblem;ii) therearenoqualitativedistinctionamongthe

levels, becausemany usersof the lower level areequivalent to a higher level

user. This approachsuffers from severeconstraintsfor practicalimplementa-

tion.

A ratherinvolvedhierarchicalsecretsharingschemewasproposedby Ito et

al. ([68]). Let � beanaccessstructureandk = j� + � j where� + � is thefamily

of maximalsetsin � . Themethodutilizesa Shamir(k; k) thresholdschemeto

generatek sharesandfor any unauthorizedsetX it assignsa distinctshareto

all userswhoarenot in X . In thisway for everysetin � thenumberof distinct

sharesgivento its membersis equalto k, while for everyunauthorizedsetis less

thank. In orderto doso,all subsetin � mustbeclassi�edanddescribedby the

list of participants.Thecomplexity of suchanapproachincreasesandcannot

be handledwith the growing of the cardinalityof the setof users.Moreover,

alsoin thisschemetheproblemof sharesstorageis relevant,evenworsethanin

Shamir'shierarchicalscheme.

Someothermethodsare proposedin the stateof the art (seereferencein

[115]) but in all casestherecovery of thesecretis allowedfor any suf�ciently

largesubsetof lower level users.Therearemany reallife exampleswheremore

importantparticipantscould be replacedby lower level ones,but a minimal

numberof higherlevel usersmustbeinvolvedin any recoveryof thesecret.

More recently, a re�ned hierarchicalschemecapableof imposingsuchre-

strictions,was obtainedby Tassa([115]) from subtlerpropertiesof Birkhoff

polynomialinterpolation.As in Shamir's scheme,thesecretis identi�ed with

thefreecoef�cient of apolynomial.Theinnovativeaspectconsistin theutiliza-

tion of polynomialderivatives,which guaranteesthe generationof lessshares

for lower level users. Whena setof usersin the accessstructureattemptsto

14



2.2. HIERARCHICAL THRESHOLDSECRETSHARING

recover thesecret,they needto solveaBirkhoff interpolationproblem(seenext

Section).On theotherhand,Tassa's algorithmworksonly on large�nite �elds

(see[115], Theorem4).

As in Tassa'sapproach,in theproposedschemeBirkhoff interpolationtheory

isapplied,butwith somecrucialimprovements.In particular, randomallocation

of participantsenablesto exploit strongermathematicaltoolsanddrasticallyre-

ducethesizeof thebase�eld (seeSection2.2.2).Furthermore,eachparticipant

receivesonly oneshare- overcomingthemaindrawbackof Shamir'shierarchi-

cal schemeandIto's scheme- andthe secretis identi�ed with a sequenceof

elementsof the �eld. We proposea schemewhich is moreef�cient, assigning

justoneshareto eachmember, andrealistic,attributingaqualitative ratherthan

aquantitativedifferencebetweendistinctlevels.

2.2.1 Birkhoff interpolation

BesidesLagrangepolynomialinterpolationtherearetwo othertypesof interpo-

lation,whichbothinvolvepolynomialderivatives.Let usconsidertheequations
dj p

dxj (x i ) = B i;j . In Hermite interpolation, consecutive derivativesat interpo-

lation pointsareprescribedandthe problemalwaysadmitsa uniquesolution

p(x).

The more generalcaseoccurswhen the data is lacunaryat somesample

points: the sequenceof orderof derivativespresentssomegaps. This caseis

referredto asBirkhoff interpolation, sinceit hasbeenstudiedfor the�rst time

by G.D. Birkhoff in 1906. In contrastto Hermite interpolation,for Birkhoff

interpolationproblemasolutionmaynotexist or maynotbeunique([115]).

Let E = (E i;j ), i = 1; : : : ; m; j = 0; : : : ; k � 1, beanm � k interpolation

matrix, includingk elementsequalto oneandall remainingelementssetto zero.

Let X = x1; : : : ; xm, x1 < x2 < : : : < xm, bea setof m distinct interpolation

points. For polynomialsof degree� k � 1 suchas (2.1), for E i;j = 1 we
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considerthek interpolationequations

p(j )(x i ) = B i;j (2.8)

wherep(j ) denotesthe j -th derivative of p andB i;j aregiven data. Here the

unknowns are the k coef�cients a0; : : : ; ak� 1 of p(x). For this problem,it is

straightforward to deducethat a Birkhoff interpolationproblemcanadmit in-

�nitely many solutionseven if the numberof equationsequalsthe numberof

unknowns. Indeed,for instance,let us considerthe casein which E i; 0 = 0

for every i = 1; : : : ; m. In sucha case,the interpolationsysteminvolvesonly

derivativesof the polynomialp, henceit keepsno track of the constantterm

a0, which remainsundetermined.More generally, elementarylinear algebra

considerationsshow that if a Birkhoff interpolationproblemadmitsa unique

solutionthenits interpolationmatrixE = (E i;j ), i = 1; : : : ; k; j = 0; : : : ; k � 1

hasto satisfythefollowing Pólyacondition

# f E i;j = 1 : j � hg � h + 1; 0 � h � k � 1 (2.9)

(seefor instancep. 126of [40]).

Moreover, Theorem10.1in [40], p. 128,canberephrasedasfollows:

Proposition 1. A Birkhoff interpolationproblemadmitsa uniquesolutionfor

almostall choicesof interpolationpointsx1; : : : ; xm, i. e. outsideof a subset

of Rm with m-dimensionalmeasure zero, if and only if it satis�es the Pólya

condition.

2.2.2 Theoretical impr ovements

Herewe demonstratethevalidity of thepreviousmainresultof Birkhoff inter-

polationtheoryona �nite �eld andstressa few otherremarks.

Thefollowing resultis elementary:
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Lemma 1. If a Birkhoff interpolationproblem,de�ned over a �eld F of char-

acteristicp = 0 or p > k � 1, admitsa uniquesolution then its associated

interpolationmatrixE = (ei;j )k k� 1
i=1 j =0 satis�esthePólyacondition.

Recallthatashift � of E is a translationof aonefrom a place(i; j ) into the

place(i; j + 1), assumingthatthis is possible,i.e. j + 1 < k andthatei;j +1 = 0;

suchoperationproducesanew matrix �( E). Wesaythattwo rowsof E havea

collision if they haveonesin thesamecolumn.

De�ne � to be the minimum numberof shifts � 1; : : : ; � � suchthat � � �

� � � 1 � : : : � � 1(E) hasno collisionsin rows 1 and2. With this notationwe can

demonstratethefollowing:

Lemma 2. Let M x = c be a Birkhoff interpolationproblemwith associated

interpolationmatrix E = (ei;j )k k� 1
i=1 j =0 de�ned over a �eld F of characteristic

p = 0 or p > maxf k � 1; � !g. Thendet (M ) is not identically0 if andonly if

E satis�esthePólyacondition.

Proof. Thecaseof characteristic0 is Theorem10.1in [40]. In theothercase,

following verbatimthesameproofweobtain(seeequation(10.4)):

d
dx�

1
det(M ) = "C D

where" = � 1, D is not identically0 andC is the numberof differentrepre-

sentationsof � � � � � � 1 � : : : � � 1(E) asacompositionof shifts.Ourassumption

on the characteristicof F implies that "C D (hencedet(M )) is not identically

0 for every C � � ! In order to prove that this is always the case,we may

argueby inductionon � . If � = 1 the result is trivial. For � � 2, �x any

� compositionof � shifts. We claim that in orderto determinea representa-

tion � = � � � � � � 1 � : : : � � 1 we have at most� choicesfor � 1. If it is true,

thenfor every choiceby inductionwe have at most(� � 1)! choicesto com-

plete� � � � � � 1 � : : : � � 1, hencewe obtainat most� ! representations.Assume

by contradictionto have at least � + 1 choicesfor � 1, say esi ;t i ! esi ;t i +1 ;
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i = 1; : : : ; � + 1. Let N i (G) := # f gsi ;j = 1 : j � t i g for every k � k square

matrix G with entriesgi;j 2 F and let F := � � � � � � 1 � : : : � � 1(E). Then

N i (F ) < N i (E) for every i = 1; : : : ; � + 1 and� � � � � � 1 � : : : � � 1 would be

composedby � + 1 shifts,contradiction.

Lemma 3. Let p(x1; : : : ; xk) be a not identically 0 homogeneouspolynomial

of degree � de�ned over a �nite �eld Fq with q > � + k. Thenthere exists

(u1; : : : ; uk) 2 (Fq)
k n [ i;j � i;j such that p(u1; : : : ; uk) 6= 0, where � i;j :=n

(x1; : : : ; xk) 2 (Fq)
k : x i = x j

o
.

Proof. By inductiononk, thecasek = 0 beingobvious.Write

p(x1; : : : ; xk; y) = p� (x1; : : : ; xk)y� + : : : + p0(x1; : : : ; xk)

andfor a �x ed( �x1; : : : ; �xk) 2 (Fq)
k n [ i;j � i;j de�ne f (y) := p( �x1; : : : ; �xk; y).

If f (y) = 0 for every y 2 Fq n f �x1; : : : ; �xkg thenf hasq � k � � + 1 zeros

andf vanishesidentically. In particular, we have pi ( �x1; : : : ; �xk) = 0 for every

i andif this is true for every choiceof ( �x1; : : : ; �xk) in (Fq)
k n [ i;j � i;j thenby

inductiveassumptioneachpi (x1; : : : ; xk) is identically0, contradiction.

2.2.3 The proposedscheme

Let U be a given setof n usersand�x an accessstructure� of subsetsof U.

AssumethatU is dividedinto levels,i.e. U = [ t
l=0 Ul with Ui \ Uj = ; for every

i 6= j . If 0 < k0 < : : : < kt is a strictly increasingsequenceof integers,then

a (k0; : : : ; kt ; n) hierarchical thresholdschemedistributesto eachparticipanta

shareof agivensecretS, in suchaway that

� =
�

V � U : # V \
�
[ i

l=0 Ul
�

� ki 8i = 0; : : : ; t
	

:

Roughlyspeaking,asubsetof participantscanreconstructthesecretif andonly

if it containsat leastk0 membersof level 0, at leastk1 membersof level 0 or

level 1, at leastk2 membersfrom levels0, 1, and2, andsoon.
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The secretsharinghastwo algorithms: the distribution algorithm(dealer)

and the recovery algorithm (combiner). The dealerassignssharesto all the

users.Thesharesaresubmittedto thecombinerwhena groupof participants

wantsto recover thesecret.

The ideanow is to exploit this necessaryconditionin order to ensurethat

only authorizedsubsetscan reconstructthe secret. Intuitively speaking,an

evaluationof thepolynomialitself carriesmoreinformationsthananevaluation

of any of its derivativessinceit involvesmorecoef�cients; thereforeit sounds

reasonableto assignto a participantof higher level the evaluationof a lower

orderderivative.

For sharesgeneration,we proposethe following algorithm, called dealer

algorithm:

1. Selecta�nite �eld F with characteristicp � kt andcardinalityq � kt (kt � 1)
2

(R, respectively). Identify thesecretS with a sequence(S0; : : : ; Sz) with

0 � z � kt � 1 andSi 2 F (R, respectively) for every i .

2. Let k = kt andpick apolynomial

p(x) =
k� 1X

i =0

ai x i

whereai =

(
Si 0 � i � z

randomin F (R; respectively) z + 1 � i � k � 1:

3. Identify eachparticipantof level l with a randomelementu 2 F (R, re-

spectively) andassociateto u thesharep(kl � 1) (u), wherep(h) denotesthe

h-th derivativeof p andk� 1 := 0:

Note that Shamir's schemeis a specialcase(U = U0). We stressthat for

z = 0 our schemeis ideal, i.e. the sizeof the sharesis equalto the sizeof

thesecret([88]). We alsopoint out that theabove schemebecomesveri�able

after the following additionalprocedure,inspiredby [100]. Thedealerselects
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anappropriateelliptic curve E over the �eld F in sucha way that thediscrete

logarithmproblemfor E is hard(seefor instance[75], x 5.2), choosesa point

Q onE andbroadcastsQ andQi := ai Q, 0 � i � k � 1. Any new shareholder

receiving thesharep(h) (u) canverify its integrity by simplychecking

p(h) (u) Q =
k� 1X

i =0

h!
�

i
h

�
ui � hQi :

Fix now V := f u1; : : : ; umg � U with m � k. Up to reorderingwe may

assumethatui 2 Ul (i ) with l (i ) � l (j ) for every i � j (l (i ) indicatesthelevel

in thehierarchy of thei -th memberof V). Considerthesquarek � k matrixM V

whosei -th row is givenby

dkl ( i ) � 1

dxkl ( i ) � 1

�
1; x; x2; : : : ; x(k� 1)

�
(ui ) : (2.10)

In order to reconstructthe secretS, the combinerhasto solve the following

linearsystem:

MV

0

B
@

a0
...

ak� 1

1

C
A =

0

B
@

pkl (1) � 1 (u1)
...

pkl (k ) � 1 (uk)

1

C
A (2.11)

in theunknownsa0; : : : ; ak� 1.

This amountsto theBirkhoff interpolationproblemwith associatedinterpo-

lation matrixEV = (ei;j )k k� 1
i=1 j =0 de�ned asfollows:

ei;j =

(
1 if j = kl (i )� 1

0 otherwise

In orderto applyourresultsof Section2.2.2(or thegeneralresultsof Section

2 for real numbers)in our context, �rst of all notice that EV satis�es Pólya

conditionif andonly if V 2 � (essentiallyby de�nition). As a consequence,

we canprove thata subsetof participantscanreconstructthesecretif andonly

if it belongsto the accessstructure. In particular, for z = 0 our schemeis
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perfect, i.e. if a unauthorizedsubsetof participantspool their shares,thenthey

candeterminenothingaboutthesecret([112]).

Theorem1. If V =2 � thendet(M V ) is identically0, henceV cannotreconstruct

thesecret.

Proof. SinceV =2 � , EV doesnot satis�esPólya conditionandit follows that

thecorrespondingBirkhoff interpolationproblemadmitsin�nitely many solu-

tions.ThusV cannotreconstructthesecret.

Theorem2 (on �nite �elds). If V 2 � thendet(M V )(u1; : : : ; uk) 6= 0, henceV

canreconstructthesecret.

Proof. If t = 0, thenour schemereducesto Shamir's one([110]) andthereis

nothingto prove. If insteadt � 1, up to reorderingthe rows of M V we can

assumethat thereareno collisionsin rows 1 and2, hencewe have � = 0. By

Lemma2, det(M V ) doesnot vanishidentically andby [82], Proposition1.2,

it is a homogeneouspolynomial of total degree k(k� 3)
2 . Sinceu1; : : : ; uk are

random,theconclusionfollows from Lemma3.

In thecaseof R wecanapplyProposition1, andour randomselectionof the

interpolationpointsallowsusto deducetheanalogousresult:

Theorem3 (onR). If V 2 � thenV recovers thesecretS.

Proof. SinceV 2 � , EV satis�esPólya conditionandwith a randomselection

of interpolationpoints it is possibleto apply Proposition1. Thus the unique

solutionof theBirkhoff interpolationproblemconveys thesecret:Si = ai for

i � z � k � 1.

2.2.4 Considerationson numerical stability

Numericalstability of polynomialinterpolationis a problem,dueto theerrors

introducedby computerarithmetic.
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If we considera linearsystemAx = b, we cande�ne theconditionnumber

of matrixA

K (A) := jjAjjjj A � 1jj (2.12)

which is always� 1. In fact, consideringthe identity matrix I we have 1 =

jj I jj = jjAA � 1jj � jjAjjjj A � 1jj = K (A); 8A ([108], p. 31).

If K (A) t 1 thematrixA is well conditionedandthereforethecorrespond-

ing linearsystemis well conditioned:smallperturbationsonA andbdetermine

smallperturbationsin thesolutionof thesystem.

If K (A) >> 1 thematrixandthecorrespondingsystemarecalledill condi-

tioned, i.e. very unstable:smallperturbationson A and/orbcancauserelevant

errorson thesolution.

Weobserve thatonecanimprovethenumericalstabilityof thelinearsystem

(2.11)with acarefulchoiceof therandompointsu1; : : : ; um. Consideringpoly-

nomial interpolation,unlessthedegreeof thepolynomialis low, thechoiceof

uniformly spacedinterpolationpointsit is not a goodidea([13]). Indeed,it is

well known that interpolationproblemsareusuallyill conditionedandCheby-

shev pointsrepresenttheoptimalchoiceasinterpolationnodes([13], x 5). They

areclusteredat theboundaryof theinterval of approximationandobtainedasa

projectionof equallyspacedpointson theunit circle down to theunit interval

[� 1; 1]. Therearetwo typesof Chebyshev points:

x j := cos
(2j + 1) �

2n + 2
; j = 0; : : : ; n (2.13)

and

x j := cos
j �
n

; j = 0; : : : ; n (2.14)

In orderto obtainrandompoints,asrequiredin our scheme,just considera

smallrandomperturbationof Chebyshev points.
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Chapter 3

Application to digital watermarking

3.1 What' sdigital watermarking?

Watermarkingis the art of imperceptibleembeda messageinto a work. 700

yearsagoin Fabriano(Italy) paperwatermarksappearedin handmadepaper, in

orderto identify its provenance,formatandquality ([72]).

Thetermdigital watermarkingappearedin theearly1990s,whentwo tech-

niquesbasedon modi�cation to theleastsigni�cant bit of thepixel valuewere

presentedto hide datain images([86]). In fact, via global networks informa-

tion is becomingwidely available ([86]) and an enormousamountof digital

datais currentlyavailable to Internetusersall over the world. Everyonecan

makecopiesof digital dataandsuchcopiesareindistinguishablefrom theorig-

inal data. Thereforeit is dif�cult to guaranteecopyright andrelatedrights to

the ownersof digital dataif they give free accessto their works andef�cient

techniquesare requiredto guaranteeintellectualproperty, �rst of all against

nonauthorizedcopying. Intuitively a possiblesolutionto this problemconsists

of usingcryptographicprimitivesandalgorithms.In this way only authorized

userscanaccessthedata,but whenauthorizedusersdecryptthedatatheowner

doesnothave furthercontrolon it.

In the lastdecade,digital watermarkingtechniqueshave raiseda greatdeal

of interestin thescienti�c communitysincethepioneeringcontributionby Cox
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CHAPTER3. APPLICATION TO DIGITAL WATERMARKING

et al. ([35]). Digital watermarkingtechniquesaim to protectthe intellectual

propertyof digital data: indeedthe practiceof imperceptiblealterationof a

documentto embedamessageinto it playsakey role in thechallenging�eld of

ownershipright protection.

After the explosion of interestin digital systemsfor the watermarkingof

variouscontentin the late 1990s,much progresshasbeendone(seefor in-

stance[36] and [43]), but no generalsolutionhasbeenreachedso far. This

canbe explainedby several different factors,amongwhich the heterogeneity

of the requirementsimposedby eachapplicationcontext and the clear de�-

nition and the operationalmechanismsof the authority that would deal with

the ownershipveri�cation process.In otherwords,currentlyproposedwater-

markingtechniquesstronglydependontheapplicationscenario:copyright pro-

tection,contentveri�cation, authentication,monitoringof broadcastchannels,

copy preventing,copy control,devicecontroletc. In [86] wehavethefollowing

classi�cationbasedonapplications:

� Copyright protection:electroniccommerce,copy control, distribution of

multimediacontent;

� Imageauthentication:forensicimages,ATM cards;

� Datahiding: medicalimages,cartography, broadcastmonitoring;

� Covert communication:defenseapplications,intelligenceapplications.

Suchaclassi�cationis justoneof thepossiblefor watermarkingtechniques.

They canbedistinguishedin termsof hostdata- images,videos,audios,etc. -,

or availability of theoriginal datain thedetectionphase- nonblind in Figure

3.1or blind in Figure3.2 -, or watermarkembeddingdomain- spatialdomain,

discretecosinetransformdomain,wavelet transformdomain,fractal transform

domain,etc. ([86], [36].

As illustratedin Figures3.1and3.2,in awatermarkingscheme
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3.2. WATERMARKING REQUIREMENTS

1. thewatermarksignalis createdfrom theinputmessageandthewatermark

key

W = f w (m; k) (3.1)

In thesocalledinformedwatermarkingthewatermarkingsignaldepends

alsoon theoriginalwork into which it is inserted

W = f w (m; k; X ) (3.2)

2. thewatermarkingsignalis embeddedin theoriginalwork creatingthewa-

termarkedwork

X w = f em (X ; W) (3.3)

3. the recovery of the watermarkinvolvesthe original work andthe water-

markkey (in caseof nonblind detection)

m̂ = f de (X ; X w; k) (3.4)

or just thelatter(blind detection)

m̂ = f de (X w; k) (3.5)

To beprecise,thewatermarkdetectioncanrecoverthemessageor justcalcu-

latea con�dencemeasurebetweenthe recoveredwatermarkingsignalandthe

givenwatermark([65]).

By adoptinga communicationperspective a formal de�nition wasgivenby

Kalker in [70]:

”Watermarkingis a mechanismto createa communicationchannelthat is

multiplexedinto theoriginal content.”

3.2 Watermarking requirements

Themostimportantrequirementsof adigital watermarkingtechniquesare:

25



CHAPTER3. APPLICATION TO DIGITAL WATERMARKING

WATERMARK
ENCODER

+

  WATERMARK  EMBEDDER

WATERMARK
KEY

ORIGINAL
WORK

+

NOISE

WATERMARK  DETECTOR

OUTPUT
MESSAGEMESSAGE

INPUT
-

DECODER
WATERMARK

WATERMARKORIGINAL

m W Xw

Xk KEY kWORK X

m̂

Figure3.1: Communicationbasedmodelof nonblind watermarking
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Figure3.2: Communicationbasedmodelof blind watermarking
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3.2. WATERMARKING REQUIREMENTS

� Imperceptibility:thewatermarkshouldbeperceptualtransparent;

� Robustness:watermarkeddataprocessingcannotdamageor evendestroy

theembeddedmessagewithout renderingtheprocesseddatauseless;

� Security:theembeddedmessagecanbedetected(if justayes/noresponse

is given),decoded(if themessageis reconstructed),and/ormodi�ed only

by authorizedparties.

Watermarkingschemesdevelopmentinvolvesseveraldesigntradeoffs ([65]).

For example,messageembeddingshouldnot introduceperceptiblemodi�ca-

tionsinto theoriginalwork, but at thesametime to achievehigh robustnessthe

amplitudeof thewatermarkshouldbeashigh aspossible.Thereforeit is clear

thatimperceptibilityis strictly connectedto thepowerconstraintof theencoder,

if we seethe watermarkingprocedureasa power constrainedcommunication

with sideinformationat theencoder(seeIntroduction). Moreover, somevery

recenttheoreticalresultson this �eld seemto discover a tradeoff alsobetween

robustnessandsecurity([11]).

Thelevel of robustnessrequiredin theselectedapplicationaffect thedesign

of the method. Spatialdomaintechniquesaremoresuitableif the watermark

shouldberesistantto geometricdistortions,while transformdomaintechniques

shouldbe selectedif robustnessagainstJPEGcompressionwith high quality

factoris claimed.Themaintypesof distortionsconsideredare:

� Additiveandmultiplicativenoise;

� Linear�ltering;

� Nonlinear�ltering;

� Lossycompression;

� Localandglobalaf�ne transforms;
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CHAPTER3. APPLICATION TO DIGITAL WATERMARKING

� Datareduction.

Notice thatnot all watermarksneedto be robust to all possibleoperations:

fragile (not robustat all) andsemifragile watermarkingis neededfor authenti-

cationandtamperproo�ng applications.

The applicationscenarioimpactsalso the third importantcharacteristicof

thewatermarking.In fact,therearemany differentwaysto attackaschemeand

in particulareachapplicationrequiresits own level of security.

Thecritical roleof securityhasalwaysbeenrecognizeddueto theutilization

of watermarkingmethodsin hostilescenarios,wherethepresenceof anattacker,

trying to fool the system,hasto be considered.Securityattacksexploit the

knowledgeof the watermarkingalgorithm. In fact, following the Kerckhoff 's

principle([88]) ”a systemshouldbesecureevenif everythingaboutthesystem,

exceptthekey, is publicknowledge” . It constitutesthebaseof cryptanalysisand

henceof analysisof watermarkingsecurity([10]).

A completeclassi�cationof securityattacksis givenin [24]:

� WatermarkedOnly Attack (WOA);

� Known MessageAttack (KMA): theembeddedmessagem is known;

� Known OriginalAttack (KOA): theoriginalwork is known;

� EstimatedOriginalAttack(EOA): anestimateof theoriginalwork isknown.

As well ascryptographicalgorithms,watermarkingschemessplit into sym-

metricwatermarking,wheretheembeddinganddetectionkey is thesame,and

asymmetricschemes,wherethekey to embedthewatermarkis keptsecretwhile

thedetectionkey is public. Thedif�culties with symmetricmethodsenlargein

asymmetricalgorithms([10]). In fact, in this secondscenariothe knowledge

of thealgorithmandthepublickey makestheboundaryof thedetectionregion

known. Thereforesuchasymmetricschemessuffer undertheprojectionattack,

which is their mostcrucial problem([10]). The projectionattacktries to �nd
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3.2. WATERMARKING REQUIREMENTS

thefeaturevectorwithoutawatermarkthatis closestto thewatermarkedfeature

vector.

Securityhasbeenlongconfusedwith robustness([11]) (the�rst paperswhich

distinguishthe two conceptsare [23], [129], [91]). On onehand,robustness

againstthealreadylisteddistortionsis quiteeasyto measure,while thereis no

adequatetool to evaluatesecuritysofar. Part of currentlyresearchis addressed

to solve this problem(seefor instance[102], [24], [25]). Preliminaryresults

werepresentedby Barni (Universityof Siena,Italy) andPerez-Gonzalez(Uni-

versityof Vigo, Spain)in thetutorial ”Securityissuesin digital watermarking”

heldin thelastInternationalConferenceon ImageProcessing(ICIP 2005).

It is very importantto noticethata widely acceptedde�nition of watermark

security(and watermarkrobustness,respectively) it hasnot beenreachedso

far. ThecommonKalker's de�nition as”the inability by unauthorizedusers to

accessthecommunicationchannel”givenin [70] wasrevisedin thelastyearsin

severalpapersby Furonetal. in [57], [10], [24], [25], [56]. In [57] theintention

of anattackis providedasthekey to distinguishrobustnessfrom security, but

sucha distinction seemsnot to be exhaustive ([24], [25]). Therefore,Barni

andPerez-Gonzalezpresentedin their tutorial a new de�nition of watermark

robustnessandsecurity(preliminarypresentedin [32], [33], [135]):

”Attacksto robustnessare thosetarget is to increasetheprobabilityof error

of thedatahidingchannel.”

”Attacksto securityare thoseaimedat gainingknowledge aboutthesecrets

of thesystem(e.g. theembeddingand/ordetectionkeys).”

Moreover, they accessa way to measurethe securityof a watermarking

methodreferringto theirde�nition.
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3.3 Classesof schemes

Thestateof theart on watermarkingis too wide to presenta completesurvey

overall proposedalgorithms.Thetwo mostpopularclassesof schemesare:

� SpreadSpectrumWatermarking:non informedadditive or multiplicative

spreadspectrum;

� QuantizationIndex Modulation(QIM) Watermarking.

After the recentintroduction of QIM algorithms(seefor a detailedsur-

vey [43]) it is currentlyunderevaluationtheperformancecomparisonbetween

spreadspectrumandQIM watermarking([101], [93]). In QIM watermarking

a codebookis randomlygeneratedandsplit into a propernumberof subcode-

books,eachof which is associatedto adifferentmessage.Thesideinformation

is exploited in the codingprocessto choosebetweenseveral alternative code-

wordsfor thegivenmessage,embeddingtheonethat requiresthe leastdistor-

tion of theoriginal work ([36]). This kind of new algorithmsexploit theresult

of Costa([34]) in orderto achieve thehighercapacity(seeIntroduction).

Coxetal. haveveryrecentlyproposedtoapplythisprinciplealsotosteganog-

raphy. In [37] thecoverwork is chosensuchthatit is correlatedwith thehidden

message.

3.4 Hierar chical joint ownership of the original image

As alreadypointedoutin Section3.1themainproblemof nonblind watermark-

ing methodsis thattheoriginalwork is neededin thereconstructionphase.

Here,we proposeto managethe original work, in this casean image,in a

distributedway, in orderto achieve securityat leastin somespeci�c scenarios

([17]). Let usconsiderthespeci�c case,wherea public or privateorganization

needsto keepcontrol on internal resourcesdistributed to a numberof users.
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3.4. HIERARCHICAL JOINTOWNERSHIPOFTHE ORIGINAL IMAGE

... ... ... ...

Figure3.3: Structureof theauthoritygroup

In sucha context, the organizationcanbe regardedasan authoritywhich has

free accessto the original dataandassignswatermarked copiesto users,who

ignorethepresenceof thewatermark.A realisticexampleof suchanapplica-

tion scenariois providedby thedistributionof uniquelyidenti�able copiesof a

con�dential British cabinetdocumentto eachministerby MargaretThatcherin

1981.Hence,whenthedocumentwasprintedin thenewspapers,thesourceof

theleakcouldbediscovered([36], p. 4).

As aconsequence,anauthoritygroup(seeFigure3.3)managingthisprocess

hasto memorizethe cover image,preferablystoring it in a distributed (e.g.,

hierarchical)way for securityreasons.In orderto do thatit is naturalto applya

secretsharingprocedure.As describedin Chapter2, a (k; n) thresholdsharing

schemeallows to divide a secretinto n sharesandrequirestheknowledgeof at

leastk out of n sharesto reconstructtheoriginal content.Eachsharedoesnot

carryany meaningfulpartialplaintext of thesecretand,if thenumberof shares

availableis lessthank, apotentialattackercandonobetterthanguessing,even

with in�nite computingtime andpower. GuoandGeorganasproposedin [62]

to useIto's generalizedsecretsharingprocedure(seeSection2.2), but their

solutionhastheannoying drawbackthattheprocedureof sharesdistribution is

expensive in termsof storageandcomplexity, sincea hugenumberof sharesis

assignedto eachparticipant.For acritical analysisof thisalgorithmwereferto

[122].

We proposeto adaptthe dealeralgorithm describedin Section2.2.3 (see
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Figure3.4), which is basedon Birkhoff polynomial interpolationandhasthe

main advantagethat the secretsharingis simpli�ed by assigningjust a single

realnumberto eachmemberof thegroup.

1. A secretkey S is associatedto theoriginal imagein orderto storeit in a

secureway. Let the secretkey S a sequence(S0; : : : ; Sz) with 0 � z �

kt � 1 andSi 2 R for every i .

2. Let k = kt andpick apolynomial

p(x) =
k� 1X

i =0

ai x i

whereai =

(
Si 0 � i � z

randomin R z + 1 � i � k � 1:

3. Identify eachmemberof theauthoritygroupof level l with a randomele-

mentu 2 R andassociateto u thesharep(kl � 1) (u), wherep(h) denotesthe

h-th derivativeof p andk� 1 := 0:

In orderto reconstructthesecretkey S andafterwordsaccesstheoriginalim-

age,themembersof asubgrouphaveto solvethelinearsystem2.11(seeFigure

3.5).As aconsequenceof Theorems1 and3 of Chapter2, asetof memberscan

reconstructtheoriginal imageandverify thepresenceof thewatermarkif and

only if it is authorized.

Image
Original

coefficients 

Setting of 
polynomial

Computation
of 

derivatives

Shares
distibution

Evaluation on random
points assigned to

each member of the 
authority

Key 

Figure3.4: Block diagramillustratingthehierarchicaldistributionprocessof theoriginal image
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Collection of
shares of an
authorized 
subgroup

Linear system
resolution

Polynomial
coefficients
reconstruction

Key image
Original

Figure3.5: Block diagramillustratingthereconstructionof theoriginal imageby anauthorized

subgroupof membersof theauthoritygroup

3.5 A deterministic watermarking schemebasedon polyno-

mial interpolation

In order to exploit the distributedmanagementof the original imagealready

described,wepresenthereits utilizationcombinedwith anew nonblind water-

markingscheme,which is alsobasedonpolynomialinterpolation.

We proposea novel deterministicapproachto steganographicimagewater-

marking(i. e. whoseexistenceis hiddento users,accordingto theterminology

of [36]), requiringexact reconstructionof the signature(watermark)assigned

to eachuser. Insteadof consideringa long randomsequenceaswatermarkand

just a correlationmeasurefor its detectionas in [35], herea short meaning-

ful or randomsignatureis embeddedandthewatermarkdetectionconsistsin a

perfectrecovery of the insertedsignature.Thewatermarkingsignalis embed-

dedinto the frequency coef�cients of the original imagetransformedinto the

DCT domain- excluding the DC componentas in [35] - and it is distributed

in a redundantway over many samples,in orderto achieve robustnessandsi-

multaneouslybeimperceptible(seeSection3.2),asdiscussedin thefollowing

experimentalresults.

Let us recall the consideredscenario:an authorityA, hierarchicallyorga-

nized into several levels, distributes a given image I amonga set of users

u1; : : : ; un, keepingsomecontrol on the useof the imageby eachof them.

In particular, for any copy of I , thatmayundergo someimageprocessingope-
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rations,any subsetV � A in thegivenaccessstructure� shouldbeableto iden-

tify without ambiguitythe userthis copy comesfrom. A securemanagement

of I canbeprovidedby thefollowing procedure(similarly to theprocedurein

Figure3.4):

1. Fix d 2 N notexceedingthenumberof pixelsof I .

2. Apply the DCT to I andconsidera k � k submatrix J = (J i;j ) corre-

spondingto thelowestfrequency DCT coef�cients.

3. Put the entriesof J , but J0;0, into a vectorS = (a0; : : : ; az), wherez =

k2 � 1 (theDC componentis notusedin thewatermarkingprocedure).

4. Distribute S amongall membersof the groupaccordingto the rulesde-

scribedin the Section3.4, in sucha way that only certaindistinguished

subgroupscanrecoverS in orderto useI in thewatermarkingreconstruc-

tion phase.

3.5.1 Watermark generation

The watermarkconsistsin a sequenceof lettersassignedto eachuser. Such

a signaturecanbe eitherrandomor meaningfulaccordingto the authorityre-

quirements.Sincewe assumethattheauthoritydesiresa full reconstructionof

thewatermark,weexploit againapolynomialframework asit will bedescribed

in thenext Sections.In orderto avoid numericalstabilityproblems(seeSection

2.2.4), that may appearin the watermarkreconstructionphaseif polynomials

presentbig coef�cients, we minimizethemoduli of thenumbersinvolved. Ac-

cordingto a statisticalanalysisof the lettersin theEnglishdictionary([132]),

we constructa look-up tablebasedon the principle that the more frequenta

letterin thesetof Englishwords,thesmallertheintegerassociatedto it, sothat

the norm of the signatureis kept assmall aspossible.Speci�cally, the signa-

turewritten in Englishalphabetis �rst translatedinto asequenceof integersby
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Table3.1: Alphabetcoding
Alph. a b c d e f g h i

Code -1 9 -5 -6 1 -9 -8 8 -2

Alph. j k l m n o p q r

Code 13 11 5 -7 4 3 7 -13 2

Alph. s t u v w x y z

Code -4 -3 6 -11 -10 12 10 -12 0

meansof Table3.5.1.

3.5.2 Watermark embedding

As illustrated in Figure 3.6, for all usersuq, 1 � q � n, with signature

sq
1; : : : ; sq

l , an authorizedsubsetV 2 � performsthe following variantof the

dealeralgorithmof Section2.2.3:

1. Considerthetrigonometricpolynomial

pq(t) =
lX

i =1

sq
i sin(i! 0t) (3.6)

where ! 0 2 R is a constantradian frequency. Notice that the choice

of a trigonometricpolynomial is due to the fact that standardpolyno-

mial interpolationis ill conditioned,aspointedout in Section2.2.4,while

trigonometricfunctionsallow to solve linearsystemswith conditionnum-

bercloserto theoptimalvalue1.

2. Computethesamplinginstantstakenuniformlyovertherange[0; T] where

T = 2�
! 0

t i =
2� i

! 0(k2 � 1)
i = 1; : : : ; k2 � 1 (3.7)

let N = max1� i � k2� 1 jpq(t i )j andput the normalizedevaluationsof the

trigonometricpolynomialat the samplinginstantsinto the k � k square
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matrixW q = (W q
i;j ) de�ned asfollows:

W q
i;j =

8
><

>:

0 if i = j = 1

pq(t j � 1)=N if i = 1; j = 2; : : : ; k

pq(t (i � 1)k+ j � 1)=N otherwise

(3.8)

3. WatermarkI by substitutingevery J i;j with Ji;j (1 + � W q
i;j ), where� 2

R is a scalingfactor, small enoughto make the watermarked imageI q

perceptuallyindistinguishablefrom I .

Image
 Original

DCT Fusion
DCT 

WatermarkedInverse
Image

matrixsample
PolynomialTrigonometric

polynomial
Signature

Figure3.6: Block diagramshowing the variousstepsoccurringin the watermarkembedding

process

3.5.3 Watermark reconstruction

Let theimageI q bethewatermarkedcopy of I givento theuseruq, 1 � q � n,

possiblydecayed. In order to identify uq, an authorizedsubsetV 2 � �rst

reconstructsS by solving the linear system(2.11) (following the schemepre-

sentedin Section3.4),putsit into a matrix andrecoversJ . Then,for eachuser

uq, 1 � q � n, with signaturesq
1; : : : ; sq

l , V performsthefollowing procedure

(seeFigure3.7):

� Apply the DCT transformto I q andconsiderits k � k submatrix J q =

(J q
i;j ) correspondingto thelowestfrequency DCT coef�cients.
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� De�ne � = (� i;j ) by setting

� i;j = J q
i;j � Ji;j (1 + � W q

i;j )

whereW q is computedasin 3.1.2.

� De�ne thesetK (t) = f (a;b) 2 N � N suchthat j� a;bj < tjJa;bjg corre-

spondingto theleastcorruptedentriesandlet t = 1.

� If # K (t) < l, concludethatthesignatureof uq is not presentin I q. Oth-

erwise,computeN againasin 3.1.2andsolve thefollowing linearsystem
lX

i =1

sq
i sin(i! 0t (a� 1)k+ b� 1) = (3.9)

=
�

J q
a;b=Ja;b � 1

� N
�

8(a;b) 2 K (t)

in theunknownssq
1; : : : ; sq

l androundtheobtainedsolutionto theclosest

stringof integers.

� If the signatureof uq is recoveredwith 100%of accuracy, thenstopthe

procedurekeepingtrack of the number# K (t). Otherwise,reducethe

thresholdt of a2%factorandgoto Step4. Noticethatonly a�nite number

of repetitionsof Step4 is neededin orderto concludeoneway or another

since# K (t) decreaseswith t.

� Finally, V 2 � associatesI q to the useruq for which the signaturehas

beenfully reconstructed.In caseof con�icts, i.e., whenit comesout that

several differentsignaturesare fully reconstructedfrom I q, V compares

the differentvaluesof # K (t) of the correspondingusersandassociates

I q to theuseruq showing thehighest# K (t).

It is worth mentioningthat,in [30] and[81] ananalogoussinusoidalpattern

hasalreadybeensuccessfullyexploited to embeda pseudo-randomsequence.

In theseworks, however, the detectionof the watermarkwasjust limited to a

correlationmeasurement.
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Figure3.7: Block diagramof thewatermarkreconstructionprocess
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3.5.4 Experimental results

As customaryin watermarkingapplications,werequireourschemeto berobust

againststandardimageprocessingoperators,suchasvarious�lters, geometric

distortionsandcompression(seeSection3.2). In orderto obtaina reliablede-

terministicpolynomial reconstruction,we needto facethe problemof image

degradationsdueto theapplicationof suchoperators.Despitethepreservation

of theglobalqualityof theimage,thedegradationmaydrasticallycorruptsome

entriesof theDCT imagewherethewatermarkis inserted.We overcomethis

issueby asuitableselectionof theDCT samplesconveying thewatermark.

We implementedour watermarkingapproachsetting ! 0 = 2� , d = 16,

� = 0:1 and testedit on a set of 70 imagesof different natureto deduce

meaningfulconclusions. In general,the watermarkinsertedin the imageis

imperceptiblesinceon averagePSNR= 43dB (seeFigures3.9and3.11). The

attackswe consideredto verify the methodrobustnessarethe following stan-

dardimagedegradationoperations:additive white Gaussiannoisewith power

10dB; additiveuniformnoisewith varianceequalto 12;3� 3 moving average;

Gaussianlowpass�ltering of size3 � 3 with standarddeviation0:5; rotationin

a counter-clockwisedirectionof at most1:5 degreeusingthenearestneighbor

interpolationmethod;resizingto variousdimensions(down to onepercentof

theoriginal imagearea)usingthenearestneighborinterpolationmethod;JPEG

compressionwith quality factordown to 25%. For all theseattacks,we tried

to reconstructthe insertedsignaturewith 100%of accuracy accordingto two

differentexperimentalscenarios.

The �rst scenariointendsto testthe possibility of applyingthe methodin-

dependentlyof the imagecharacteristics.This wasdoneby insertingthesame

signatureon the 70 availabledifferent images.The obtainedresultsaresum-

marizedin Table3.2 with the signaturechosenasDITUNITN. In this table,we

report the averageprobability of success(PS), the averageand the minimal
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Figure3.8: OriginalLenaimage

Figure3.9: WatermarkedLenaimage(PSNR= 43:09)
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Figure3.10:OriginalBaboonimage

Figure3.11:WatermarkedBaboonimage(PSNR= 42:99)
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Table3.2: Resultsobtainedfor the�rst experimentalscenario(�x edmeaningfulsignatureem-

beddedinto 70differentimages)
attack PS mean# K min # K

add.gauss.noise 100% 205 96

add.unif. noise 100% 194 84

moving average 100% 103 51

gaussianlpf 100% 206 124

resizing(0.1) 100% 134 80

rotation(1.5) 100% 67 46

JPEG(25%) 100% 154 69

numbersof samplesselectedfor watermarkreconstruction(mean# K andmin

# K , respectively). Theobtainedresultsdemonstratethat themethodis image

independent.Theembeddedsignatureis recoveredwith 100%of accuracy for

eachimagewith averyhighnumberof samples.

The secondscenarioaimsat assessingthe sensitivity of the methodto the

choiceof the signatureusedto watermarkthe image. This was carriedout

by consideringtwo imagesof different typologieslike the LenaandBaboon

images(seeFigures3.8 and3.10, respectively) distributedamong70 usersto

which randomsignatureswereassociated.For thetwo images,thequantitative

resultsarereportedin Table3.3 and3.4, respectively. ThewatermarkedLena

andBaboonimagesrespondverywell to all attacksfor everysignatureinserted.

In addition, we report for eachattackalso the plots showing the numberof

samplesfoundfor eachsignature(seeFigures3.12- 3.15). In all cases,a peak

identi�es thetrueinsertedsignaturecorrespondingto position35 in theplots.
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Table3.3: Resultsobtainedin thesecondexperimentalscenariofor theLenaimageby embed-

ding70differentrandomsignatures

attack PS mean# K min # K

add.gauss.noise 100% 201 46

add.unif. noise 100% 201 181

moving average 99% 126 61

gaussianlpf 100% 200 192

resizing(0.1) 100% 178 87

rotation(1.5) 99% 54 8

JPEG(25%) 100% 175 27

Table3.4: Resultsobtainedin thesecondexperimentalscenariofor theBaboonimageby em-

bedding70differentrandomsignatures

attack PS meank min k

add.gauss.noise 100% 170 41

add.unif. noise 100% 163 32

moving average 100% 120 16

gaussianlpf 100% 193 191

resizing(0.1) 100% 86 11

rotation(1.5) 99% 55 11

JPEG(25%) 100% 82 10
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Figure3.12:Numberof samplesfoundversussignaturefor Lenaimageafter: (a)additivewhite

Gaussiannoise;(b) additiveuniformnoise;(c) moving average;(d) Gaussianlowpass�ltering
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Figure3.13: Numberof samplesfoundversussignaturefor Lenaimageafter: (e) scalingwith

a factorof 0.1; (f) rotationof 1.5 degrees;(g) JPEGcompressionwith quality factorequalto

25%

45



CHAPTER3. APPLICATION TO DIGITAL WATERMARKING

0 10 20 30 40 50 60 70
0

20

40

60

80

100

120

140

160

180

200

220

0 10 20 30 40 50 60 70
0

50

100

150

200

250

(a) (b)

0 10 20 30 40 50 60 70
0

20

40

60

80

100

120

140

0 10 20 30 40 50 60 70
0

50

100

150

200

250

(c) (d)

Figure3.14: Numberof samplesfound versussignaturefor Baboonimageafter: (a) additive

white Gaussiannoise;(b) additive uniform noise;(c) moving average;(d) Gaussianlowpass

�ltering
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Figure3.15: Numberof samplesfound versussignaturefor Baboonimageafter: (e) scaling

with a factorof 0.1; (f) rotationof 1.5degrees;(g) JPEGcompressionwith quality factorequal

to 25%
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3.6 An asymmetricwatermarking schemebasedon linear al-

gebra

Here,we investigatea novel asymmetricwatermarkingschemebasedon ele-

mentarylinearalgebrawhich, besidesstandardrobustnessrequirements,satis-

�es nontrivial securityandinvertibility properties([16]).

As pointedout in Section3.1,watermarkingsecurityis arisinga greatdeal

of interestin both academyandindustry. The analogywith public key cryp-

tography suggeststo considerasymmetricstructures,involving a private key

for embeddinganda public key for detection(see[58] for a detailedsurvey).

However, thispropertyis by nomeanssuf�cient in orderto makeawatermark-

ing schemesecure:asremarked in [10], x 5, almostall availableasymmetric

watermarkingschemescanbe defeatedby a standardclosestpoint or projec-

tion attack(seeSection3.6.3below for details).On thecontrary, theproposed

methodis de�nitely secureunderprojectionattack,aswe bothmathematically

proveandexperimentallyverify.

Westressthatourapproachsubstantiallyimprovespreviousasymmetricsche-

mesapplyinglinearalgebra.Indeed,theeigenvectorwatermarkingschemein-

troducedin [45] hasbeendefeatedby aneffectiveattack(see[44], Section4.4)

andthemethodpresentedin [31] is subjectto maliciousdisabilitationof pub-

lic detection(see[31], SectionIII.B). On theotherhand,theschemeproposed

in [117] is prove to besecureunderprojectionattack. Unfortunately, in order

to achieve sucha property, the watermarkcannotbe chosenarbitrarily, but it

turnsout to beheavily dependenton thehostimage(seein particularstatement

c) of the Theoremon p. 787,which shows that the watermarkis forcedto be

a suitablemultiple of a sequencedeterministicallyextractedfrom the original

image).As aconsequence,themethodof [117] is appropriatejust for copyright

protection,whereonly onekey is assignedto eachimage,but de�nitely not for

�ngerprinting or copy protection,whereevery recipientis identi�ed by its own
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key. On thecontrary, our approachis suitablealsofor �ngerprinting, allowing

theinsertioninto any imageof anarbitrarywatermarkingsequence.

In thiskind of asymmetricwatermarkingschemetheencodinganddecoding

algorithmsaswell asthedetectionkey areknown, while theembeddingkey is

kept secret.Let us �x an integer n � 1 anda featurespaceX (for instance,

the spacecorrespondingto the entriesin the top left cornerof the DCT) and

decomposeit into two orthogonalsubspacesW of dimension2n andV. Next,

we split W into two orthogonalsubspacesG and H of dimensionn and we

choosematricesG andH whosecolumnsform anorthonormalbasisof G and

H, respectively. Finally, wepick anarbitrarywatermarkingsequencew 2 Rn.

3.6.1 Embeddingand detection

Let � o 2 X bethefeaturevectorassociatedto theoriginal image.Wewrite

� o =  o + � o (3.10)

where o 2 W and� o 2 V, and

 o = Gs + H t (3.11)

Thewatermarkembeddingis de�ned by

� w = � o + Gw (3.12)

whereG is theembeddingkey (seeFigure3.16).

Next wechooseasymmetricmatrixA (i.e.,AT = A) satisfying

A(s + w) = s + w (3.13)

andanorthogonalmatrixB (i.e.,B T = B � 1) satisfying

Bt = � (s + w) (3.14)
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with � := ktk=ks + wk andwede�ne

D = AGT + �B H T (3.15)

which is releasedto the public and is the crucial ingredientin the detection

phase(seeFigure3.17). As far asB is concerned,we point out the following

easyfact.

Lemma 4. If s + w 6= 0, thenwecanconstructan orthogonalmatrix B satis-

fying (3.14).

Proof. If t = 0, just takeB equalto theidentitymatrix. For t 6= 0, let a1 := t
ktk

andb1 := s+ w
ks+ wk andcompletethemto orthonormalbases(a1; a2; : : : ; an) and

(b1; b2; : : : ; bn) of Rn (for instance,completethemto arbitrarybasesandthen

apply the standardGram-Schmidtorthonormalizationprocess). If M (resp.,

N ) is the matrix with aT
i (resp.,bT

i ) as the i -th column(i = 1; : : : ; n), then

M (1; 0; : : : ; 0)T = aT
1 andN (1; 0; : : : ; 0)T = bT

1 . The matrix B := N M T is

orthogonalsinceit is productof orthogonalmatricesandBaT
1 = N M TaT

1 =

N (1; 0; : : : ; 0)T = bT
1 , so(3.14)holds.

Noticethattheassumptions + w 6= 0 is trivially satis�edsinceimpercepti-

bility of thewatermarkimplieskwk << ksk.

Theexistenceof A is ensuredby thetrivial choiceA=I (theidentitymatrix).

However, in order to obtainhigherdetectionperformanceswe proposea dif-

ferentchoicefor A. Namely, �x an integer k � 3, take N asin the proof of

Lemma4 andlet

A = N

0

B
B
B
B
@

1 0 : : : 0

0 10k : : : 0
... ... ...

0 : : : 0 10k

1

C
C
C
C
A

N T :

HenceA keeps(s + w) �x edandrescalesnormsof vectorsin all otherdi-

rectionsin orderto minimizefalse-positiveprobability.
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ORIGINAL IMAGE
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EMBEDDING KEY
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WATERMARKED IMAGE
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Figure3.16:Watermarkembedding

WATERMARKED
IMAGE

PUBLIC KEY

DETECTION
WATERMARK

Figure3.17:Watermarkdetection
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Letnow � e beanextractedfeature.Thewatermarkdetectionisaccomplished

by thedecisionfunction

� (� e) =

(
1 if jsim(s + w; D� e)j � "

0 otherwise
(3.16)

where0 � " << 1 is asuitablethresholdand

sim(s + w; D� e) =

(
(s+ w)T D� e

ks+ wkkD � ek if D � e 6= 0

0 if D � e = 0
(3.17)

De�nitions (3.16)and(3.17)for thedetectoraremotivatedby thefollowing

result,whichshowsthatthewatermarkis perfectlydetectedin thefeaturevector

associatedto thewatermarkedimage.

Proposition2. Wehavesim(s + w; D� w) = 1.

Proof. From de�nitions (3.15), (3.12), (3.10), (3.11) it follows that D� w =

(AGT + �B H T )(Gs+ H t + � o+ Gw) = A(s+ w) + �B t = (1+ � 2)(s+ w) by

conditions(3.13)and(3.14)(noticethatGTG = H TH = I , GTH = H TG = 0

sincethe columnsof G andH areorthonormalbasesof mutually orthogonal

spaces).Hencefrom (3.17)wededuce

sim(s + w; D� w) =
(1 + � 2)(s + w)T (s + w)

(1 + � 2)ks + wk2 = 1

Noticethatthedetectorneedsonly thematrixD andthevectors+ w. There-

fore, if we take (G; H; A; B) asasecretkey and(D; s + w) asapublickey, we

obtainanasymmetricwatermarkingscheme.

3.6.2 Fingerprinting applications

In �ngerprinting applicationsa uniquewatermarkis embeddedinto eachcopy

of a work: the watermarkidenti�es the legal recipientof the copy andcanbe
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usedto tracethesourceof illegally redistributedcontent.With theusual�nger-

printing schemesthecontentprovider knows theclient's identity andtherefore

canobtainproof againsthim alsoif he is innocent.Anonymous�ngerprinting

schemespreventsthe contentprovider from framing the client by makingthe

�ngerprinted versionknown to the client only. The buyer canprovide a �n-

gerprintedcopy without revealinghis identity to the contentprovider andthe

provider canlearnhis identity only if he obtainthe purchasedcopy andwith

helpof anauthority[126]. In orderto adaptour schemeto anonymous�nger-

printing, let us introducean authority, a client anda server. The role of the

authorityis to provideasafebridgebetweenclientandserverensuringboththe

privacy of the �rst andthe securityof the latter. More explicitly, the author-

ity receivesfrom a givenclient therequestof animageandfrom theserver the

correspondingoriginalimage.Next, theauthorityassociatesto thatclientacon-

ventionalwatermarkw andproducesthewatermarkedimageby usingthesecret

key (G; H; A; B). Finally, it distributesto theclient thewatermarkedimageand

to the server the public key (D; s + w). As a consequence,the server is able

to recognizea nonauthorizeduseof theimagewithout violating theprivacy of

theclient. Suchascenariois not far from reality. Let usthink to photoarchives

- for exampleAlinari' s - andto their both needto keepcontrol on copiesand

needto statehonesty.

We stressthat, in order to be surethat a given client andnot anotheruser

is responsibleof a violation, it is essentialthat thewatermarked imageis kept

secretandtheproposedmethodenjoyssuchaproperty. Ontheotherhand,both

the embeddingkey and the original imagecan be managedby the authority

group in a hierarchicalway in order to ensurethe accessonly to authorized

subgroups(seefor instance[41] for thecaseof precisioncritical images).

As far astheoriginal imageis concernedwe refer to the�rst watermarking

applicationof Section3.4. Here,we aregoing to adaptandsimplify this last

approachfor thehierarchicalmanagementof theembeddingkey, exploiting our
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Figure3.18:Multilevel accessto theembeddingkey

hierarchicalsecretsharingschemeof Section2.2.3.As in Section3.4weadapt

thedealeralgorithmof Chapter2:

1. ProtectthematrixG with asecretsequenceS = (S0; : : : ; Sz) with Si 2 R

for every0 � i � z.

2. Let k = kt andpick apolynomial

p(x) =
k� 1X

i =0

ai x i

whereai = Si for every 0 � i � z andai arbitraryelementsof R for

z + 1 � i � k � 1.

3. Identify eachmemberof the authorityof level l with a randomelement

u 2 R andassociateto u theshareP (kl � 1) (u), wherep(h) denotesasabove

theh-th derivativeof p andk� 1 := 0:

A subgroupof the authoritycan reconstructthe secretsequenceS, hence

accessthematrix G and�nally remove thewatermark(seeSection3.6.3)- or

similarly accesstheoriginal image- if andonly if it belongsto theprede�ned

accessstructure(Theorems1 and3 of Chapter2).

3.6.3 Invertibility and security analysis

Standardwatermarkingtechniquesbasedon lossy compressionsuchas least

signi�cant bit watermarkingpresenta possibledrawback. Indeed,themanipu-
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lation of the imageintroducea small amountof distortionwhich irreversibly

impactsits integrity. Although thechangesareimperceptible,they needto be

avoided in someprecisioncritical applications.Watermarkinginvertibility is

crucial for several applicationswherethe imageintegrity shouldnot be irre-

versiblycorruptedby thewatermarkinsertionandthedistortiondueto authen-

ticationcanberemovedto obtaintheoriginaldata.Thisnew paradigmhasbeen

thesubjectof bothdeeplytheoretical([71]) andapplicationorientedinvestiga-

tions ([49]-[55]), andis still a very active researcharea([26], [94]). Speci�c

applicationsincludeattributionof medicalimagesfor clinical purposes- where

evensmallmodi�cationsarenotacceptablefor obviouslegal reasonsandapo-

tential risk of a physicianmisinterpretingan image- copyright protectionof

biological or satelliteimages,personalidenti�cation via �ngerprinting (asal-

readypointedout in Section3.6.2)or iris matching.

The designedschemeallows to completelyremove the watermarkandre-

cover a distortion free imageby exploiting the knowledgeof the embedding

key. In order to ensurethe accessto precisioncritical imagesonly to autho-

rized groups,we proposeto managethe embeddingkey in a distributedway

asalreadydescribedin Section3.6.2andsummarizedin Figure3.18,allowing

on/off accessfor authorizedor nonauthorizedgroups.

Theknowledgeof theembeddingkey G andthewatermarkingsequencew

allows to remove thewatermarkandthereforeto recover theoriginal imagein

adistortionfreewayasfollows

� o = � w � Gw (3.18)

(seeFigure3.19).Extensivetestsof watermarkremoval con�rm thattherecove-

redimageis identicalpixel perpixel to theoriginalone.

We pointout that,eventhoughit is notpartof thepublickey of themethod,

w canbe publishedwithout occurringin additionalsecurityproblems. Here

securityof thewatermarkrefersto the inability by not authorizedusersto de-
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Figure3.19:Watermarkremoval

codetheembeddedsequence.As discussedin [10], x 5, thecrucialproblemfor

asymmetricwatermarkingsecurityis representedby theprojectionattack. As

explainedin [117], III.B., p. 786,aprojectionattackreplacesthefeaturevector

� w associatedto thewatermarkedimagewith a featurevector ~� satisfying

k~� � � wk = min k� � � wk2 (3.19)

undertheconstraint

� (� ) = sim(s + w; D� ) = 0 (3.20)

Hence, ~� is the non-watermarked featurevectorclosestto � w. By de�nition

(3.17), condition (3.20) saysthat (s + w)TD� = 0, i.e., � hasto lie on the

hyperplanethroughthe origin of the featurespacehaving normalvectora =

D T (s + w). As a consequence,thefeaturevector ~� satisfyingcondition(3.19)

is theprojectionof � w ontothishyperplane,which is givenby

~� = � w �
aT � w

kak2 a (3.21)

Themainresultof [16] is thefollowing:

Theorem 4. For everychoiceof thewatermarkw, our schemeis secure under

projectionattack.
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Proof. By (3.15)wehavea = D T (s+ w) = (GAT + �H B T )(s+ w) = G(s+

w)+ H t sinceAT (s+ w) = A(s+ w) = s+ w by (3.13)and�B T (s+ w) = t by

(3.14).On theotherhand,if we let  w = � w � � o, from (3.12),(3.10),(3.11)it

followsthat w = � o+ Gw� � o = Gs+ H t + � o+ Gw� � o = G(s+ w) + H t.

Henceweseethata =  w andfrom (3.21)wededuce

~� = � w �
 T

w� w

k wk2 w = � w �  w = � o

by de�nition of  w. Since� o 2 V is the fragile part of the original feature

vector, we concludeas in [117], III.B., p. 786, that the imagereconstructed

from ~� hasahighprobabilityof beingperceptuallydistorted.

Figures3.22,3.25and3.38show theeffectof aprojectionattackon3sample

images(Figures3.20, 3.23 and 3.36). The resultingdegradationis apparent

(PSNR15:9, 17:0 and16:4, respectively).

We stressthat thecorrespondingresultin [117] impliesthatw is a multiple

of s (seestatementc) of theTheoremon p. 787). On thecontrary, thesecurity

of ourschemedoesnotdependonaspeci�c watermark,thusmakingit suitable

alsofor �ngerprinting.

3.6.4 Experimental results

Althougha perfectrecovery of theoriginal imageexcludedistortionattackson

thewatermarkedimage,neverthelesstheapplicationof awatermarkingscheme

for copyright or copy protectionrequiresrobustnessagainst standardimage

degradationoperators.

Robustnessof ourasymmetricwatermarkingschemeagainststandardimage

degradationoperatorscanbeevaluatedby simulations.In orderto implement

theembeddingprocedure,�rst we chooseX asthesubspacecorrespondingto

a 32� 32submatrix in theupperleft cornerof theDCT of theoriginal image.

Next, wesplit X into W, correspondingto theupperleft 20� 20submatrix,and
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Figure3.20: Original imageof a tension/compressionteston a cylindrical specimenof white

matter, harvestedfrom theparietallobeof ahumanbrainin thesaggitaldirection

Figure3.21:Watermarkedimage(PSNR= 44:6) of a tension/compressionteston a cylindrical

specimenof white matter, harvestedfrom the parietallobe of a humanbrain in the saggital

direction
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Figure3.22: Imageof a tension/compressionteston a cylindrical specimenof white matter,

harvestedfrom the parietal lobe of a humanbrain in the saggitaldirection underprojection

attack(PSNR15:9)

Figure3.23:Original imageof aniris
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Figure3.24:Watermarkedimageof aniris (PSNR= 45:4)

Figure3.25: Imageof aniris underprojectionattack(PSNR17:0)
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its complementarysubspaceV. Finally, wede�ne Gby randomlyselectinghalf

entriesof W andH by takingtheremainingones.In orderto constructmatrices

G andH wesimplyorthonormalizerandombasisof GandH, respectively. The

testingis performedonadatabaseof 20images,includingbiomedicaldata(uni-

axial tension/compressionexperimentsonbraintissuessamples)andbiometric

images(irides for identi�cation purposes).We alwayssetk = 3 andconsider

randomlygeneratedwatermarksequencesof lengthn = 200, suitablyscaledto

meetimperceptibility(seeFigures3.21and3.24).

First, a coupleof images(Figures3.20and3.23)arewatermarked andde-

tectionresponsesfor 100differentwatermarksareinvestigatedafterthefollow-

ing attacks:additive white Gaussiannoisewith power 15dB; additive uniform

noisein theinterval [� 20; 20]; 3 � 3 moving average;Gaussianlowpass�lter -

ing of size3 � 3 with standarddeviation 0:5; median�ltering usingthe3-by-3

neighborhood;resizingof a linearfactorof 0:6 usingthenearestneighborinter-

polationmethod;JPEGcompressionwith quality factor25%; andcombination

of the above attacks. Despitethe different typology of the testedimagesand

operations,detectionworksperfectlyin all cases.Indeed,thereally embedded

watermarkis alwaysidenti�ed by a peakin theplot of sim values(seeFigures

3.26-3.31).

Next, " = 0:06 is setand the probability of detectionis evaluatedafter a

JPEGcompressionasafunctionof thequalityfactoronadatabaseof 20images

and10differentwatermarksperimage.Theresultssummarizedin Figure3.32

show thatthedetectionprobabilityequals1 for JPEGcompressionqualityfactor

down to 20. Suchperformancesshouldbe comparedwith thosereportedin

[58], Figure6, wherethe detectionprobability for quality factor20 is always

lessthan0:3. A similaranalysisfor whiteGaussiannoiseadditionasa function

of its poweris reportedin Figure3.33andin Figure3.34for resizingwith factor

from 1 down to 0 of eachside.

Finally, thefalsepositiveprobabilityis measuredby considering20unwater-
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Figure3.26: Sim valuesversuswatermarkfor thebrain imageafter the following attacks:(a)

noattack;(b) additivewhiteGaussiannoisewith power15dB; (c) additiveuniformnoisein the

interval [� 20; 20]; (d) 3 � 3 moving average
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Figure3.27: Sim valuesversuswatermarkfor thebrain imageafter the following attacks:(e)

Gaussianlowpass�ltering; (f) median�ltering; (g) scalingwith a factorof 0.6; (h) JPEGcom-

pressionwith quality factorequalto 25%

63



CHAPTER3. APPLICATION TO DIGITAL WATERMARKING

0 10 20 30 40 50 60 70 80 90 100
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0 10 20 30 40 50 60 70 80 90 100
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

(i) (l)

Figure3.28: Sim valuesversuswatermarkfor thebrain imageafter the following attacks:(i)

3 � 3 moving averageandadditive uniform noisein the interval [� 20; 20]; (l) additive white

Gaussiannoisewith power15dB andJPEGcompressionwith quality factorequalto 25%
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Figure3.29: Sim valuesversuswatermarkfor theiris imageafterthefollowing attacks:(a) no

attack;(b) additive white Gaussiannoisewith power 15 dB; (c) additive uniform noisein the

interval [� 20; 20]; (d) 3 � 3 moving average
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Figure3.30: Sim valuesversuswatermarkfor the iris imageafter the following attacks:(e)

Gaussianlowpass�ltering; (f) median�ltering; (g) scalingwith a factorof 0.6; (h) JPEGcom-

pressionwith quality factorequalto 25%
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Figure3.31:Simvaluesversuswatermarkfor theiris imageafterthefollowing attacks:(i) 3� 3

moving averageandadditiveuniformnoisein theinterval [� 20; 20]; (l) additivewhiteGaussian

noisewith power15dB andJPEGcompressionwith quality factorequalto 25%
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Figure3.32:DetectionprobabilityversusJPEGcompressionquality factor

68



3.6. AN ASYMMETRIC WATERMARKING SCHEMEBASEDON LINEAR ALGEBRA

30 25 20 15 10 5 0
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

AWGN power [dB]

D
e
te

c
ti
o
n
 p

ro
b
a
b
ili

ty

Figure3.33:DetectionprobabilityversusadditivewhiteGaussiannoisepower
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Figure3.34:Detectionprobabilityversusresizingfactorof eachimageside
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Figure3.35:Falsepositiveprobabilityversusthreshold

markedimagesand10differentwatermarksperimageandletting thedetection

threshold" varydown to 0 (seeFigure3.35).Evenin theabsenceof distortions

the probability of detectinga watermarkwhereit doesnot exist mustbe very

small. In this case,falsepositive probability is de�nitely 0 for every " � 0:18,

thusimproving theperformancesdescribedin [117], Figure6.

Thesamesetof testsarealsorunconsideringmuchsmallerbiometricalima-

gesrepresentingfaces(seefor instanceFigure3.36). In this casewe should

resetall parametersandwechooseX asthesubspacecorrespondingto a15� 15

submatrix in theupperleft cornerof theDCT of theoriginal image.Next, we

split X into W, correspondingto the upperleft 10 � 10 sub matrix, and its

complementarysubspaceV. Finally, we de�ne G by randomlyselectinghalf

entriesof W andH by takingtheremainingones.G andH areconstructedas
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Figure3.36:Original imageof a face

Figure3.37:Watermarkedimageof a face(PSNR= 40:5)
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Figure3.38: Imageof a faceunderprojectionattack(PSNR16:4)

in previousexperimentalsetting,by simplyorthonormalizingrandombasisof G

andH andthetestingis performedonadatabaseof 40faces.Wesetk = 3 and

considerrandomlygeneratedwatermarksequencesof lengthn = 50, suitably

scaledto meetimperceptibility(seeFigure3.37).

Figures3.39- 3.41reportsdetectionresponsesconsideringFigure3.36wa-

termarked with 100 different watermarksand the following attacks: additive

white Gaussiannoisewith power 15 dB; additive uniform noisein the interval

[� 20; 20]; 3 � 3 moving average;Gaussianlowpass�ltering of size3 � 3 with

standarddeviation 0:5; median�ltering usingthe3-by-3neighborhood;resiz-

ing of a linear factorof 0:6 using the nearestneighborinterpolationmethod;

JPEGcompressionwith quality factor25%; andcombinationof theabove at-

tacks.Also with sucha differentdatabaseanddespitethedifferenttypologyof

thetestedimagesandoperations,detectionworksperfectlyin all cases.Indeed,

thereallyembeddedwatermarkis alwaysidenti�ed by apeakin theplot of sim

values.

Figure3.6.4reportsdetectionprobabilityafterJPEGcompressionasa func-

tion of thequalityfactoronadatabaseof 40imagesand10differentwatermarks

perimage(" = 0:035). A similar analysisfor white Gaussiannoiseadditionas

73



CHAPTER3. APPLICATION TO DIGITAL WATERMARKING

0 10 20 30 40 50 60 70 80 90 100
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0 10 20 30 40 50 60 70 80 90 100
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

(a) (b)

0 10 20 30 40 50 60 70 80 90 100
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0 10 20 30 40 50 60 70 80 90 100
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

(c) (d)

Figure3.39:Simvaluesversuswatermarkfor thefaceimageafterthefollowing attacks:(a)no

attack;(b) additive white Gaussiannoisewith power 15 dB; (c) additive uniform noisein the

interval [� 20; 20]; (d) 3 � 3 moving average
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Figure3.40: Sim valuesversuswatermarkfor the faceimageafter the following attacks:(e)

Gaussianlowpass�ltering; (f) median�ltering; (g) scalingwith a factorof 0.6; (h) JPEGcom-

pressionwith quality factorequalto 25%
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Figure3.41: Sim valuesversuswatermarkfor the faceimageafter the following attacks:(i)

3 � 3 moving averageandadditive uniform noisein the interval [� 20; 20]; (l) additive white

Gaussiannoisewith power15dB andJPEGcompressionwith quality factorequalto 25%
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Figure3.42:DetectionprobabilityversusJPEGcompressionquality factor(facesdatabase)

afunctionof its power is reportedin Figure3.43andin Figure3.6.4for resizing

with factorfrom 1 down to 0 of eachside(" = 0:035).

Finally, thefalsepositiveprobabilityis measuredby considering40unwater-

markedimagesand10differentwatermarksperimageandletting thedetection

threshold" varydown to 0 (seeFigure3.6.4).Evenin theabsenceof distortions

the probability of detectinga watermarkwhereit doesnot exist mustbe very

small.
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Figure3.43:DetectionprobabilityversusadditivewhiteGaussiannoisepower (facesdatabase)
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Figure3.44:Detectionprobabilityversusresizingfactorof eachimageside(facesdatabase)
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Figure3.45:Falsepositiveprobabilityversusthreshold(facesdatabase)
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Chapter 4

Application to ad hocnetworks

4.1 What aread hocnetworks?

Nowadays,ad hoc networks representa relevant researchtopic in the �eld of

telecommunicationnetworks. In an ad hoc network wirelesshostscommuni-

catewith eachother in the absenceof a �x ed infrastructure(seeFigure4.1).

They canbe usedin several applications,rangingfrom tacticaloperations,to

establishquickly military communicationsduring thedeploymentof forcesin

unknown andhostile terrain, to rescuemissions,for communicationin areas

without adequatewirelesscoverage;from exhibitionsor conferencesor virtual

classrooms,to sensornetworks,for communicationbetweenintelligentsensors.

In the last application,mobile ad hoc networks arelikely to achieve wide de-

ploymentin the nearfuturebecausethey greatlyextendthe ability to monitor

andcontrolthephysicalenvironmentfrom remotelocations.

Exampleof applicationsaremicroclimatecontrolin buildings,environmen-

talmonitoring,homeautomation,interactivemuseum,distributedmonitoringof

factoryplants,chemicalprocesses,pollutionlevel ([63]), trackingof radioactive

materials([98]), etc.Currentlymany systemsfocuson environmentalmonitor-

ing applications:for exampleonthecoastof MaineonGreatDuckIsland�ocks

of seabirdsareobservedin summer, or in Californiainformationon themicro

climatessurroundingredwoodsarecollected([89]). In fact, sensornetworks
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arebecominganimportantpartof everydaylife andnew technologiesandnew

applicationsareemerging ([63]). Due to thecontinuousdemandfor moreso-

phisticatedapplications,low cost, smartsensors,which are easyto use,are

producedby theindustries.

Ad hocandin particularsensornetworksareusuallybuilt with a largenum-

ber of small devices with limited batteryenergy, memory, computationand

communicationcapacities([99]). Suchresourcelimitationsrepresentnew chal-

lengesin protocoldesign.

Figure4.1: Ad hocnetworks

4.2 Ad hocnetworks challenges

Theuniquecharacteristicsof adhocnetworks(andthereforesensorsnetworks)

presentanew setof nontrivial challenges:

� frequenttopologychanges;

� sharedwirelessmedium;

� resourceconstraints.

”Wirelessnetworkingcomplicatesrouting as well as security, and ad hoc

networkingincreasesthat complexity by an order of magnitude” ([42]). The
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nodesin ad hoc network function asroutersthat discover andmaintainpaths

to othernodesin thenetwork. Theprimarygoalof anadhocnetwork routing

protocol is to establisha correctandef�cient routebetweena pair of nodes.

Not all hostsarewithin the transmissionrangeof eachotherandcommunica-

tion is achieved by multihop routing, whereintermediatenodescooperateby

forwardingpacketsbetweentwo hosts(seeFigure4.2). Due to the hostsmo-

bility, thetopologyof thenetwork canchangewith timeandnoassumptioncan

bemadeabouttheinitial con�guration. As a consequence,nodeshave to build

andupdatetheir routingtablesautomaticallyandeffectively.

Figure4.2: Multihop routingin adhocnetworks

Dedicatedrouting algorithmshave to contendwith the alreadydescribed

characteristicsandto scalewell with a large numberof nodesin thenetwork.

Traditionally, multihop routing for mobile ad hoc networks can be classi�ed

into proactiveandreactivealgorithms.

In proactive routing algorithms,eachnodein the mobile ad hoc network

maintainsa routing table that containsthe pathsto all possibledestinations.

Nodesperiodicallyrefreshtheexisting routing informationso thatevery node
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canimmediatelyoperatewith consistentandupdatedrouting tableswhenever

heneedsto senddata. If thenetwork topologylocally changes,all routing ta-

blesthroughoutthenetwork haveto beupdated.Thiskind of routingalgorithms

(suchastheDestination-SequencedDistance-VectorRoutingProtocol(DSDV)

([103]) or theWirelessRoutingProtocol(WRP) ([97])) is ef�cient only if the

ratio mobility over communicationis low. If thenodesin thenetwork arerea-

sonablymobile, theoverheadof controlmessagesto updatethe routing tables

becomesprohibitive. In addition,storinglargeroutingtablesin low costmobile

nodesmightbetooexpensive.

Reactive routingalgorithms,on theotherhand,�nd routesonly on demand.

Routesaredesignedwhenthey areneeded,in orderto minimize the commu-

nicationoverhead.Whena nodeneedsto senda messageto anothernode,the

senderneedsto �ood the network in order to �nd the receiver anddetermine

a path to reachit. The �ooding processcanstill usea signi�cant amountof

thescarceavailabletransmissionresources.They areadaptive to sleepperiod

operation,sinceinactive nodessimply do not participateat the time the route

is established.Two widely usedreactive routing protocolsare the Dynamic

SourceRouting(DSR) ([69]) andAd-Hoc on-demandDistanceVectorProto-

col (AODV) ([104]). DSRbuilds routeson demandusing�ooded queriesthat

carrythesequenceof nodesthey passedthrough,which is copiedatdestination

in the reply packet. A variationof distancevectorprotocolsis AODV, which

maintainsa routingtablein all intermediatenodeson theroute.For additional

information,adetailedreview of routingalgorithmsin mobileadhocnetworks

canbefoundin [21] and[109].

Thescarceavailability of resourcesin termsof bandwidthcapacityrequires

areductionof traf�c dueto controlinformationasmuchaspossible.Dueto the

limited batterypower, communicationoverheadmustbe minimizedwhile the

numberof routingtableswith up-to-dateroutinginformationor globalnetwork

informationateachnodearefor surenotasatisfactorysolution,especiallywhen
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nodemobility is high with respectto actualdatatraf�c. For example,shortest

pathbasedsolutionsare too sensitive to small changesin local topologyand

activity status.On theotherhand,a reactive protocolencounterexcessive de-

lay in the�ooding of thenetwork with routingqueries.So,bothschemesmay

not performbestin a highly dynamicnetworking environment,suchas in ad

hoc networks. A hybrid approachto addressthe routing problemis through

thehierarchicalprotocols,which incorporatesomeaspectsof theproactive and

someaspectsof thereactive algorithms.Thehierarchicalprotocolsutilize spe-

cializednodes,suchastheclusterheadsor thegroupleaders,to coordinatethe

disseminationof local link information.

An interestingapproachis representedby positionbasedroutingalgorithms,

whichrequireinformationaboutthephysicalpositionof theparticipatingnodes.

The forwardingdecisionby a nodeis primarily basedon the positionof the

packet's destinationandthe positionof the node's immediateonehop neigh-

bors,typically learnedthroughonehopbroadcasts.Thedistancebetweenneigh-

boringnodescanbeestimatedon thebasisof incomingsignalstrengthor time

delay in direct communications.Alternatively, the locationof nodesmay be

availabledirectly by communicatingwith a satellite,usingGPS,if nodesare

equippedwith a small low power GPSreceiver. In any casethepositionis af-

fectedby somelevel of approximation.A detailedsurvey of protocolsthatdo

usegeographiclocationin the routing decisionis presentedin [87] and[113]

but thetwo principalalgorithmsaretheDistanceRoutingEffect Algorithm for

Mobility (DREAM) ([12]) andthe LocationAided Routing(LAR) ([74]). In

bothDREAM andLAR a senderforwardsthepacket to all neighborsin a lim-

ited zone(restricted�ooding) which containsthe expectedregion containing

thedestination.

Noneof theexisting approachestakesinto accountthathostsin adhocnet-

work canmove in directionswhich canintroduceunpredictablechangesin the

network topology. Moreover, modi�cations in thenetwork con�gurationham-
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perthestability of thelinks androutes.In [18] and[19] we proposedanalter-

nativemovementbasedroutingalgorithm(MORA) is presented,whichexploits

notonly theposition,but alsothedirectionof motionof mobilehosts.Theidea

is to favor relatively stablepathsandnotnecessarilythosewith smallernumber

of hops.Thisnew methodwill bebrie�y describedin Section4.2.1.

   Proactive

AD  HOC  ROUTING  PROTOCOLS

   Reactive Hierarchical Position based Movement based

Figure4.3: Categorizationof adhocroutingprotocols

Securityis thesecondimportantissuefor adhocnetworks,in particularfor

thosesensitive applications. Due to the basicdifferencefrom the �x ed net-

works,securityin theadhocnetworkshasto bereconsideredandreexamined.

A wirelessadhocnetwork presentsa largerspectrumof securityproblemsthan

conventionalwired andwirelessnetworks, dueto the broadcastnatureof the

transmissionmediumandvulnerabilitybecausenodesareoftenplacedin ahos-

tile or dangerousenvironmentwherethey arenot physically protected.As in

any wirelessenvironment,the nodesareeasyto capture,compromiseandhi-

jack. An attacker canlisten to andmodify all the traf�c on the wirelesscom-

municationchannel,andmayattemptto masqueradeasoneof theparticipants.

Due to the absenceof any centralsupportinfrastructure,authenticationbased

on public key cryptography andcerti�cation authoritiesmaybedif�cult to ac-

complish.

To secureanadhocnetworksthefollowing attributesshouldbeconsidered

([127], [123], [114]):

� Con�dentiality ensuresthatcertaininformationareaccessibleonly to au-
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thorizedentities;

� Authenticationenablesanodeto ensuretheidentityof thesender;

� Integrity guaranteesthatamessagebeingtransferredis neveraltered;

� Availability makessurethat the systemis availableto authorizedparties

whenneeded;

� Non repudiationensurestheorigin of a messagecannotdeny having sent

themessage.

More robust routing protocols(for a survey see[92] or [67]) areonesolu-

tion to theconcernof end-to-endsecurity. An alternative solutionis to divide

the messageover multiple disjoint pathsandreassemblethemat the destina-

tion ([27], [111]). Concerningspeci�cally sensorsnetworks,a setof Security

Protocolsfor SensorNetworks (SPINS)arepresentedin [105]. They include

the micro versionof the Timed, Ef�cient, Streaming,Loss-tolerantAuthenti-

cationProtocol(� TESLA) whichprovidesbroadcastauthenticationandSecure

Network EncryptionProtocol(SNEP)which providesdatacon�dentiality (for

detailsseealso Chapter7 of [63]). Therehasbeena �urry of researchand

developmenteffort in the �eld of securityin ad hoc networks, but resultsare

still incomplete.Due to theseverehardwareandenergy constraints,selecting

appropriatecryptographicprimitivesandsecurityprotocolsin adhocnetworks

is aproblematicpoint.

In sensornetworksthedeviceshavenosuf�cient computationalpowerto run

expensivecryptographicprotocols([83], [111]). In fact,cryptographictransfor-

mationsarecomputationallyintensive andthereforestronglyin�uence perfor-

manceof thedesign.Ef�cient hardwareimplementationwasthereforeoneof

theevaluatingcriteriaof thenew AdvancedEncryptionStandard(AES) ([38],

[39]). The stateof the art offers several performanceevaluations,but all of

them (being basedon actualhardware/software implementations)are strictly
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connectedto the selectedplatforms(seefor instance[120]). Someresultsare

providedalsoby the New EuropeanSchemesfor Signature,Integrity andEn-

cryption (NESSIE)in [133]. We proposea methodologyfor theevaluationof

the complexity andcomputationalcostof differentblock ciphers,in order to

achieve independencefrom theplatformsthey areimplementedon,which will

bebrie�y describedin Section4.2.2.

The standardapproachto keepsensitive datasecretis to encryptthe data,

henceachieving con�dentiality. Thelimited energy suppliesimposeto achieve

securitywith limited processingpower. Therefore,we try to achieve con�-

dentiality without involving encryptionalgorithmaswe'll discussin the next

Section4.3. Theideaof thepaperis to exploit thespeci�c characteristicsof an

adhocnetwork - multihopdatadelivery, absenceof �x edinfrastructure,decen-

tralizedarchitecture- in orderto enforcesecurity.

4.2.1 A movementbasedrouting algorithm

The desirablepropertiesof any routing protocol includesimplicity, loop free

operation,convergenceafter topologicalchanges,smallstorage,reducedcom-

putationaland transmissionoverhead. In a positionbasedrouting algorithm,

eachnodemakesa decisionto which neighborto forward the messagebased

only on the locationof itself, its neighboringnodes,anddestination. In our

approach,this decisionis takenconsideringalsowhich directionneighborsare

moving in. Moreover, thesystemis mademorerobustby avoiding centralized

informationmanagement,andeasierto setupandoperate.

Most routing schemesusehop countasthe metric,wherehop countis the

numberof transmissionson a routefrom a sourceto a destination.However,

differentmetricsfor choosingthebestforwardingneighboringnodein position-

basedroutingprotocolswererecentlyconsidered.Themetricusedin movement

basedroutingalgorithm(MORA) is alinearcombinationof thenumberof hops,

arbitrarily weighted,anda target functional,which canbecalculatedindepen-
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dentlyby eachnode.

Sincemobileadhocnetworkschangetheir topologyfrequentlyandwithout

prior notice,thelife timeof connectionsbetweenhostsvaryappreciably.

Thegoalis to exploit theknowledgeaboutthedirectionsneighboringnodes

aremoving in to optimizedatapath. Generallyspeaking,therearedifferent

strategiesa nodecanuseto decideto which neighbora givenpacket shouldbe

forwarded(MostForwardwithin Radius(MFR),Nearestwith ForwardProgress

(NFP),...)([87]). Noneof thesetakesinto considerationthathostsin adhocnet-

work aremoving in directionsthatcanintroduceunpredictablechangesin the

network topology. Moreover, changesin thenetwork con�gurationhamperthe

stability of the links androutes(asalreadypointedout in Section4.2). Notice

that the impactof errorsin the estimationof the positionof the nodeswill be

neglected.

Theideais to createafunctionalthateachnodecanindependentlycalculate,

which dependson how far the nodeis from the line connectingsourceand

destination,sd, andonthedirectionthenodeis moving in. Thetargetfunctional

shouldreachits absolutemaximain the casethe nodeis moving on sd andit

shoulddecreaseasthedistancefrom sd increases.Moreover, themorea node

movestowardsd, thehighershouldbeits value,i.e. for a�x eddistancefrom sd

thefunctionalshouldhaveamaximumif thenodeis moving perpendicularlyto

sd.

Let d0 bea referencedistancemetric,chosenon thebasisof theapplication

context (e.g.1 meter, or 10cm). Let x = d
d0

betheadimensionaldistanceof the

currentnodefrom sd andy = l
d0

theadimensionaldistancefrom destinationof

thepointof intersectionbetweensdandits perpendicularstartingfrom thenode

currentposition(seeFigure4.4). ThefunctionalF is a functionof x 2 [0; 1 ]

and� 2 [� � ; � ], where� representstheanglebetweentheline of directionand

theperpendicularline to sd (seeFigure4.4) .

We proposeto de�ne the functional F as follows, in order to ensurethe

89



CHAPTER4. APPLICATION TO AD HOCNETWORKS

alreadyde�ned properties

F � ;
 (x; � ) = sin
j� j
3

e�j xj + cos
�
3

e� (x � � )2




where� and
 aretwo parametersseton the basisof the application. The

functionalF is not a functionof y. With suchde�nition of F , moreweight is

given to nodesmoving on sd, andalsoto nodesmoving toward it (seeFigure

4.5)asrequiredabove. In fact

� for x = 0 thereare2 absolutemaximums,for � = � �
2 respectively;

� for 0 < x < � (� arbitrarilysmall) thetrendis thesameasabove;

� for x ! 1 thefunctiondecreases;

� for x = � thereis a relativemaximumcorrespondingto � = 0;

� for x 2 [� � a � ;
 ; � + b� ;
 ] (a � ;
 andb� ;
 constantsde�nedwith thechoice

of � and
 ) thereis amaximumcorrespondingto � = 0.

source

node i

d

destination
node j

â

d^

l̂

a

sd
l

Figure4.4: De�nition of d, l and�

The idea is to favor relatively stablepathsand not necessarilythosewith

smallernumberof hops. Moreover, by carefully setting� and 
 , it is possi-

ble to modify the in�uence of node's directionof movementandthereforethe

curvatureof functionalF .
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 con� = 2; 
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ThefunctionalF will besampledandput into a look up table. In this way,

eachnodedoesnot needto calculateF for any computation,but it caneasily

obtainthevaluecorrespondingto a givencombinationof x and� with a table

lookup.

Anotherdegreeof freedomof themetricemployedin MORA is theweight

assignedto eachnode,which canbeusedto representtraf�c conditions,appli-

cationconstraints,etc. The goal of the weightingfunction is to obtaina fair

distributionof theavailableresourcesthroughtheoverall network.

For thepurposeof thepaper, thefunctionW, de�ned for y 2 [0; ysource], is

givenby

W (x; y) =

(
1 for 0 � w (x; y) < 0:1

� log10 w (x; y) for 0:1 � w (x; y) � 10

wherew (x; y) 2 [0; 10] is theweightof nodei with coordinatesx, y.

Now thefollowing metriccanbede�ned, for y 2 [0; ysource]

m � ;
 (x; y; � ) =
1
2

(W (x; y) + F � ;
 (x; � ))

whereboth W (x; y) andF � ;
 (x; � ) 2 [� 1; 1] andthereforem � ;
 (x; y; � ) 2

[� 1; 1]. Dueto thefactthatx andy arethecoordinatesof nodei and� depends

on the nodei , in following sectionswe refer to m � ;
 (x; y; � ) andmi without

distinction.

Notice that,by choosingsuchmetric, thehigherthevalueof m i thehigher

theprobabilitynodei is selectedfor thepathfrom sourceto destination.More-

over, if nodei is congestedandthereforew (x; y) ! 10, thenW (x; y) ! � 1.

In positionbasedroutingalgorithms,usuallya shortprobemessageis used

for destinationsearch,that collects routing information from destinationto

sender, and �nally dataare sendfrom sourceto destination. Our approach

exploits this small packet, not only to localizethe destination,but alsoto get

informationaboutthebestpathbetweensourceanddestinationat thatmoment
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andfor the nearfuture. In this algorithma similar shortprobemessage,used

to localize the destination,onceit is received, it is sentback from the desti-

nationnodebackto source.Every hop the currentnodereceiving it polls for

informationits neighboringnodes,consideringonly thosewith biggervalueof

y in orderto avoid loops.Eachnodereceiving thepacketknows its coordinates

(x i ; yi ) aswell as theseof source(xs; ys) anddestination(xd; yd) andconse-

quentlyalsosd: msd = yd � ys
xd � xs

andqsd = ys � yd � ys
xd � xs

xs. Therefore,it calculatesd

and� in thefollowing way

d =
yi � msdx i � qsd

�
q

(1 + msd)
2

(4.1)

� = cos� 1
�

d
dist

�
(4.2)

wheredist is thedistanceof thenodefrom sdalongthemoving direction.Then

thenodecomputesthevalueof the functionalandsendsbackthepacket. The

probemessageis thenforwardedto the neighborwith the highervalueof m,

attachingpathinformation.Noticethatconsideringall nodesequallyweighting

(w (x i ; yi ) = w (x j ; yj ) for all i; j ) if two neighborswithin transmissionrange

presentthesamevalueof F , thefollowing con�gurationshaveto beconsidered:

(a)di = dj and� i = � � j ; (b) di = dj and� i = � j . In case(a) thenodemoving

toward the destinationwill be selected,i.e. presenting� > 0; in case(b) the

nodeclosestto destinationwill be selected. In thesespecialsituationsit is

interestingto take into considerationthe rateasvariablefor the choiceof the

next hop. In particular, a nodeforwardsthepacket at highestrateto neighbor

closestto destination(which is obviously not always the neighborclosestto

destinationatall). For additionaldetailssee[18] and[19].
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4.2.2 A novel methodologyfor numerical analysisof block ciphers

As we mentionedin Section4.1 performanceevaluationis an essentialpart

in determiningthe practicality of a cryptographicalgorithm. We presenta

methodologyfor the evaluationof the complexity and computationalcost of

block ciphers,thusbridging thegapbetweenthemathematicalstudiesandal-

gorithmsimplementation.Theapproach,in fact,allows complexity evaluation

andeffectivecomparisonof blockcipherswithoutbeingdependentontheactual

platform they areimplementedon. The methodis presentedin [20], [60] and

[61] for theanalysisandcomparisonof theblock ciphersselectedby NESSIE

with highsecuritylevel ([130], [131]) - Rijndael([38], [39]), Camellia([3], [4])

andShacal-2([64]). TheNew EuropeanSchemesfor Signatures,Integrity and

Encryption(NESSIE)projectis anopencompetitionfor thecryptoalgorithms

of the21st century, whichaimis to selectastrongportfolio of cryptoalgorithms

thatwill protecttheinformationsociety(on-linebanktransactions,creditcards,

personalinformations,e-commerce,etc.).

First,thestructureof all ciphersis described,soasto emphasizethedifferent

kindsof transformationsrequired.Then,theschemesarecomparedin termsof

basicoperationsfor eachstep,in suchawayto evaluatetheircomplexity andto

provideeffectiveguidelinesregardingtheir implementation.

Thecoreideais to consideronly theamountof relevantoperationsrequired

for theimplementationof thealgorithms,reducingall involvedtransformations

to bytewise-AND, bytewise-ORand shifts. Cost and working of communi-

cationandlogical circuitsdependon technologicalprogress,andconsequently

suchamethodologyremainsvalid over timeandcouldalsoprovidesuggestions

on thebestplatformto implementagivencipher.

Despitethe fact that Rijndael,CamelliaandShacal-2have differentstruc-

tures,it is still possibleto reducethesethreealgorithmsto a setof successive

logical operations- bytewise-AND,bytewise-ORandshiftsof bytes- in order
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to enableeffectivecomparisonamongthemandto verify theeffectivecontribu-

tion of themethodology.

Thecostof thealgorithmsis estimatedthroughastepby stepanalysis.Since

Rijndael,CamelliaandShacal-2areiteratedblock chipers,it is possibleto re-

constructthecostof thebodyalgorithmthroughtheanalysisof only oneround.

Eachroundof a iterative block cipher is a function over GF (2 blocklength ) and

consistsof compositetransformations.

A similar analysisis reportedin the recent[118], Chapter4, p. 35. A big

differenceconcerntheMixColumn transformationof Rijndael,which involves

multiplicationsover a GaloisField [80]: we reducealsothis operationto the

basicbytewise-AND,bytewise-ORandshift operations,thanksto a mathemat-

ical investigation on the involved GaloisField. The multiplication is de�ned

modulox8 + x4 + x3 + x + 1. Weconsiderbytesaspolynomialsandtherefore

the polynomialassociatedwith 02 is x. Sinceall elementsof GF (2 8) canbe

written asa sumof powersof 02, thecomplexity of multiplicationby any con-

stantvaluecanbe calculatedeasily, oncethe multiplication by the value02 -

andits powers- is describedusingtheselectedbasicoperations.If wemultiply

anelementz 2 GF (28) with 02, or its squarepower, or its cubicpower, weget:

z�x = z6x7+ z5x6+ z4x5+ (z3� z7)x4+ (z2� z7)x3+ z1x2+ (z0� z7)x+ z7 (4.3)

zx2 = z5x7 + z4x6 + (z3 � z7)x5 + (z2 � z6 � z7)x4 +

+( z1 � z6)x3 + (z0 � z7)x2 + (z6 � z7)x + z6 (4.4)

zx3 = z4x7 + (z3 � z7)x6 + (z2 � z6 � z7)x5 + (z1 � z5 � z6)x4 +

+( z0 � z5 � z7)x3 + (z6 � z7)x2 + (z5 � z6)x + z5: (4.5)

andanalogouscalculationcanbeprovide for all powersof 02 if needed.

In [20], [60] and[61] theglobalamountof basiclogicaloperationsrequired

for encryptionand decryptionof the consideredblock ciphersare computed
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Figure4.6: Rijndael,CamelliaandShacal-2
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andsomecomparisonsarepresented.For examplein Figure4.2.2theamount

of bytewise-ANDs,bytewise-ORs,shiftsof bytesand32-bit additionsneeded

by a256-bitencryptionandkey schedulewith thethreealgorithmsis presented.

It is importantto noticethattheachievedresultssatisfyNESSIEconsiderations

about�nalists performancesasreportedin [134]: Camelliaturnsout to beclose

to Rijndael,Shacal-2is quitegood, while Rijndaelis ”very goodandtherefore

it caneffectivelyserveasa benchmark” for otherblockciphers.

4.3 Hierar chical secret sharing in ad hocnetworks

As describedin previousSections,relevanteffort wasmadeto developapplica-

blesecuritysolutionsdedicatedto theadhocnetworksenvironment,but results

arestill incomplete.In generaltheattacksareclassi�ed aspassive andactive.

Ononehand,in passiveattackstheattackerstry to discover informationwithin

their transmissionrange. On the otherhand,active attacksattemptto disrupt

the operationof routing protocols([79]). We focuson passive attackswhich

area seriousproblemin ad hoc wirelessnetworks dueto their characteristics

(seeSection4.2). Defendingagainstsuchattacksis in factdif�cult, becauseit

is usuallyimpossibleto detecteavesdroppingin awirelessenvironment.

We proposeto exploit multiple disjoint pathsin adhocnetworksin orderto

achievecon�dentiality security. In adhocnetworkstwo nodescommunicatevia

multihop.Dueto frequentchangesin thenetwork topologyon demandrouting

protocolaremoresuitable(asreportedin Section4.2).Exploitingmultiplepath

routingprotocolsit is possibleto �nd disjointpathsbetweenthetwo nodesthat

wantto communicate(seefor instance[119], [121], [95], [6], or therecent[96]

which presentsa protocolcalledAODVM with Path Diversity (AODVM/PD)

that �nds multiple pathswith a desireddegreeof correlationbetweenpaths

speci�ed as an input parameterto the algorithm). A methodwhich exploits

multiple pathsavoiding messageretransmissionis to transmitredundantinfor-
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mationthroughadditionalroutesfor errordetectionandcorrection([127], [28]):

partof thedisjoint routesareusedto transmitdataandpartfor redundantinfor-

mation. In sucha way if certainroutesarecompromised,the receiver is able

to recover themessage.In our methodthetransmissionexploits multiple paths

but improving theconceptof redundantinformation. In thepreviousexample

con�dentiality canbeachievedonly by addingencryption.Wepretendto avoid

theuseof cryptographicalgorithmsfor thealreadymentionedreasons.Thekey

point of our schemeis that a non trustednodeinterceptinga packet getsno

informationaboutthe transmitteddata. This is achieved with a secretsharing

scheme.In [84] and[85] disjointpathsareutilizedin combinationwith theclas-

sical thresholdsecretsharingschemebasedon Lagrangeinterpolationtheory.

As describedin Chapter2, (k; n) thresholdsharingschemeallows to divide a

con�dential messageinto n sharesandrequirestheknowledgeof at leastk out

of n sharesto reconstructthe original content.Eachsharedoesnot carry any

meaningfulpartialplaintext of theoriginalmessageand,if thenumberof shares

availableis lessthank, apotentialattackercandonobetterthanguessing,even

with in�nite computingtimeandpower.

Usually thresholdsecretsharingschemesare usedfor key or certi�cates

management(see[127], [22], [90], [46], [128], [76]). However, the process

is notef�cient for resourceconstraineddevices([90]) andmoreoverbecomesa

scalabilitybottleneck([111]). Thereforewe usethis methodto exchangedata

andachieveend-to-endsecurity.

Dueto thedifferentlength([121]) anddifferentcharacteristicsof thedisjoint

routes,it seemsmoresuitableto usea hierarchicalsecretsharingscheme,in-

steadof consideringall routesequallyimportantandsecure.Consideringlink

signal-to-noiseratio,interference,node'sreliability, user'strustworthiness,etc.,

we retainthatdifferentpathsin generalpresentdifferentsecuritylevels.There-

fore, we proposeto de�ne pathshierarchy - for instancetheprotocolSecurity

Aware Ad Hoc Routing (SAR) proposesthe Quality of Protectionbit vector
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to classifyroutes([125]) - anduseour hierarchicalsecretsharingschemede-

signedin Chapter2. In fact,previousapproachessuffer from severeconstraints

for practicalimplementationasdescribedin Section2.2. Namely, ef�ciency

of Shamir's proposalis compromisedby thesystematicaldelaydueto multiple

assignments.On the otherhand,Tassa's algorithmworks only on large �nite

�elds (see[115], Theorem4), making it unsuitablefor an ad hoc nodewith

limited computationalresources.

The ideais to exploit the hierarchicalthresholdsecretsharingschemepre-

sentedin Section2.2.3in orderto facetheproblemof end-to-endadhocnet-

workssecurity([7]). In particular, randomallocationof participantsenablesto

exploit strongermathematicaltoolsanddrasticallyreducethesizeof thebase

�eld asprovedin Section2.2.2.Furthermore,eachparticipantreceivesonly one

share(overcomingthemaindrawbackof Shamir'shierarchicalscheme)andthe

secretis identi�ed with a sequenceof elementsof the �eld (re�ecting thenat-

ural structureof a messageasa sequenceof packets). As a consequence,both

thedelayandtheoverheadaresigni�cantly reduced.

More in detail,ourapproachaimsat identifyingasuitablehierarchy of inde-

pendentpathsfrom sourceto destinationin sucha way to spreadalongthead

hocnetwork thedifferentsharesgeneratedby thealgorithm. The selectionof

a pathhierarchy is a nontrivial taskin suchanenvironment. In thenext para-

graphsa generalmodel is proposed,which is basedon both global andlocal

propertiesof thepaths.

Let us identify a pathfrom a source(dealer)A to a destination(combiner)

B as an orderedsequenceof nodesx = (x1; : : : ; xs), wherex1 = A and

xs = B; twopaths(x1; : : : ; xs) and(y1; : : : ; yt) areindependentornodedisjoint

if f x1; : : : ; xsg \ f y1; : : : ; ytg = f A; Bg. As it is well known, theproblemof

�nding a maximumcardinalitysetof nodedisjoint pathsin a network (thought

asa digraph)canbe solved in polynomialtime (seefor instance[29], Propo-

sition 2.4 (i)). Choosea maximumcardinalitysetU of independentpaths- or
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moregenerallyany suf�ciently big subset- and�x n := # U.

We canassumethat neighboringnodescaneasilyexchangesecuritykeys,

in orderto establishanauthenticatedandsecurechannelon a link basis([84]).

Therefore,the problemto solve is relatedto grantsecuretransmissionson an

end-to-endbasis.

Let ploss(x) be the packet lossprobability of the pathx. Its valuedepends

on severalpropertiesof thepath(for instance,signal-to-noiseratio, numberof

hops,interference,etc.).

It is possibleto de�ne psni� (x) astheprobabilityfor a packet traveling on x

to beeavesdropped.As a functionof x, psni� canbeexpressedasthealgebraic

sumof severalcontributionsof differentnature:

psni� (x) :=
X

j

Fj (x) �
X

i;j

Gj (x i )

normalizedin sucha way that0 � psni� (x) � 1. ThetermFj includesthepo-

tential �a ws relatedto thewholepath,suchasthetotal numberof hops,while

Gj takesinto accountsecurityrobustnessof eachnode,suchasterminal's reli-

ability anduser's trustworthiness.It is clearthat the functionalsF j contribute

to psni� with positive sign(in particular, if thenumberof hopsis higher, thena

pathis morelikely to besubjectto externalattacks),while the functionalsGj

areconsideredwith theoppositesign.

Thesetof valuesassumedby psni� inducesa naturalhierarchy on thesetof

paths.Namely, if psni� (U) = f p0; : : : ; ptg with 0 � p0 < : : : < pt � 1, then

wecande�ne:

Ul := f x 2 U : psni� (x) = plg:

Finally, wehave to determineastrictly increasingsequenceof thresholdsk i .

It is clearthathigherthresholdsproducea saferscheme;on theotherhand,by

de�nition, in order to recover the secret,the receiver needsat leastki shares

from [ i
l=0 Ul . Hence,it seemsreasonableto �x ki asthe expectednumberof
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sharesreachingthedestinationvia pathsof level i or less.More precisely, we

de�ne:

ki := b
X

x 2 Ul
0� l � i

(1 � ploss(x))c; (4.6)

wherebrc denotesthebiggestinteger� r .

Theproposedschemecanbeimplementedexploiting thedealeralgorithmof

Section2.2.3assummarizedin Figures4.7and4.8:

SourceA:

1. �nds asetU of nodedisjointpathsto destinationB with amultipathrout-

ing process(seefor instance[121] and[124]) andfor eachx 2 U collects

all relevantpropertiesof x (signal-to-noiseratio,numberof hops,interfer-

ence,terminal's reliability, user's trustworthiness...);

2. computesploss(x) andpsni� (x) for everypathx 2 U;

3. de�nes(k0; : : : ; kt ; n) with ki asin (4.6)andn := # U;

4. selectsa�nite �eld F with characteristicp � kt andcardinalityq � kt (kt � 1)
2

andidenti�es thesecretwith anelementS 2 F;

5. picksapolynomial

p(x) =
k� 1X

i =0

ai x i

wherek = kt , a0 = S andai arbitraryelementsof F for 1 � i � k � 1;

6. identi�es eachpathx 2 Ul with a randomelementu 2 F andassociates

to u the sharep(kl � 1) (u), wherep(h) denotesthe h-th derivative of p and

k� 1 := 0;

7. transmitsevery sharealongan independentpaththroughsourcerouting,

exploiting privatecommunicationbetweenneighboringnodes.
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Collection of info
about disjoint paths 
and definition of the
thresholds

Insertion of the

derivatives
and computation of its
secret into a polynomial

Evaluation on random
points assigned to
each path

Sahres
distribution

Figure4.7: Flow diagramof SourceA

DestinationB:

1. receivesm � n shares,sayfrom thesubsetof pathsV := f u1; : : : ; umg �

U;

2. constructsthematrixM V asin (2.10);

3. recoversthesecretbysolvingthelinearsystem(2.11)in theindeterminates

a0; : : : ; ak� 1.

shares
solution of the 

linear system
reconstructed

secret

Figure4.8: Flow diagramof DestinationB

Any intrudereavesdroppingup to ki � 1 sharesfrom [ 0� l � i Ui hasno in-

formationaboutthe con�dential messagesentover the network (accordingto

Theorem1 of Chapter2). Notice that, an eavesdropperhasno information

aboutthe plaintext, even if it seesmultiple encryptionsof the sameplaintext,

achieving semanticsecurity([63]).

4.4 Experimental results

Let usassumeto have anadhocnetwork of N nodesuniformly distributedin

a planarregion of areaR, for examplesensorsdisseminatedin a terrainwhich
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needto communicateprotectingdata. In this situation,theproblemof �nding

independentpathsbetweenapairof nodeshasbeenaddressedin severalpapers.

In [84] amodi�ed Dijkstraalgorithmis used;however, thissolutionassumesthe

knowledgeof thegraphassociatedwith thenetwork, which is notalwaysavail-

ablein a sucha network. Differentapproachesareproposed,like [121] (Selec-

tiveBroadcast)and[124] (AODVM), justto quotesomerecentcontributions.In

particular, simulationresultsareavailablefor N = 50andR = 1500� 500m2

([121], x VI) andfor N = 250; 350; 500andR = 25002 m2 ([124], x IV).

Hereinsteadwe aregoing to determinea suitablechoiceof parametersfor

the implementationof our schemein this context, providing alsoa numerical

example(seeTable4.4).Wedenoteby � = N=Rthenodespatialdensityandby

r theaveragedistancebetweenany pair of neighboringnodes.As motivatedin

[47] and[116], II.A, therelationshipbetween� andr is approximatelyr � 1p
� :

As a consequence,the expectednumberof hopsin the shortestpathbetween

two nodesA andB having mutualdistanced is givenby h0 := d
p

� de, where

dse denotesthesmallerinteger � s. Henceanarbitrarypathx betweenA and

B is a sequenceof h (x) � h0 hops,and it is possibleto split the set U of

independentpathsbetweenA andB asfollows:

Vi := f x : h (x) = h0 + ig: (4.7)

Moreover, if p is theprobabilityfor eachnodeto beactive, it is naturalto set

ploss(x) =
�

1 � ph(x)
�

: (4.8)

In orderto implementtheproposedscheme,we introducetheinteger

i0 := min

8
><

>:
i :

X

x 2 Vl
0� l � i

(1 � ploss(x)) � 1

9
>=

>;
(4.9)

andwede�ne ahierarchicalstructurebasedon lengthof paths:

U0 := [ 0� i � i 0Vi

U1 := [ i>i 0Vi :
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HencethesetU naturallysplitsaccordingto two priority levelsinto U0, cor-

respondingto pathswith lower numberof hopsandthereforelower probabil-

ity of eavesdropping,intrusionandcapturing,andU1, collectingall remaining

ones.Thediscriminantnumberof hopsis chosenastheminimumvaluecom-

patible with the condition that the thresholdk0 de�ned in (4.6) is a positive

integer.

In this simpli�ed scenario,we have psni� (U0) = f p0g andpsni� (U1) = f p1g

with 0 � p0 � p1 � 1, but theproposedschemegivesthefreedomto establish

thepathhierarchy accordingto differentparameters- for instance,highpriority

couldbegrantedto pathswith highperformance:highsignal-to-noiseratio,low

delay, etc.-aswell asacombinationof theabove.

In Figure4.9 we reporta setof 70 nodesuniformly distributedin a 1000�

1000metersterrain. We �nd 5 independentpathsbetweenthe �x ed source

A anddestinationB. The numberof hopsin the shortestpathx3 is equalto

5, asexpectedfrom the generaltheory, and3 setsof pathsV0; V3; V5 arede-

�ned. Now it is possibleto computeploss for eachpath and calculatei 0 by

applying(4.9). The pathhierarchy is now completelydetermined(seeTable

4.4). In orderto quantifythesecurityenforcementproducedby ourhierarchical

approach,we comparethe probabilitiesof reconstructingthe secretafter cap-

turing r nodesin threedifferentcases:Shamir's standardscheme- wherejust

3 nodesareneededamongx1; : : : ; x5 -, Shamir's hierarchicalscheme- where

2 sharesareassignedto pathsx2; x3; x4 andjust oneto pathsx1; x5, soat least

4 shares,having probability1 to reachthedestination,arerequestedto recover

the secret- and our hierarchicalscheme(whereat least2 nodesare needed

amongx2; x3; x4 andat least3 amongx1; : : : ; x5. Wemaketheassumptionthat

sourceA anddestinationB cannotbecaptured.Theremainingn = 68 nodes,

having thesameprobabilityof beingcaptured,naturallysplit into 6 subsets,5

correspondingto the independentpathsx i ; i = 1; : : : ; 5 (respectively with car-

dinalitiesn1 = 9; n2 = 7; n3 = 4; n4 = 7; n5 = 9) andthelastarex6 collecting
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externalnodes(with cardinalityn6 = n � n1 � n2 � n3 � n4 � n5 = 32). In

this model,theprobabilityof gettingr i nodesfrom thesetx i (i = 1; : : : ; 6) by

capturingexactly r = r 1 + r2 + r3 + r4 + r5 + r6 nodesis givenby theformula

P =

Q 6
i=1

� ni
r i

�

� n
r

�

Hence,by addingthecontributionsof all relevantcases,weobtaintheprobabil-

ity of reconstructingthesecretasa functionof r asreportedin Figure4.10. It

is apparentthatShamir's hierarchicalschemeis unsuitablefor this application,

while our approachoutperformsthestandardnon-hierarchicalscheme.For in-

stance,aftercapturing10%of nodes,theprobabilityof secretreconstructionis

32%for ourmethodagainst49%for Shamir'sone.
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Figure4.9: Disjoint multiple pathsbetweensourceA anddestinationB in anadhocnetworks

of 70uniformly distributednodes
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4.4. EXPERIMENTAL RESULTS

R = 10002 m2

N = 70

� = 7 � 10� 5

r � 119; 5 m

h0 = 5

V0 = f x3g, V3 = f x2; x4g, V5 = f x1; x5g

p = 0; 95

ploss (x3) � 0; 23

ploss (x2) = ploss (x4) � 0; 34

ploss (x1) = ploss (x5) � 0; 4

i 0 = 3

U0 = V0 [ V3, U1 = V5

k0 = 2, k1 = 3

Table4.1: Parametersconcerningpathhierarchy in Figure4.9
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Chapter 5

Conclusion

In orderto improveexistingsolutionsfor multimediacommunicationssecurity,

in this dissertationwe presenteda new mathematicaltool basedon Birkhoff

polynomialinterpolation,underlingthat theexploitationof moresophisticated

mathematicaltheoryallows to createmore�e xible andef�cient frameworks.

We designeda thresholdsecretsharingschemewhich is consistentwith hi-

erarchicalstructuresandoutperformsthe otherschemesin literature,while it

canbereducedto theclassicalShamir's oneif theapplicationdoesnot present

a leveledstructure. Its de�nition requiressometheoreticalimprovementson

theBirkhoff polynomialinterpolationtheorywhichwediscussedandprovedin

Chapter2.

For applicationof suchmathematicaltool, weselectedtwo relevantresearch

areasin the�eld of telecommunication,dualapplicationfrom thepointof view

of powerconstrainedcommunicationwith sideinformationat theencoder:wa-

termarking(presentedin Chapter3); andat thedecoder:adhocnetworkscom-

munication(seeChapter4).

We accesseda goodsecuritylevel for someclassesof watermarkingtech-

niques,presentinga distributedmanagementof the original imageandboth a

deterministicandanasymmetricwatermarkingschemes.Futureworkson the

topic will addresstwo actualmajor issues:legacy problemsandgeometricat-
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tacks. On onehand,mucheffort muststill be put into researchbeforedigital

imagewatermarkingcan be widely acceptedas legal evidenceof ownership

([86], [1], [8]). On theotherhand,geometricattacksdeserve intensestudying.

Using geometricinvariant transformscould be possibleto createa variantof

the methodpresentedin Section3.6 which is resistantto this kind of attacks

andthereforecanbeusedalsofor remotesensingimagewatermarking.

In the context of ad hoc network communications,applicationof Birkhoff

polynomialinterpolationwasproposedto ensurecon�dentiality. Furtherappli-

cationof ourmethodwill considertheveryrecentmeshnetworks,whichconsist

of meshroutersandmeshclients.Meshroutershave minimal mobility andno

powerconstraints,while meshclientsaresimilar to adhocnetwork nodes.Due

to sucha differentiationamongthenodescreatingthenetwork, it seemspossi-

ble to adaptour hierarchicalthresholdsecretsharingschemeto beusedin this

context. In fact, key managementis oneof the mostimportantproblemto be

addressedin this context, whereall solutionsfor wired, wirelessandan hoc

networksarenotappropriate([2]).
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